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How to read EA Handbook
PART ONE of the Enterprise Architecture (EA) Hackathon Handbook describes the key elements and
process of an EA Hackathon. It should be consulted by anyone interested in learning what the EA
Hackathon is, how it operates, and what are basic rules and regulations directing its execution.
The details of the upcoming edition of EA Hackathon are covered in the PART TWO of this document.
PART TWO covers logistic information, specification of the challenges and read-ahead reference materials.
This is an essential read-ahead for all the EA Hackathon participants and should be studied before the
event.

“Creativity is contagious, pass it on” – Albert Einstein
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PART ONE
Preface
In the response to the dynamically changing geo-political environment that we face today, NATO conducts
a process of continuous transformation guided by a high level political agenda. Bringing effective change
to such a large organization is however, a complex endeavor. It involves many actors, and typically is
accompanied by water-fall type, lengthy procurement processes. This significantly hampers innovation,
especially in the area of Information and Communication Technology (ICT) where rapid agile methods
have been proven to be much more effective.
In order to manage the enterprise change the North Atlantic Council (NAC) issued the C3 Alliance
Strategy1 with a call to “establish Enterprise Architecture discipline”. This new discipline is further guided
by Enterprise Archiecture (EA) Policy, which explicitly sets EA primary objective to “… translate NATO’s
vision and strategy into effective change of the current business and IT environments …”2.
Enterprise Architecture practice within NATO is already well established and the number of architectural
products and use cases constantly increases. Nevertheless, the delivery of the ultimate effect – Enterprise
Change – is often delayed due to organizational inertia.
ACT, driven by its transformational mission, have developed the concept of the Enterprise Architecture
(EA) Hackathon as a means to enable rapid transformation and innovation that could instantly re-shape
the NATO Enterprise. The concept is to directly address current business needs by applying an industry
proven format, engaging with groups made up of both of experts and novices “parachuted” into high
intensity work environment for a time limited period to focus on specific challenges.
NATO’s multinational nature, consensus-based business model and high level of organizational complexity
form an environment where unique problems emerge. Some of them are trivial, other very challenging
and difficult to solve by traditional means. EA Hackathon focuses on the latter and provides participants
a rare opportunity to work with NATO experts to develop solutions. Many will agree - “If you can solve it
for NATO you surely can solve it for anyone else”.
Participants from nations, NATO bodies, academia, and industry come to EA Hackathon to work in
competitive environment on the pressing issues NATO is facing today. The resultant solutions developed
for a set of predefined challenges are kept in the open source domain to enable future development and
collaboration. The best solutions are being deployed within NATO Enterprise to address urgent business
needs.

1
2

Alliance Consultation, Command and Control (C3) Strategy, C-M(2014)0016
Alliance C3 Policy, C-M(2015)0041-REV1, APPENDIX 9
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EA Hackathon does not replace the traditional research, development and procurement processes, but
rather complements them, with the aim to accelerate the enterprise change by stimulating
multidisciplinary innovation in the areas of the greatest business risks and opportunities.

Aim
The aim of EA Hackathon is to create the environment for experts and novices who are involved, or
interested, in businesses innovation and transformation to competitively work on the pressing problems
identified within NATO Enterprise that are difficult to solve by the traditional means.

Objectives
The EA Hackathon events provide a mechanism to:
 Develop innovative architectural models, views, and methods for presented business cases
 Develop novel software/hardware based solutions for the “low-hanging fruits” business cases
 Promote EA discipline by sharing knowledge and increasing awareness among EA stakeholders

Background
In 2009 a small group of NATO and National architects met at TIDE Sprint in
Amsterdam to begin building a community of experts interested in
innovation and transformation of Enterprises by applying the frameworks,
tools and techniques of the Enterprise Architecture discipline. The
Enterprise Architecture track was born, and quickly has become one of the
most popular tracks of the TIDE Sprint events.
The EA community grew over the years reaching 100+ registered participants in 2015. Throughout the
years the main objectives that the group remain relatively constant and stand as:




To foster relationships among NATO and National bodies using and promoting Enterprise
Architecture approach.
To meet in a peer-to-peer format to share architecture methods, techniques, and tools supporting
Transformation of and Innovation within Enterprises
To review and harmonize current and future architectural activities/initiatives

The EA community work led to many joint ventures among participants and contributed to the production
of the architectures, increase of the capability development process maturity and increase of the
Communication and Information Systems (CIS) interoperability and standardization levels within NATO.
The community driven architectural products include Consultation, Command and Control (C3) Taxonomy
and C3 Technical Services Taxonomy3.

3

NATO C3 Board, endorsement of "C3 Taxonomy Baseline 2.0", AC/322-N(2016)0021-AS1, 11 February 2016
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The EA community also influenced the work conducted
by NATO policy makers what resulted in the approval by
the NAC of the C3 Alliance Strategy4 that recognized and
calls for the implementation of Enterprise Architecture
as a discipline in the NATO Enterprise. As the highest
level policy document this strategy guides the
development of Policies and Directives that orchestrate
NATO organization and its interactions with Nations and
partner organizations.
To further increase the adoption and maturity of the architectural discipline, the EA community proposed
to provide more “hands-on” experience that could bring closer the mindsets of participants and lead to
the development of transformational products. It has becoming especially critical as the number of the
architectural products is constantly growing and the lack of standardisation and effective exchange
mechanisms hampers further evolution of the discipline. Appendix A provides more insight into the EA
discipline primary work areas.
Following the best industry practices it was agreed during the Fall TIDE Sprint in 2015 to use the Hackathon
format to address the need for change. It allows for engagement with participants who are not
traditionally involved in enterprise architecture, but could provide an eye-opening ideas to the
community. At the same time the teamwork and on-site prototyping of solutions would allow for rapid
idea-to-solution cycles. Lastly, the hackathon format brings the friendly competition aspect that shouldn’t
be underestimated.
The details of the future event were discussed and the formal name and definition was agreed as follows:
The EA Hackathon is an event where enterprise architects, software developers, and experts from
related fields meet to form a teams and compete to rapidly develop solutions for business problems by
applying the EA discipline methods, tools and techniques.
During a EA Hackathon teams compete to identify solutions to specific challenges by fostering innovation,
engaging diverse stakeholders and improving understanding of challenges faced by the NATO Alliance.
The participants of the 1st EA Hackathon5 delivered an unprecedented number of tangible products and
solidified the community of Enterprise Architecture stakeholders. More than 20,000 lines of code, tens of
models and accompanying pages of analytical work have been produced by the participants from nations,
industry and academia during the week-long event. The event provided outcomes that directly support
operational needs and therefore add value to the NATO Enterprise. The results of the modelling challenge

4
5

Alliance Consultation, Command and Control (C3) Strategy, C-M(2014)0016
The 1st EA Hackathon took place in Cracow on 4-6 April 2016
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have been used right away by Multinational Capability Development Campaign (MCDC) community and
by Mission Threads Capstone implementers, while the outcome of the coding challenge was incorporated
into the ACT’S architectural software baseline in order to support capability development process. The
final products contribute to a body of knowledge for the NATO and National architects, operational
analysts and requirement engineers in order to increase the maturity of the EA discipline and to enhance
tools suite at EA stakeholders’ disposal. The products created during the 1st EA Hackathon remain in the
open-source domain.

The 2nd EA Hackathon will build on already proven business model to further stimulate
transformation and innovation within NATO. During Enterprise Architecture Track at TIDE Sprint
in the fall of 2017 the following three business areas were selected for the 2 nd edition of EA
Hackathon:




Cyberspace
Verification and Validation
Command and Control

The 2nd NATO Enterprise Architecture (EA) Hackathon will take place in London on 27-31 Mar 2017.
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Components
Challenges
The EA Hackathon offers the participants two main types of challenges for
competition – modelling and coding. It's recommended for the participating
teams to select only one of the challenges. The generic description of the
challenges is given below and is constant over multiple EA Hackathon events.
The specific details of challenges for a given event are provided in the PART
TWO of this Handbook and will vary from event to event.
The Modeling Challenge(s) calls, for the given business case, to develop of an innovative EA method,
visualization, architectural model, or technique improving effectiveness of enterprise architecture
approach.
The Coding Challenge(s) calls, for the given business case or the previous modelling challenge outcome,
to develop a novel software/hardware based solution.
EA Hackathon will occasionally also call for the Joint Challenge(s) as a combination of Modelling and
Coding.
Figure 1. depicts a simplified model of EA Hackathon execution process. First, a set of operationally driven
challenges is defined. Those challenges are presented to the competing teams during Hackathon, and the
best solutions are awarded with prizes. Lastly the best solutions will be employed within NATO to address
urgent operational needs.

Figure 1. EA Hackathon Execution Process
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Participants
The professions and skillset of the individuals participating in the EA Hackathon is not
constrained by any formal requirements and includes, but is not limited to,
EA/Business/ICT architects, operational analysts, system engineers, software
developers, graphics designers, human factors experts, business managers, and
students.
There are no prerequisites on the level of expertise and both experienced professionals, early adopters,
and students can participate. The EA Hackathon equally welcomes participants from Industry, Academia
and Military/GO/NGO organizations. The EA Hackathon is not strictly technical event, and therefore there
is no need, nor prerequisite for a technical knowledge. Equality important as expertise are enthusiasm
and energy.
The only formal requirement imposed on a participant is a sponsorship requirement that could be
obtained via National Military or Government organizations. See the Preparation chapter for more
information about registration process.
All the participants will register and form (or be formed) into the teams of 2-3 persons before or on the
first day of the event. Only registered teams will participate in the competition.

Teams and Selection Board
To assure the fairness of the competition and facilitate for wide participation the EA Hackathon organizer
will colour code each of the participating teams by either blue, green or white colour. The following
sections describe shortly each of the teams, their tasks and roles of individuals.
Blue Teams
The Blue Team is a competitive hackers’ group of individuals
from Military, Industry and Academia. The primary task of the
Blue Teams is to solve and present the offered challenge(s).
Tasks of a Blue Team are:






Participate in the main competition
Study read-ahead materials
Accept one or two challenges
Develop solution(s) (separately defined for each of the challenges)
Present the solution(s)

Roles in a Blue Team are:



Team Lead
Team Member
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Green Teams
The Green Team is a non-competitive hackers’ group of
individuals from NATO with a NATO Architect on board. The
primary task of the Green Team is to solve and present the
offered challenge. To assure the fairness of competition green
teams are not participating in competition. The Green Teams
are allowed to provide the expertise to the Blue Teams upon
request.
Tasks of a Green Team are:






Study read-ahead materials
Accept one or two challenges
Develop solution(s) (separately defined for each of the challenges)
Present the solution(s)
Provide guidance to Blue Teams (informing white teams of each of interactions)

Roles in a Green Team are:



Team Lead
Team Member

White Team
The White Team is a non-competitive control team. The
primary responsibility of the White Team is to assure the
efficient execution of the Hackathon and fairness of the
competition. The White Team is allowed to select one of
the challenges and present the solution. The team
members will include modelling and coding challenge
designers, game controllers, SMEs, Media, Infrastructure
designers and administrators.
Tasks of the White Team are:










Assure the fairness of the game
Provide the required guidance and expertise on challenges
Define scoring criteria and detailed scoring table
Develop the rules
Prepare reporting formats
Monitor and record interactions among groups (see groups interaction)
Core infrastructure design, development and administration
ICT infrastructure design and administration
Develop and execute communication strategy and plan
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Study read-ahead materials
Accept one or two challenges
Develop solution(s) (separately defined for each of the challenges)
Present the solution(s)

Roles in the White Team are:







Team Lead
Game Controller
Challenge Designer
SME
Spokesperson
Administrator

Selection Board
The Selection Board consists of the three voting members and
the lead of the White team. The Lead of White team plays only
advisory role and has no voting right. The selection board
members will be nominated for each EA Hackathon.
Tasks of the Selection Board are:




Review presented working prototypes
Score the Blue Teams’ products
Select the winner of the coding and modelling challenges

Roles in the Selection Team are:




Chairman (voting)
Voting Member
The Lead of White Team (non-voting)

Fees and Sponsorship
The EA Hackathon organizer will make a best effort at making the event free of charge for all the
participants. However it’s not guaranteed and need to be consulted with PART TWO of this Handbook.
There might be sponsorship options offered for third parties. This will be dealt with on per event cases
and if offered will be specified in PART TWO of this Handbook.

Legal Aspects
The products developed during the EA Hackathon including software code,
modelling visualizations, models and methods will remain within the opensource domain and should adhere to the following license (based on MIT Opensource licence):
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“Permission is hereby granted, free of charge, to any person obtaining a copy of this visualizations, models,
methods, software and associated documentation files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to
do so.”

Media and Web Presence
The organizer will engage with media and public affairs officials in an early stage
in order to align efforts for the benefit of the event, the organizer's native
organization (usually: NATO Allied Command Transformation) and the host
nation and/or organization.
Media and public affairs officials will set up a media plan as required and if appropriate. In that case,
they will make the necessary arrangements for interaction with media, photographing and online media
presence (which may include hashtags and pages on LinkedIn and Facebook).
Participants are encouraged to post comments and photos about the event on their own social media
outlets, using the hashtag provided by the organizer and always being mindful of the safety and security
of the event and its participants (i.e., avoid publishing “questionable” screenshots, pictures with visible
I.D. or badges, face shots unless previously cleared with the person(s) in the picture, and in general any
images where sensitive information could be released.

Logistics
Location and Setting
The location of each of the EA Hackathons will be specified in PART TWO of this Handbook. The organizer
will aim at providing a convenient setting for the competing teams to enable optimal team collaboration,
cross-team interaction and positive behaviour. In a typical setting, the arrangement of teams will be in
accordance with the banquette room layout.
Agenda
The agenda of a typical EA Hackathon will be based on the following generic template:




Day One
Day Two-Day Four
Day Five

– Set up (AM), Introductory Session (PM)
– Development
– Presentations (AM), Awards Ceremony (PM)

Alternatively, for the shorter events the Development phase will be shortened to two, instead of three,
days.
Industry Engagement
Industry is invited to send mentors to help participants with their work. The company's promotional
materials such as shirts, pens, stickers, etc. may be distributed. Because the event is self-supporting, with
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limited NATO financial support, companies or organizations may also elect to support and promote the
event in other ways. To discuss further these or other options contact EA Hackathon Coordinator.
ICT Infrastructure
The organizer will make a best effort to offer reliable wireless internet connection for all the participants.
This however cannot be guaranteed and as a minimum the local area network wireless infrastructure will
be offered consisting of access point and a shared network storage device.
All the participants are required to bring their own devices (BYOD) with WIFI network cards. The
participants may offer their architectural/requirements/3P repositories for other for reuse, exploitation
and integration.
Information Packets
Each of the EA Hackathon events will deliver three information packets for the participants.
1. The initial information package consisting of EA Trifold, Presentation and Tidepedia web presence
will be disseminated by email.
2. The final information package will include in addition to the products of the initial package EA
Hackathon Handbook and presence on the public internet.
3. Upon arrival at the event the small “on-entry” info packet will be offered to all the participants
and will include detailed ICT infrastructure info and additional administrative details.
Meals and Refreshments
The details regulating the meals and refreshments will be specified for each of EA Hackathon separately
in PART TWO of the Handbook.
Lodging
The details regulating the meals and refreshments will be specified for each of EA Hackathon separately
in PART TWO of the Handbook.
Transportation
The details regulating transportation options will be specified for each of EA Hackathon separately in PART
TWO of the Handbook.
Social events
The social events details will be specified for each of EA Hackathon separately in PART TWO of the
Handbook.

Process
The EA Hackathon process includes three main stages; preparation, execution and closure.
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Preparation
Preparation activities include Familiarisation, Registration and Preparation of Challenges.
Familiarisation
In the process of preparation all the participants are encouraged to familiarize themselves with the read
ahead materials posted for each of the challenges. If a participant decides to bring his/hers own repository
to share with other participants it should notify the EA Hackathon Organizer. Lastly the participants should
verify their working devices are meeting BYOD requirements.
Registration
The registration process involves two steps.
In the first step all the participants who don’t have Tidepedia website account are required to send
account creation request to tide@act.nato.int with the following data:
-

First and Last Name
Organization – including command/agency/company name and country (if applicable)
Sponsor (if the organization is non-military)
E-mail address – confirmation and instructions will be sent to this address
Mentioning that the account is requested for the EA Hackathon

Once the participants received the credentials for Tidepedia portal and form a team they should send
the following information to enterprisemapping@act.nato.int to complete the team registration.
-

Team Name
Team Members’ names
Team Members’ roles (see Teams and Selection Boards chapter)
Team suggested allocation (blue or green team).
Accepted Challenge (modeling, coding, both)
Willingness to open a team for external participants (only for teams with 2 players)

The individual participants who received the Tidepedia credentials, in order to complete the registration
process, should send email to enterprisemapping@act.nato.int with the following information:
-

Tidepedia user name
Team preference (blue or green team)
Challenge preference (modeling, coding, both)

The organizer will make the best effort to allocate individual participants to their preferred teams and
challenges. The list of individual participants with their preferences will be published online as soon as
they complete the registration process. The individual participants are welcome to contact directly the
registered teams accepting external participants before the event.
The registration will be formally closed on the first day of the EA Hackathon.
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Preparation of Challenges
The coding and modelling challenges will be revealed in stages leaving the element of surprise for the last
minutes before the execution. The high level description of the challenges will be posted early on with the
initial information package. The final information package will specify more details of the challenges
providing detailed selection criteria, examples of possible solutions, and mandatory prerequisites. Lastly
the element of surprise will be brought to the participants on the day of the hackathon execution.

Execution
The execution of the main event will be broken into three stages. First the Set Up and Introductory
sessions will prepare the execution on the site. Followed later by the main Competition stage including
Final Products Submission and then Closure.
Introductory Sessions
After the basic ICT infrastructure set up and configuration the introductory session will be held and
address:







The official opening of the EA Hackathon;
The specific coding and modeling challenges;
Introduction to the competition rules;
Introductory to ICT Infrastructure;
Other relevant logistic information; and
Questions and answers (Q&A).

Main Competition
During the main competition the teams will be solving the offered challenges. While this takes place the
interaction among teams is allowed as long as it not distracting other teams work. The participants are
encouraged to act as following basic “library” behaviour rules.
The EA Hackathon Organizer promotes a healthy and respectful working environment and stimulates:




Civilized and unambiguous use of language, considering that participants may not speak their
native tongue;
Emphatic and open relations within the team, empowering all participants and valuing each
other's abilities; and
Helpful and friendly interactions with other participants, respecting opposite and alternate
opinions and contributions.

Final Products Submission
The final products along with presentation (optional) need to be stored on the shared server following
the guidance provided by the Hackathon Coordinator.
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Closure
Upon the completion of the main competition the closure stage will be started and it will include
products presentation, scoring and awarding the winners.
Products Presentation
Each of participating teams will be given the same amount of time for the presentation of the products.
If a team participated in more than one challenge the time for presentation will be multiplied
accordingly. The presentation will be finished by Q&A session where each of the Board Members will be
allowed to ask one question.
Selection Criteria and Scoring
The scoring of the final solutions will be conducted following detailed selection criteria defined for each
of the Hackathon edition separately. The total score a team could receive will be a sum of solution score
and presentation score. The solution will weight 80% of the final score while the rest will be allocated to
the presentation of the solution.
Total Score = Solution Score (80%) + Presentation Score (20%)
The modelling and coding challenges participants will be scored separately, and the teams with the
highest scores will be chosen as the winners in the modelling and coding competitions.
Awards
The Awards Ceremony will close the official part of the Hackathon. The winning team of modelling
challenge and the winning team of the coding challenge will receive awards.
Reporting and follow up actions
After the closure of the official part the White Team will archive the final products and prepare the final
report from the event. The report will be presented to the EA Track @ TIDE Sprint, other relevant NATO
and National bodies, and published online for an easy access to all the participants. There might be a
survey conducted at the end the Hackathon in order to help improve the participants experience in the
future events.

Awards ceremony at 1st EA Hackathon
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FAQ
Q: Can I bring my architecture/requirements repository and publish on the EA Hackathon network?
A: Yes. Let us know about it at the registration process so we could include it into our ICT plan.
Q: What are the rules of the competition?
A: For the generic rules please consult this Handbook. The detailed rules and selection criteria are
included in the PART TWO of the Handbook that are specific to each of EA Hackathons.
Q: Can any tool for modelling EA be allowed?
A: Yes. There are no constraints on the selection of architectural tools. The participants, however are
encouraged to use the open tools to promote “open systems” concept and standardization.
Q: Can pre-defined components of any kind be used to perform the modelling?
A: Yes. Note however that the element of surprise will be used on at the execution, which may slightly
change the possible solution space.
Q: Are there any restrictions regarding tool vendors’ participation?
A: No
Q: What are the restrictions concerning outside contact during the competition (internet, downloads,
phone-calls etc.)?
A: No restrictions.
Q: I’m representing commercial company and would like to sponsor EA Hackathon. What are my
options?
A: Contact Hackathon Coordinator for further guidance.
Q: Is it possible to bring a team of more than 3 to the event?
A: No. The organizer wants the competition to be both manageable and the fair game. For those two
reasons the number of a team members should not exceed 3 and be not less than 2 persons. The
options to consider are:
 Bring more than one team. Make them possibly complementary teams. First modelling, second
coding team.
 Bring one team and extra person/s to be attached to other teams or create the team on the fly
with other participants.
Q: Is there going to be an element of surprise to the competition?
A: Yes. The organizer doesn’t want to reveal all the details of challenges upfront to avoid a situations
where solution would be fully developed before the main event. Therefore there is going to be an
element of surprise for both challenges.
Q: Is sponsorship mandatory?
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A: Yes it is mandatory and its part of the registration process. Consult handbook registration description
for more details.
Q: I assume that repositories will reside as parts of the tools used themselves. What is meant by shared
servers and repositories? Is there a requirement concerning some form of standard representation and
standard storage format?
A: The Hackathon will be run on the local area network that will provide the shared storage server (basic
shared folders service, and possibly a local github). It’s up to the participants to decide whether they
want to plug in their own repositories to the Hackathon network to share with other participants. If
that’s the case however the organizer is asking to be informed about it during the registration process.
There is no requirement regarding storage format.
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PART ONE – Appendix A
ENTERPRISE ARCHITECTURE IN A FEDERATED ENVIRONMENT

The simplified image depicting the use of architectural artefacts within the federation of enterprises is
presented on Figure 2. It is important to note that the consumers of the architectural products are more
and more interested in holistic pictures that spans across all the repositories within an enterprise.
Moreover, the NATO Federation Mission Networking Concept goes even one step beyond calling for the
federation level architectural coherency through standardization and interoperability.

Figure 2. Consumption of Architectural Artefacts.

This picture above can be broken down to highlight three important patterns of interaction. The first
pattern presented on the Figure 3 depicts the presentation layer, where the extracted and processed from
the repositories information is offered to the business customers. It was agreed that there is a need for
more advance interaction, visualization and animation techniques use in order to make the final products
easily understandable and attractive visually to the customers.

Figure 3. Presentation Layer

The second pattern of interaction reoccurring frequently is presented on the Figure 4. It represents the
need for information consolidation from many repositories and further processing including predictive
analytics.There is a need to further standarize the repositories consolidation mechanisms in particular for
the various types of data stored including but not limied to: Portfolio/Programme/Projects, Requirements,
Configuration Management Databases.
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Figure 4. Information Integration Layer

The last pattern depicted on the Figure 5 represents the information exchange mechanism among
repositories that could be used to replicate data to complete the information set within a given repository.

Figure 5. Content Delivery Layer

Using the described above three patterns the community identified a set of “low hanging fruit” business
cases that could become the themes for the EA Hackathons. The list included among the others:


Establish tractability among architecture and requirements repositories (Traceability for CP
implementation)



Enable web based business modeling (Improve architects toolset)



Provide exchange mechanism among federated architecture repositories (Foster reuse of
already developed architectures)



Improve business process visualization (Improve architects toolset, and attractiveness of
architecture products)



Create interactive/innovative visualizations of various types of architectures (Improve
attractiveness of architecture products, find effective mechanisms to socialize architecture
concepts, and value added by the architectural work)



BPMN  Semantic Media Wiki import mechanism (Logistics case)
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PART TWO
2ND EA HACKATHON – LONDON, UK – 27 TO 31 MARCH 2017

Objectives
The challenges specific objectives for the 2nd EA Hackathon are as follows:




Develop architecture patterns to enable rapid adoption of cyberspace as a fifth military domain
Develop or apply modern analytics to identify hidden information patterns within NATO
interoperability assessment databases
Develop models or prototypes of Internet of Things (IoT) applications that would significantly
increase effectiveness of Command and Control

Agenda
Monday 27 March 2017
* 09:00 - 17:00 – Kick-off and development
* 18:00 – 20:00 – Informal Ice-Breaker
Tuesday 28 March 2017
* 09:00 - 17:00 - Development
Wednesday 29 March 2017
* 09:00 - 17:00 - Development
Thursday 30 March 2017
* 09:00 - 17:00 - Development
Friday 31 March 2017
* 09:00 - 14:00 - Presentations and awards ceremony
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Modelling Challenge
The participants of modelling challenges will be tasked to develop a set of architectural
patterns representing innovative aspects of the Cyberspace Domain by applying ideas from state-of-theart technologies and business practices.
The developed patterns should apply service oriented architecture principles, work in the federated
environment, and identify interoperability points along with standardization opportunities.

Objective


Develop architecture patterns to enable rapid adoption of cyberspace as a fifth military domain

Prerequisites


Study the modelling challenge reference materials

Challenge
During the NATO Summit held in Warsaw on 8-9 July 2017 the Heads of
State and Government participating in the meeting of the North Atlantic
Council nations agreed to “... reaffirm NATO's defensive mandate, and
recognise cyberspace as a domain of operations in which NATO must
defend itself as effectively as it does in the air, on land, and at sea. “6
Following the direction given at the summit ACT is developing a functional concept of “Federated
Operations in Cyberspace” as a part of their C2 Focus Area activities. This concept, still in the early stages
of development, could significantly benefit from the architectural approach and products in particular.
Those products should enable effective development and use of the current and future cyberspace
capabilities, and inform about standardization and innovation opportunities.
This modelling challenge calls for development of architectural patterns at business, information,
application and technology layers. The developed patterns should identify the standardization
opportunities, and be applicable to the federated environments. The recognition of the consensus based
business processes is important. It also should indicate the interface points with other five domains, the
potential synergies, risks (anti-patterns) and opportunities.
The list of stakeholders includes, but is not limited to capability developers, mission commanders, system
engineers, operational analysts, IT service providers, and doctrine and training developers.
Participants in this challenge are requested to develop solutions in one or more of the areas described
above – strategy, business, information, applications and technology. The developed solutions will then
be presented to a board of military SMEs and NATO System engineers for evaluation.
Participants are encouraged to use the best industry practices, tools and techniques for the completion
of the task.
This challenge is expected to directly influence the further development and implementation of Federated
Operations in Cyberspace functional concept. The most promising patterns will be deployed within NATO

6

Warsaw Summit Communique, Press Release (2016) 100, Issued on 09 Jul. 2016
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Architecture Catalogue and/or NATO Interoperability Standardization Profiles Catalogue to guide
development of future Alliance Capabilities. Additionally, the future Cyberspace architecture
developments will be capitalizing on the developed patterns.

Selection Criteria
The presented solutions will be judged based on the set of predefined criteria as defined in the table
below.

Criteria
Meeting the stakeholders’
requirements
Innovative approach to the problem
Completeness of the solution
Simplicity and Scalability
Presentation of the final product

Description
The solution correctly addresses the
originally stated problem.
The solution is using innovative approach to
the stated problem.
The solution is addressing the totality of the
problem, not just part of it.
The solution is scalable and easy to
implement.
The solution is presented in understandable
and compelling way.

Max Points
20

Total

The list below includes only examples of possible solutions or their elements.









Business Process model with appealing visualization representing the core cyberspace
operational processes
Information Model standardization proposal for the exchange of the key information products
within cyberspace domain
Cyberspace CIS services catalogue taxonomy
A Business/Information/Application/Technology Architecture of Cyber Operations Center
Cyber Threats Taxonomy
Catalogue of ICT Cyberspace Standards/Profiles
A method, technique, or tools that could be applied for rapid implementation of Cyber as a 5th
domain
Blockchain innovative use cases, or other emerging technologies or concepts

References






20
20
20
100

Examples of Products


20

Federated Operations in Cyberspace and C2 Focus Area
ACT Cyber Defence Portal
Gartner’s Top 10 Security Predictions 2016
US Cyberspace Operations and US DoD Cyber Strategy
C3 Taxonomy
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Coding Challenge
The participants of coding challenge will be tasked to apply modern Data Analytics to discover “hidden
gems” within the provided datasets from multiple, different interoperability testing events in which
NATO-related Command and Control systems participate every year.
The goal is to come up with appealing visualizations of findings, and explain how those could be used to
transform business.

Objective


Develop or apply modern analytics to identify hidden information patterns within NATO
interoperability assessment databases

Prerequisites




Study the coding challenge reference materials
Basic knowledge of EM Wiki concepts including C3
Taxonomy and C3 Technical Services Framework
Basic knowledge required to process data in RDF, CSV,
python pickle or XML formats

Challenge
Every year NATO CIS capabilities participate in many interoperability Verification and Validation (V&V)
events to maintain their operational readiness. Before, during and after these events data collection takes
place to inform the assessment process. V&V events pursue different objectives and are controlled by
different organizations. As a consequence, quite often they use tailored tools, data models and processes
that participants have little to no power to influence. Moreover, in most cases test result analysis is limited
to the context of individual events. Identifying and managing interoperability shortfalls along time and
across events is challenging.

Conceptual Information Model

The current suboptimal situation prevents NATO from properly coordinating and maximizing the benefit
of participating in multiple V&V events. Additionally, knowledge is spread across many information
repositories, and is very difficult to exploit in support of decision making. Providing relevant feedback to
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the standardization community, for instance, requires in-depth analysis of individual test case results that,
if treated in isolation, have no meaning outside of the event where they were recorded.
NATO is trying to cope with this problem through a number of ongoing initiatives like encouraging the
different V&V event management authorities to harmonize their tools and processes, fostering the
standardization of reference data models or the creation of common repositories. However, given the
complexity of the interoperability V&V landscape and the large amount and variety of stakeholders,
perfect harmonization will probably never be achieved. Alternative, innovative approaches by applying
disciplines like data analytics and representation could help improve the situation.
The participants of this challenge will be offered sanitized dataset from V&V events in which NATO
participated in the past and will be asked to conduct its exploration to develop analytical reports for the
different stakeholders involved in V&V events:





V&V event management authorities, interested in having a high level event-wide performance
perspective, including correlation among multiple event occurrences.
System architects and interoperability engineers, interested in the maturity and level of
implementation of interoperability standards, as well as in new standardization opportunities.
National authorities, interested in being able to manage interoperability shortfalls along time and
across events, as well as in new investment or collaboration opportunities.
Testers and V&V event controllers, interested in having a consistent, homogeneous
representation of the information they need to provide to and receive from the different V&V
events they participate in or support.

The developed solutions will then be presented to a board of military SMEs and NATO System engineers
for evaluation. For the successful completion of the challenge working prototypes of the solutions are
required.
Products resulting of this challenge will be integrated into the future NATO exercises to provide more
advance platform for the exercise coordinators, participants, and observers.

Selection Criteria
Criteria
Meeting the stakeholders’
requirements
Innovative approach to the problem
Completeness of the solution
Simplicity and Scalability
Presentation of the final product

Description
The solution correctly addresses the
originally stated problem.
The solution is using innovative approach to
the stated problem.
The solution is addressing the totality of the
problem, not just part of it.
The solution is scalable and easy to
implement.
The solution is presented in understandable
and compelling way.

Total

Max Points
20
20
20
20
20
100
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Examples of Products
The list below includes only some examples of possible solutions to the coding challenge. It is expected
for the solution to be in a working prototype stage.







A report presenting some event trends over time (e.g. number of participants per nation/focus
testing group over years, number of successful/unsuccessful areas per nation/focus testing group
over years
A mobile/web application with basic analytics
Standardization Opportunities Report
A report showing performance of a system in different V&V events, based on KPIs – e.g.
objectives accomplishment
Report showing how different systems in the Catalogue of NATO Systems got involved in
different V&V events

References


C3 Taxonomy 2.0 baseline




C3 Taxonomy 1.0 baseline

TIDE Sprint sessions related to this Challenge:
o

Enterprise Architecture contribution to Federated Exercises

o

Development of the CWIX Wiki

Joint Challenge
The participants of Joint Challenge will be tasked to develop
experimental solutions in the domain of the Internet of
Things (IoT) that can be used to solve operational problems.
Solutions can be either architectural models or working
software/hardware prototypes.

Objective


Develop models or prototypes of IoT applications that would significantly increase effectiveness
of Command and Control

Prerequisites


Study the joint challenge reference materials

Challenge
ACT identifies a set of functional concepts developed for their C2 Focus Area. The group of the following
three has a significant technology element, and relies heavily on the underlining networks:


Artificial Intelligence at the Sensor Edge
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Plug and play federation of clouds
Artificial Intelligence at the Effector Edge

The commercial market at the same time coined the term Internet of Things in recognition of rapid
increase of the automation level in the distributed networks of sensors end effectors. The Internet of
Things is being materialized quickly within civilian environment with the promise to allow:
“…. objects to be sensed and/or controlled remotely across existing network infrastructure, creating
opportunities for more direct integration of the physical world into computer-based systems, and
resulting in improved efficiency, accuracy and economic benefit in addition to reduced human
intervention”7
The IoT applications are already available in today’s department stores and economies of scale make
them more affordable.
The Joint Challenge calls for the development of concepts, models or working prototypes of products
leveraging the emerging IoT technologies. In particular, the participants will be provided with cameras
and the organizer will be looking for the distributed architectures to perform face detection, face
recognition and innovative use of collected data (augmentation with data from other sources, use of
effectors, etc…). The solutions that demonstrate efficient distribution of the processing among cloud
and edge devices will be more valued.
The developed solutions will then be presented to a board of military SMEs and NATO System engineers
for evaluation.
Hardware and software based products of this challenge will be integrated into the NATO future
technology demonstrators, operational prototypes, and operational systems. The concepts, and models
developed during this challenge will be used to refine C2 Focus area concepts, and thus provide the
guidance for the concept implementation stages.

Selection Criteria
Criteria
Meeting the stakeholders’
requirements
Innovative approach to the problem
Completeness of the solution
Simplicity and Scalability
Presentation of the final product

Description
The solution correctly addresses the
originally stated problem.
The solution is using innovative approach to
the stated problem.
The solution is addressing the totality of the
problem, not just part of it.
The solution is scalable and easy to
implement.
The solution is presented in understandable
and compelling way.

Total

7

Max Points
20
20
20
20
20
100

Internet of Things, Wikipedia
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Examples of Products
The list below includes only some examples of possible solutions to the joint challenge.



Conceptual model of an IoT system with a promising paradigm shift for one of the military
domains
A software/hardware prototype preforming face detection, face recognition and further data
processing within distributed environment using provided cameras

References









ACT C2 Focus Area - Functional Concepts
Strategic Foresight Analysis
Future Operating Environment
Framework for Future Alliance Operations
Internet of Things (Wikipedia)
Wide Area Networks for IoT
Drones Military Applications, WIRED
AI on Pi

Media and Web Presence
The information about the 2ST EA Hackathon will be available on the following public web sites:





ACT Web Page
o http://www.act.nato.int/ea-hackathon
ACT Facebook
o https://www.facebook.com/NATO.ACT/posts/10153378919055686
ACT Tweeter
o https://twitter.com/NATO_ACT/status/707616741464121344
TIDEpedia Portal (Password protected – Tidepedia account required)
o https://tide.act.nato.int/tidepedia/index.php/EA_Hackathons
o https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(27-31_Mar_2017)
o https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(4-8_Apr_2016)

Logistics
Invitation
The formal invitation for the 2nd EA Hackathon has been published on Tidepedia at
https://tide.act.nato.int/tidepedia/images/d/d8/NATO_2017_EA_Hackathon_Invitation_Letter.pdf.

Registration
The participants shall follow the registration process described in the PART I of this Handbook. The list of
registered teams and individuals will be published on the ACT’s Tidepedia portal at:
https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(27-31_Mar_2017)_Registration.
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The registration for the 2nd EA Hackathon will be closed on 27th of March at 12:00pm. The number of seats
for the 2nd EA Hackathon is limited to 50 and the registration will be conducted on the first come first
served basis.

Location and Setting
The second NATO Enterprise Architecture Hackathon will take place in London, UK from Monday 27 to
Friday 31 March 2017. The event will be held in EMEA Customer Engagement Centre of Hewlett Packard
Enterprise at 1 Aldermanbury in London EC2V 7HR, UK. Further updates concerning location will be
published at:
https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(27-31_Mar_2017)_Administration .

Fees
The Second EA Hackathon will be no-fee event for all the participants.

Internet of Things (Joint) Challenge.
For the loT challenge, companies are welcome to offer their hardware/software platforms to the
Hackathon participants. For all the hardware/software platforms offered for the event, permission from
the EA Hackathon Administrator needs to be granted in advance.

ICT Infrastructure
The participants will be using a wireless local area network provided by the organizer. The network will
provide the common storage server where the interim and final products will be stored. The credentials
required to access the network will be distributed on the first day of the Hackathon.

BYOD Requirements





WIFI card
Web Browser
Pdf reader
Git client (optional)

Meals and Refreshments
The organizer will provide tea and coffee. Other refreshments and meals are a responsibility for the
participants.

Accommodation
Lodging need to be self-arranged by participants. The list of nearby hotels is provided for your convenience
on Tidepedia at https://tide.act.nato.int/tidepedia/index.php/EA_Hackathon_(2731_Mar_2017)_Administration. However, this list is not endorsed by the Organizer.

Transportation
There is no transportation service provided to the participants.
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Social events
There will be a no-host "icebreaker" reception on Monday 27 March from 18:00 to 20:00. Further details
will be promulgated at the EA Hackathon opening.

Points of Contact
EA Hackathon Coordinator:
Mr. Krzysztof Skurzak
Telephone +1 7577473206
Email krzysztof.skurzak@act.nato.int
EA Hackathon Administrator:
Mr. Peter Woudsma
Telephone +1 7577474222
Email peter.woudsma@act.nato.int
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