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In the response to the dynamically changing geo-political environment that
we face today, NATO canducts a process of continuous transformation guided
by a high level political agenda. Bringing effective change to such a large
arganization is however, a complex endeavour. It invalves many actors, and
typically is accompanied by water-fall type, lengthy procurement processes.
This significantly hampers innovation, especially in the area of Information
and Communication Technology (JCT) where rapid agile methods have been
proven to be much more effective.
In order to manage the enterprise change the North Atlantic Council (NAC)
issued the C3 Alliance Strategyl with a call to "establish Enterprise
Architecture discipline". This new discipline is further guided by Enterprise
Architecture (EA) Policy, which explicitly sets EA primary objective to "... translate NATO's vision and strategy into
effective change of the current business and IT environments ... "2.
Enterprise Architecture practice within NATO is already well established and the number of architectural products
and use cases constantly increases. Nevertheless, the delivery of the ultimate effect - Enterprise Change - is often
delayed due to organizational inertia.
ACT, driven by its transformational mission, have developed the concept of the EA Hackathon as a means to enable
rapid transformation and innovation that could instantly re-shape the NATO Enterprise. This concept directly
addresses the current business needs by applying an industry proven format to engage with experts and novices
"parachuted" into high intensity work environment for a limited period.
NATO's multinational nature, consensus-based business model and high level of organizational complexity form an
environment where unique problems emerge. Some of them are trivial, other very challenging and difficult to solve
by traditional means. The EA Hackathon focuses on the latter and provides participants a rare opportunity to work
with NA TO experts to develop solutions .. Many will agree - "If you can solve it for NATO you surely can solve it for
anyone else".

--------Participantsfrom nations, NATO-boôies, acaâemia, ana-rfflJustfy cortretcn~neE:trFlackathon to work-in competmv~e~-------environment on the pressing issues NA TO is facing today. The resultant solutions developed for a set of predefined
challenges are kept in the open source domain to enable future development and collaboration. The best solutions
are being deployed within NATO Enterprise to address urgent business needs.
The EA Hackathon does not replace the traditional research, development and procurement processes, but rather
complements them, with the aim to accelerate the enterprise change by stimulating multidisciplinary innovation in
the areas of the greatest business risks and opportunities.
Should you have any suggestions or proposals that would help us to make this event better please contact my action
officer Krzysztof Skurzok, email: Krzysztofskurzak@act.nato.int, phone: + 1 7578393612

ACT Assistant Chief of Staff Command and Control,
Deployability and Sustainability

1 Alliance Consultation,
2

Command and Control (C3) Strategy, C-M(2014)0016

Alliance C3 Policy, C-M(2015)0041-REV1,

APPENDIX 9
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In the participants’ words …
“Hackathon has proven particular useful to work across organisational
boundaries without bureaucratic overhead.”, Archimates

“EA Hackathon provided a great networking opportunity”, FRONT

“The event was challenging but at the same time fun. The possibility
to interact with people from different backgrounds but also bringing
products and experts from the industry gave valuable insights.”,
Matchless

“The team all enjoyed the experience, feel we have learned a good
amount around ways of working … We have certainly made some
connections which we hope to begin to share information or practise
with over the future”, APATE

“… the atmosphere of the event was so friendly and encouraging that
everyone had the possibility to achieve the maximum performance on
it.”, Icebreakers

“ … it was great time and experience for our team and an opportunity
to meet fantastic people who shared their very interesting ideas. “,
FRONT

“ The logistic and general arrangements for the event were excellent.
Thank you to the ACT team and to the Sponsors”, The MODellers
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Acknowledgments
The engagement with industry was instrumental to make the 2nd EA Hackathon event a success. By
offering state-of-the-art technologies and professional support the industry partners helped move the
event to the next level. For example, the Universal IoT Platform offered by Hewlett Packard Enterprise
(HPE) increased the number of configuration options for the final solutions within Joint Challenge.
Similarly, Post-Quantum (PQ) offered their cloud services via open APIs which helped to increase the
maturity of the solutions by providing ready for reuse security functions.
ACT is highly appreciative of the support provided by both HPE and PQ during the EA Hackathon. The
generous donations of the HP Experience Centre as the venue for the event, with its excellent facilities,
was pivotal to the success. HPE and PQs contributions to both the available technology components, and
to the pool of prizes, helped to make the EA Hackathon much more attractive to wider audience. Finally,
the knowledge and professionalism demonstrated by staff from both companies was highly valued by the
Hackathon participants and ACT - their contribution was very valuable in exploration of fresh ideas and
novel solutions for NATO.

Hewlett Packard Enterprise (HPE) helps their customers use
technology to slash the time it takes to turn ideas into value.
In turn, they transform industries, markets and lives.
Some of our customers run traditional IT environments. Most
are transitioning to a secure, cloud-enabled, mobile-friendly
infrastructure. Many rely on a combination of both. Wherever
they are in that journey, we provide the technology and solutions to help them succeed.
With the HPE Universal IoT Platform customers acquire an
industry, vertical, and client-agnostic solution with
maximum scalability, modularity, and versatility. This
enables customers to manage their IoT solutions and
deliver value through monetizing the vast amount of data
generated by connected devices and making it available to
enterprise-specific applications. Further, use cases both
within a vertical industry sector and across multiple others
enable new business models and revenue streams.
Figure 1. Mr. Munir Ismet, HPE, VP for Public Sector
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Post-Quantum (PQ) provides access control, authentication,
and quantum computing secure encryption solutions
addressing
government
and
industry’s
data
protection, insider threat, and data flow auditing needs.

PQ’s Quorum API allows organisations to implement
segregation of duties for approvals processes and access
control. This system ensures cryptographic consensus-based
(or multiparty) authorisation, preventing access to data
or systems without oversight and eliminating key tables
for hackers to exploit. This also reduces the risk
posed by malicious or unwittingly compromised insiders.
Figure 2. Mr. Andersen Cheng, Post Quantum CEO.

The PQ Check API allows organisations to quickly and
easily integrate biometrics-based authentication and non-repudiation of actions into their solutions. This
API provides two linked capabilities: ensuring that only enrolled and authorised individuals can conduct
certain activities, and cryptographically binding that individual’s identity to the action taken.

Figure 4. Introduction Session to PQ’s APIs.

Figure 3. HPE Customers Experience Center in London.
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Executive Summary
The 2nd Enterprise Architecture (EA) Hackathon was organized by a cross-functional team of individuals
drawn from Technology and Human Factors (THF), Communication and Information Systems (CIS), Cyber,
and Future Solutions (FUSOL) branches at Headquarters Supreme Allied Commander Transformation (HQ
SACT) and took place from 27 to 31 March 2017 in London, UK.
ACT in its role of transformation and innovation agent developed a series of events called EA Hackathons.
An EA Hackathon is an event where software developers, enterprise architects and experts from other
fields meet to form teams and compete by rapidly developing solutions for NATO’s business problems.
The Selection Board chooses the best solutions and the winning teams receive prizes. All the solutions are
kept in the open source domain, and the best are used within NATO Enterprise. The products form the 1st
EA Hackathon are already in use [1].
The 2nd EA Hackathon built upon the already proven business model, introducing one more challenge
compared to the previous edition. The participants were able to select from a modelling, coding and a
joint challenge.
Modelling Challenge – the teams were required to develop architecture patterns to enable rapid adoption
of cyberspace as a fifth military domain. Six teams of Enterprise Architects, Operational Analysts and
Software Engineers participated in this challenge. The solutions that they developed will be consolidated
further and used to inform the development of new concept for Cyberspace Operations that is currently
under development at ACT.
Coding Challenge –the teams were requested to apply modern analytics to identify hidden information
patterns within NATO interoperability assessment databases. The goal was to come up with appealing
visualizations of findings and explain how those could be used to transform business. In the next step of
this effort ACT is considering the potential use of the solutions in the CWIX environment to enhance the
analytics capability for the managers and analysts.
Joint Challenge – the teams were required to develop models and/or prototypes of Internet of Things
(IoT) applications that increase effectiveness of future Command and Control (C2). The exploration of IoT
space will help to reshape the concept of C2 that ACT is currently developing as a part of its C2 Focus Area
activities. All the solutions from the IoT challenge will be further developed, ultimately becoming a part
of C2 Concept demonstrator to be presented at the upcoming CWIX event.
The 2nd EA Hackathon has proven once again that this competition model developed by ACT can produce
real solutions to the offered challenges. The high level of participants’ professionalism, commitment and
effort yielded once again large number of high quality products including thousands lines of code, and
tens of architectural models, predominantly from voluntary contributions of the participants.
The participation in the event grew year to year by twenty percent, and a mix of expertise from industry,
academia and military helped to find innovative solutions. Participants appreciated the opportunity to
work hand in hand with NATO experts, and pushed themselves to the limits that is best illustrated by the
feedback received from one of the teams:
7

“Please keep the venue open either 24h/day or provide other working locations if the main building
needs to close at a particular time”.
The phenomenal feedback received from the participants already helped to identify topics for the future
Hackathons. ACT will need to revaluate its resource commitment to assure that the required support and
resources are available to ensure future events are equally successful. Additionally, ACT will need to
consider introduction of post-hackathon incubation period for some challenges as this would help to
consolidate products, increase their exposure to potential customers and enhance the realisation of the
benefits of the activity.

Figure 3. 2nd EA Hackathon group photo taken after the Awards Ceremony
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Background
In 2009 a small group of NATO and National architects met at TIDE Sprint in
Amsterdam to begin building a community of experts interested in
innovation and transformation of Enterprises by applying the frameworks,
tools and techniques of the Enterprise Architecture discipline. The
Enterprise Architecture track was born, and quickly has become one of the
most popular tracks of the TIDE Sprint events.
The EA community has grown over the years, reaching 100+ registered participants in 2015. Throughout
the years the main objectives of the group remain relatively constant:




To foster relationships among NATO and National bodies using and promoting Enterprise
Architecture approach.
To meet in a peer-to-peer format to share architecture methods, techniques, and tools supporting
Transformation of and Innovation within Enterprises
To review and harmonize current and future architectural activities/initiatives

The EA community work has led to many joint ventures among participants and contributed to the
production of the architectures, increase of the capability development process maturity and increase of
the Communication and Information Systems (CIS) interoperability and standardization levels within
NATO. The community driven architectural products include Consultation, Command and Control (C3)
Taxonomy and C3 Technical Services Taxonomy [2].

The EA community has also influenced the work conducted by
NATO policy makers what resulted in the approval by the NAC
of the C3 Alliance Strategy [3] that recognized and calls for the
implementation of Enterprise Architecture as a discipline in the
NATO Enterprise. As the highest level policy document this
strategy guides the development of Policies and Directives that
orchestrate NATO organization and its interactions with
Nations and partner organizations.
To further increase the adoption and maturity of the
architectural discipline, the EA community proposed to provide
more “hands-on” experience that could bring closer the mind-sets
of participants and lead to the development of transformational products. It has becoming especially
critical as the number of the architectural products is constantly growing and the lack of standardisation
and effective exchange mechanisms hampers further evolution of the discipline.
Figure 4. One of the first Enterprise
Architecture Meetings at TIDE Sprint.
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Following the best industry practices it was agreed during the Fall TIDE Sprint in 2015 to use the Hackathon
format to address the need for a change. It allows for engagement with participants who are not
traditionally involved in enterprise architecture, but could provide an eye-opening ideas to the
community. At the same time the teamwork and on-site prototyping of solutions would allow for rapid
idea-to-solution cycles. Lastly, the hackathon format brings the friendly competition aspect that shouldn’t
be underestimated.
The formal name and definition was agreed as follows:
The EA Hackathon is an event where enterprise architects, software developers, and experts from
related fields meet to form a teams and compete to rapidly develop solutions for business problems by
applying the EA discipline methods, tools and techniques.
During an EA Hackathon teams compete to identify solutions to specific challenges by fostering
innovation, engaging diverse stakeholders and improving understanding of challenges faced by the NATO
Alliance.
The participants of the 1st EA Hackathon
(see Figure 5) delivered an unprecedented
number of tangible products and solidified
the community of Enterprise Architecture
stakeholders. More than 20,000 lines of
code, tens of models and accompanying
pages of analytical work were produced by
the participants from nations, industry
and academia during the week-long event.
The event provided outcomes that directly
Figure 5. 1st EA Hackathon - Krakow, Poland, 4-6 April 2016
supported operational needs and therefore
added value to the NATO Enterprise. The results of the modelling challenge were used right away by
Multinational Capability Development Campaign (MCDC) community and by Mission Threads Capstone
Concept implementers, while the outcome of the coding challenge was incorporated into the ACT’S
architectural software baseline in order to support capability development process. The final products
contribute to a body of knowledge for the NATO and National architects, operational analysts and
requirement engineers in order to increase the maturity of the EA discipline and to enhance tools suite at
EA stakeholders’ disposal. The products created
during the 1st EA Hackathon remain in the opensource domain.
The 2nd EA Hackathon (see Figure 6) built on an
already proven business model to further stimulate
transformation and innovation within NATO. During
Enterprise Architecture Track at TIDE Sprint in the fall
of 2016 the following three business areas were
selected for the 2nd edition of EA Hackathon:
 Cyberspace
 Verification and Validation
 Command and Control
Figure 6. 2nd EA Hackathon - London, UK, 27-31 March 2017
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Aim
The aim of EA Hackathon is to create the environment for experts and novices who are involved, or
interested, in businesses innovation and transformation to competitively work on the pressing problems
identified within NATO Enterprise that are difficult to solve by the traditional means.

Objectives
The EA Hackathon events provide a mechanism to:
 Develop innovative architectural models, views, and methods for presented business cases
 Develop novel software/hardware based solutions for the “low-hanging fruits” business cases
 Promote EA discipline by sharing knowledge and increasing awareness among EA stakeholders

EA Hackathon Challenges
2nd EA Hackathon offered three challenges to the participants covering modelling, coding and joint
categories.

Modelling Challenge – Architectural Patterns in support of Cyber Operations
The objective of the modelling challenge was to develop architecture patterns to enable rapid adoption
of cyberspace as a fifth military domain. Six teams of Enterprise Architects, Operational Analysts, and
Software Engineers participated in this challenge to develop a set of architectural patterns representing
innovative aspects of the Cyberspace Domain by applying ideas from state-of-the-art technologies and
business practices for a Cyber Situational Awareness use-case. All the solutions developed at the event
will be consolidated further to help inform the development of new concept for Cyberspace Operations,
currently under development at ACT. Additionally, the reusable elements of architectures will be stored
in the repositories for reuse during the implementation of cyber capability packages. Full details are
available in Annex. A. Modelling Challenge.

Coding Challenge – Data Analytics in support of NATO Communication and Information
Systems (CIS) Interoperability Verification and Validation (V&V)
The Coding Challenge needed the teams to apply modern analytics to identify hidden information patterns
within NATO interoperability assessment databases. The participants of coding challenge were tasked to
apply modern Data Analytics to discover “hidden gems” within the provided datasets from multiple,
different interoperability testing events in which NATO-related Command and Control systems participate
every year. The sanitized datasets from the past NATO Verification and Validation events were provided
to the participants including data from Coalition Warrior Interoperability Exercise (CWIX) and Steadfast
Cobalt. The goal was to come up with appealing visualizations of findings, and explain how those could be
used to transform business. In the next step of this effort ACT is considering its place within CWIX
environment to enhance the analytics capability for the managers and analysts. Full details are available
in Annex. B. Coding Challenge.
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Joint Challenge – Internet of Things (IoT) applicability in C2 Focus Area
In the Joint Challenge, architects and developers were task to create models and/or prototypes of IoT
applications that would significantly increase effectiveness of future Command and Control (C2). The
exploration of IoT space will help to reshape the concept of C2 that ACT is currently developing as a part
of its C2 Focus Area activities. The participants were offered IoT hardware platforms and software libraries
providing basic functionality within the functions of image processing and security. The presented
solutions included architectural models and working software/hardware prototypes. All the solutions
from the IoT challenge will be evaluated for further development, ultimately becoming a part of C2
Concept demonstrator to be presented at the upcoming CWIX event. Full details are available in Annex.
C. Joint Challenge.

Teams

The 2nd EA Hackathon brought together 50 participants from National Government and Defense
organizations, industry, academia and NATO (HQ SACT and the NATO Communications and Information
(NCI) Agency). The list of organizations participating in the event included Post-Quantum, Hewlett Packard
Enterprise (HPE), MooD International, Danish Defence Corporate IT, UK Navy Command, DSTL, UK MOD
ISS, Polish Military Applications Services Development Center, Ukrainian C4ISR Centre, George Mason
University. The international community included participants from Australia, Denmark, France, Germany,
Italy, The Netherlands, Norway, Poland, Romania, Ukraine, United Kingdom and the United States. This
diverse audience was grouped into 13 teams competing for the first prizes in the modelling and coding
challenges.
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Industry Engagement
The close collaboration with industry during EA
Hackathon was essential part of the event. The
industry engagement occurred at different levels.
First, the knowledge and expertise provided by the
industry experts helped to make sure the developed
solutions are feasible, and assess their innovation
factor. Secondly, pre-event engagement with
industry increased attractiveness of the event as
Figure 7. EAH Selection Board proceedings.
industry contributed to the pool of prices and provided
logistics support. Furthermore, the industry participants had an opportunity to work hand in hand with
NATO experts what enabled knowledge sharing in open, pre-procurement model. Lastly, the industry
members were participating in the selection board (Figure 7) meeting as non-voting members to provide
their opinions and perspective. The event was also successful in attracting human talent and developing
social networks that span across civil-military environments.

Social Media
An important part of the hackathon preparation, execution and post analysis
were social networking platforms. Developed with the experts from ACT Stratcom
Branch it helped to target the right audience and to improve the attractiveness of
the event. Apart from using the more traditional communication means (trifolds,
presentations, emails), the event had presence on the ACT web site and social
media; Twitter; and Facebook from the initial planning stages.

Results
The challenges specific objectives for the 2nd EA Hackathon are as follows:




Develop architecture patterns to enable rapid adoption of cyberspace as a fifth military domain
Develop or apply modern analytics to identify hidden information patterns within NATO
interoperability assessment databases
Develop models or prototypes of Internet of Things (IoT) applications that would significantly
increase effectiveness of Command and Control
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Modelling Challenge – Cyber Operations
The Modelling Challenge was won by the MODellers Team from the UK
MOD Information Services and Systems (ISS) (Figure 8). The MODellers
solution demonstrated how architecture open standards could be
effectively applied when developing new concepts. The selection board
recognized the solution potential and its applicability to the
development of Cyber Operations Concept within NATO. The solution
presented by the team not only directly responded to the problem
statement, but also has shown effective use of open standards. The
identification by the team of interoperability points will help ACT to
start the required standardization efforts and should pave the way for
the development of enterprise and federation level Cyber Situational
Awareness.

Figure 8. Modelling challenge winners – UK MOD ISS

Coding Challenge – V&V of CIS Capabilities
The Coding Challenge was won by Team Icebreaker from the Ukrainian
C4ISR Centre of Ukrainian Armed Forces (Figure 9). The solution applied
big data technologies for information processing and innovative
features to produce attractive and intuitive visualizations. The board
appreciated in particular the use of open source products and the
potential brought with appealing interactive visualizations. In the next
step of this effort, ACT is considering the use of such a solution within
CWIX and other NATO V&V environment to enhance the analytics
capability for the managers and analysts.

Figure 9. Coding Challenger winners – Icebreaker

Joint Challenge – Internet of Things
The Joint challenge was won by Team KKL, the second team from
Ukrainian C4ISR Centre of Ukrainian Armed Forces (Figure 10. Joint Challenger
winners - KKLFigure 10). Team KKL focused their efforts on developing a
solution for a military checkpoint security scenario, combining IoT
devices and the Post-Quantum supplied video biometrics engine. The
product provides a solution for secure authentication in a distributed
architecture, using the latest advances in facial and voice recognition
on smartphones. All the solutions from the IoT challenge will be further
investigated, ultimately becoming a part of C2 Concept demonstrator
to be presented at the upcoming CWIX 2017 event.
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Figure 10. Joint Challenger winners - KKL

Hackathon Logo Challenge
During the 1st EA
Hackathon
the
participants
were
presented with an
“after-hours”
Logo
Challenge – specifically to “decrypt the hidden
message within the EA Hackathon Logo”. During the
2nd event Team Hugin (Figure 11) from the Danish
Defence Corporate IT managed to crack the code.
This solution will be presented to all interested during
Figure 11. Hugin Team at work.
the Fall TIDE Sprint 2017. However, the challenge remains
open between now and the upcoming TIDE spring and all are
invited to participate in it. As the first to solve the challenge, Team Hugin was asked to help modify existing
logo and encode a new message using different encryption mechanism.
All who solve Logo challenge will become members of “NATO Hackers Club”, a special workforce that will
group top talent to influence the future editions of Hackathon, and whose members may be called upon
out of the Hackathon cycle to help address some of the most pressing NATO challenges.

Conclusions
Participants in the 2nd NATO EA Hackathon concluded that it was extremely useful event, and a positive
experience that had pushed their technical limits within an atmosphere of trust and collaboration. Early
analysis of the results show that the team contributions have the potential to offer promising techniques
and proposals that will continue to introduce innovation into NATO Enterprise. The detailed lessons
learned during the planning and execution phase of the first EA Hackathon are at Annex. D. Lessons
Learned and Recommendations. Specific conclusion include:






The development work undertaken at this Hackathon event was undertaken by military and
civilian experts and was of the highest quality and provided at negligible cost.
As an approach to developmental problems, this event was truly innovative. Participants were
enthusiastic and worked long hours to find solutions to the two challenges that would otherwise
have taken a long time or a sizable budget.
The element of competition between teams from different industries, organizations or academic
centers was a major contributing factor to the success of this event.
Awards for winning teams or for extraordinary innovation by individuals should be encouraged;
recognizing that the cost incurred is minor compared to the benefit to NATO.
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Recommendations
The detailed list of all recommendations for the conduct of the EA Hackathon is presented in the Annex.
D. Lessons Learned and Recommendations. The list below includes the three key points looking ahead to
2018:





Prioritize the list of the challenge proposals for 2018 Hackathon, commit resources to, and
prepare execution of 2018 event as early as possible.
Determine the required level of effort required to sustain the growth of the EA Hackathon, by
developing management plan and commit resources required for the future Hackathons
execution.
Introduce An Incubation stage into Hackathon process along with the required tooling and
support. This will allow further development of the Hackathon products and their incremental
operationalization.
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Annex. A. Modelling Challenge
Introduction
The 2nd EA Hackathon Modelling Challenge was
accepted by six teams. On the first day of the EA
Hackathon the teams were provided with materials
focusing their efforts into the Situational Awareness
aspect of Cyber Operations. Those materials are
available here. Each team developed an independent
solution and presented it to the Selection Board. This
annex contains description of the challenge, the
presentation
of
the
teams,
and
their
accomplishments. It also provides an entry point to
the repository where the solutions are stored. Please note that to access the repository a Tidepedia
account is required (see Appendix D for the details).

Challenge Sponsor
LtCol Marc Exterkate, e-mail marcel.exterkate@act.nato.int

Challenge Objective


Develop architecture patterns to enable rapid adoption of cyberspace as a fifth military domain

Challenge Description
During the NATO Summit held in Warsaw on 8-9 July 2017 the Heads of
State and Government participating in the meeting of the North Atlantic
Council nations agreed to “... reaffirm NATO's defensive mandate, and
recognise cyberspace as a domain of operations in which NATO must
defend itself as effectively as it does in the air, on land, and at sea. “3
Following
the
direction given at
the summit ACT is developing a functional concept of
“Federated Operations in Cyberspace” as a part of
their C2 Focus Area activities. This concept, still in the
early stages of development, could significantly
benefit from the architectural approach and
products in particular. Those products should enable
effective development and use of the current and
future cyberspace capabilities, and inform about
standardization and innovation opportunities.

3

Warsaw Summit Communique, Press Release (2016) 100, Issued on 09 Jul. 2016
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This modelling challenge called for development of architectural patterns at business, information,
application and technology layers. The developed patterns should identify the standardization
opportunities, and be applicable to the federated environments. The recognition of the consensus based
business processes is important. It also should indicate the interface points with other five domains, the
potential synergies, risks (anti-patterns) and opportunities.
The list of stakeholders includes, but is not limited to capability developers, mission commanders, system
engineers, operational analysts, IT service providers, and doctrine and training developers.
Participants in this challenge were requested to develop solutions in one or more of the areas described
above – strategy, business, information, applications and technology.
Participants were encouraged to use the best industry practices, tools and techniques for the completion
of the task.
This challenge was expected to directly influence the further development and implementation of
Federated Operations in Cyberspace functional concept. The most promising patterns will be deployed
within NATO Architecture Catalogue and/or NATO Interoperability Standardization Profiles Catalogue to
guide development of future Alliance Capabilities. Additionally, the future Cyberspace architecture
developments will be capitalizing on the developed patterns.

Teams
Team 16 - APATE Team
The APATE Team was composed of MooD Enterprise Architects equipped with MooD
tools and techniques. MooD International is a next generation software provider that
challenges the way technology is deployed to improve enterprise performance. Its
MooD technology helps leaders gain transparency and control of their business,
addressing complexity, strengthening critical decision making across the enterprise portfolio, and driving
considerable gains in the deployment of cost and capital.
Team POC: Kevin Fairs, e-mail: kevin.fairs@moodinternational.com
Team Links: www.moodinternational.com
Team Repository: Link
Team Final Presentation: Link
Solution.
The APATE team took a traditional architectural approach to the challenge, drafting up a plan of execution
around the steps described below. It split the work into three streams; Strategic products, Operational
Products, and Tactical products as that favoured its background. The work was completed in a NATO
Architecture Framework (NAF) V4 template for MooD International to validate the profile and test the
meta-model that had been implemented with a real-world use case. The team used the C2 Vision as a
reference for the problem scoping (see Figure 12).

18

Figure 12. Problem Scoping with C2 reference model.

APATE stepped approach:
1. Development of a vision statement - what would a capability to deliver a cyber operational rich
picture.
2. Development of a capability concept, and several sub-capabilities
3. Development of a logical activity model to support the activity in question
4. Development of a high level logical systems architecture to implement the suggested operating
model
5. Development of matrices to cross map each layer to the next
6. Exploration of a “business landscape” around what might contribute to a common cyber situational
awareness picture
7. Compared the Business Landscape with the NAF and MODAF
8. Development and elaboration of a couple of tools for refining any cyber situational awareness
picture – the CARVER4 impact matrix, and an attack matrix (which was used to identify where we
might be attacked)
9. Elaboration of the above via a scenario of protecting a critical military asset in the context of a
hydrocarbon delivery system.
The final product was composed of two main models:
1. The architectural model, using the NATO Architectural Framework, implemented in MooD (see an
example view at Figure 13)
2. A Business Landscape to explore the environment, again, implemented in MooD. This was created
to explore how the detail of the architecture content may be exposed to leadership in context
specific ways with suitable views (often outside of the traditional NAF framework, but with a keen
focus on what the key questions that the leadership wish to investigate in the space)

4

CARVER is an acronym that stands for Criticality, Accessibility, Recuperability, Vulnerability, Effect and Recognisability and is a system to
identify and rank specific targets so that attack resources can be efficiently used
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Figure 13. Logical Resource Architecture View

The main problems the team encountered were the intertwined nature of concepts related to both
defence and attack – often straying into one or the other accidentally. The team countered this through
repeated checking that we were separating the concepts with internal break-out sessions.
The key takeaway for the team was that Cyber may be primarily used as enabler for manipulation of the
“real” world to gain advantage. The team found it hard to distinguish between Cyber activity, and Cyber
as an enabling activity and kept coming back to the fact that Cyber would typically be used in conjunction
with some desired real world effect. Indeed, it was sometimes difficult to see Cyber as anything other
than a method of conducting Electronic Warfare (EW) or Information Operations in order to gain
competitive advantage. Therefore, treating Cyber in isolation was missing a key aspect of the true picture.
This finding was uncovered through the exploration of the CARVER and Attack matrices, both of which
pertain to all domains – and how they could apply in an entirely online, Information Operation (for
example against a services organisation which used entirely hot-desking and cloud computing, therefore
owned no physical assets).
The comparison of the “business landscape” and the NAF/MODAF Framework led the team to the
conclusion that it could model most concepts, but there was a gap around the Threat and Effect area of
the model.
The team felt that it explored the environment, and did, indeed spread its investigations across the entire
frame of reference, but found that there was a constant tension between the different layers of
abstraction. Were we to approach the problem space again, we might spend more time basing the team
in a common frame of reference and concept before splitting out. Due to the broad coverage, the team
didn’t get down to details in any given one area, but have identified areas for further exploration.
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Team 7 - Hugin Team
The Hugin team represented Danish Defence Corporate IT. The team with strong
computer science background developed a list of promising opportunities for reuse in
order to avoid “reinvent a wheel” trap. The team also have solved presented at the 1st
EA Hackathon Logo Challenge by cracking the code that was used to encrypt a message
within EA Hackathon Logo.
Team POC: Ulf Bjerring, e-mail: merlin@mil.dk
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
The Hugin Team worked with a set of constraints determined by existing policies. The initial assumption
was that NATO is a defence Alliance, therefore operations in cyberspace can be defensive only. The wide
spread perspective is that Cyber is not being any different from the other domains; land, maritime, air and
space, thus an architecture could apply to all. Additional requirements and constraints were derived from
a draft version of “AJP-3.20 Allied Joint Doctrine for Cyberspace operations Version 1”. Figure 14
presented within AJP 3.2.0 depicts Cyberspace as spread across the four traditional domains and thus
substantiating the team’s claim that Cyber should rather be seen as an aspect of the traditional domains.

Figure 14. Cyber Domain Scoping.

The team further focused on answering the basic questions of Who, What, When, Why, How and Where
to provide the holistic architectural perspectives. The goal was very ambitious for a week-long event,
therefore after prioritization the team decided to address “what” and “how” questions first.
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The team suggested that the problem to be solved at this hackathon is either one of or all of:
A. Predict potential cyberattacks and disseminate this intelligence to decision support solutions
and solutions that provide situational awareness
B. Recognise a cyberattack and identify the attacker
C. Forensics including re-establishing capabilities after a cyberattack
This selection above is justified by the mapping to “C2 Concept: Federated Operations in Cyberspace
Background” key points:
 decision support systems
 transform technical data into decision alternatives
 situational awareness
 understand how cyber threats and actions effect military operations
 data function and analysis models and frameworks
 generate decisions alternatives
 information sharing mechanisms
The Hugin team focused the rest of the effort on the problem A, as the other two are already covered by
current version of CIS Security policy.
Considering that, a prerequisite for an effective defence still is good intelligence the team leveraged JISR
existing model that covers:
 Collection, to include surveillance and reconnaissance
 Processing and exploration of collected data
 Analysis of information and production of intelligence
 Dissemination and integration of intelligence with operations quality
 Evaluation and feedback regarding intelligence effectiveness and quality
This model is still valid when covering the Cyber aspect, but could be supported by more contemporary
“tools” such as:
 Internet of things (IoT) and open source information (OSINF) for Collection
 Machine Learning (ML) and Analytics for Processing, exploration and Analysis of data and
information
 Dissemination through the agreed information sharing environment, the FMN alternatively
BICES
 Integration of intelligence with operations quality by solutions for decisions support and
situation awareness such as the Joint Common Operational Picture (JCOP)
The team identified a need for a new “Information sharing policy” to ensure dissemination of the
necessary and sufficient information to populate the JCOP with the Cyber aspect.
Based on the initial findings the team decided to transform the given problem to one that has already
been solved to reuse existing patterns and possibly extend those where and whenever a gap has been
identified. By scanning the available sources (including the Tidepedia) the team found a Czech solution
pattern for JISR. It was concluded that an architecture for solving the challenge could take its onset in
this pattern the “CZECH C4ISTAR”.
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Figure 15. JISR adapted to cover the Cyber aspect

The team further extended the architecture (Figure 15) by including Internet of things, noticing that it
provides benefits but also introduce a set of new challenges mainly;
 Data overload
 Location of the processing power
 Security
Addition of Machine Learning and Analytics most likely would require a specific architecture e.g.
architecture for the “Agile Data Science Cycle”. The team did not delve into this but considered those as
“black boxes”. Likewise, the OSINF is a fast evolving capability as of now considered as a “black box” that
will require a separate architectural breakdown.
In conclusion, the team suggested to:
 Create an “information sharing policy” to support Cyber situation awareness.
Other than that they did not see a need for any new NATO Enterprise Policies, SOP’s, handbooks
etc.
 Incorporate technology trends within existing JISR architecture patterns, such as:
 Internet of Things (IoT) and open source information (OSINF)
 Machine Learning
 Analytics
 Add the following to the catalogue of NATO capabilities:
 Situation Awareness (the European Defence Agency (EDA) has further decomposed the
Situation Awareness capability into; “CIS Infrastructure criticality and vulnerability
assessment”, “Threat Evaluation –likelihood assessment”, “Cyber-attack damage and
impact assessment” and “Lessons”)
 Decision Support
 Machine Learning
 Analytics
 Add an information object “Cyber aspects of JCOP” to populate the Cyber aspect of the JCOP.
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Team 5 – Deep Blue ‘C’
Paul Handisides representing UK Navy Command Headquarters
and Dr. Jack Mulroue, from Defence Science and Technology
Laboratory formed the Deep Blue ‘C’ team. The Defence Science
and Technology Laboratory (DSTL) maximises the impact of science
and technology (S&T) for the defence and security of the UK. We supply sensitive and specialist S&T
services for the Ministry of Defence (MOD) and wider government. Together with partners in industry and
academia, in the UK and worldwide, DSTL use science and technology to help solve defence and security
issues. Through the Defence and Security Accelerator, DSTL fund research into novel, high-risk, highpotential-benefit innovations. The Accelerator focuses on innovations which can provide advantage to
defence and national security to protect the UK from its adversaries. It funds the development of
suppliers’ innovative ideas and provides support through to potential application.
Team POC: Paul Handisides, e-mail paul@coherensea.co.uk
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
The team approached the work iteratively, with rough sketches on paper on day one and two, then more
formal model development on day 3 and 4. The Model was developed in MooD 15 using the MODAF
version 1.2 blueprint. Icons, the SA views and presentation were developed in PowerPoint. Prior to the
Hackathon the team consulted Cdr Kevin Robertson (S01 Cyber, NCHQ), David Tagg-Oram (Cabinet Office),
and Rick Gray (Evolve Secure Solutions).
The method employed to produce the team’s solution included the following steps:
1. Identify the Cyber Kill Chain; How attack will proceed, how to defend each part of the attack.
Identified required information monitoring for SA
2. Built Logical Network Architecture; Identified what needs to be monitored to gain SA
3. Built Logical Federated Defence View; Identified how defensive SA would be generated
4. Developed Cyber Operation Mission Thread; Identified activities involved in defensive cyber
operations
5. Capture Information Exchange Requirements
The team developed a series of architectural views (see Figure 16 below depicting System View for Cyber
Surveillance) representing various aspects of Cyber domain.
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Figure 16. System View - Cyber Surveillance - One Nation

Deep Blue ‘C’ identified the following list of near term standardization opportunities:
• OpTask (IW) - allow NATO to task individual nations to use their volunteered national
capabilities
• Classification system
• Incident reporting
• Symbols - Need to agree a symbology for the Recognised Cyber Picture (RCP) and the COP (See
Figure 17 depicting SA Picture)
• Language - Nations need to agree to common terminology for cyber (IW, Cyber, Cyber and EM
Ops, etc.)

Figure 17. Cyber SA Views

25

The aggregate of the team products included ISR concepts for threat analysis, monitoring and recon
through use of decoys and critical infrastructure. Additionally team members considered federation of
national capabilities and developed high level concept of Cyber SA.

Team 14 – MODellers Team
The MODellers team was representing UK MOD Information Systems and Services
(ISS), and was composed of two persons with military background and one with
engineering/architecting expertise.
Team POC: Ben B. Fletcher, e-mail ben.fletcher171@mod.gov.uk
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link
Solution.
The MODellers team identified three objectives after the initial analysis, two explicit and one implicit as
follows:




Explicit Objectives
o Develop a Federated ISR concept in order to effectively and efficiently gain and maintain SA
within Cyberspace in support of the Commander’s COP.
o Identify alliance interoperability points for standardization within this concept.
Implicit Objective
o Generate architecture views to better convey the concept and better identify the
interoperability points

Further, the team developed a stepped approach to:
o
o
o
o
o

o
o

Break down the objective so we properly understood the task
Gather relevant definitions (e.g. federated ISR, SA, Cyberspace, COP)
Develop an example User Story
Create a federated ISR concept view for a traditional COP (As-Is)
o Workflow; Information requirements and flow
Conduct gap analysis between traditional and cyberspace Concept and COP
o Similar workflow
o Additional information/views (i.e. additional layers: Physical, Logical Network, Cyber
Persona)
Develop the concept using traditional methods (PPT) before starting to model
Develop the architecture by following a lean TOGAF ADM and using the Archimate v3 notation
o Re-use appropriate information from NATO TIDEpedia (FMN, NATO C3 Taxonomy)
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The key output based on the Federated ISR concept is presented in Figure 18 below, and depicts the
network of sensors, processors and disseminating nodes along with identified interoperability points.

Figure 18. Cyber Common Operating Picture

The summary of the team conclusions was as follows:







Need to understand the problem before generating architecture views
There is a wealth of information to help develop the federated ISR concept for Cyber
o Better meta-data and cyber data models are needed to support federated ISR
Many interoperability issues are not unique to cyber COP information
Archimate can be used successfully to generate architecture views for this context
The FMN architecture needs to be updated to better accommodate the concept of Services and
Service Interface Points
Interoperability points can be identified

Team 18 – Potens in Absurdum Team
Team 18 was composed of ACT engineer – Peter Woudsma and the Modelling
Challenge lead - LTC Marc Exterkate. Both team members have many years of
operational experience from the past NATO missions.
Team POC: Mr. Peter J. Woudsma, e-mail: peter.woudsma@act.nato.int
Team Links: http://www.act.nato.int/
Team Repository: Link
Team Final Presentation: Link
Solution.
Team 18 took a similar approach to the other participants and started with the definition of the method
that included following steps:



Define problem space
Acknowledge the context
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Apply proven methodologies
Develop a model

The team assumed they define a new operational domain, with some elements from the established
operational domains and many new elements specific to that domain, and posed a question on how to
you define and implement the tools necessary to achieve situational awareness.
To fully recognize the context including requirements and constraints the team was working with the
following set of assumptions:





“Cyberspace” established as a separate operational domain
Vision, strategy, roadmap and doctrine under development
Some nations ahead in implementation, building experience
Reference documentation:
o AJP-3.20 – Allied Joint Doctrine for Cyberspace Operations, NATO (draft)
o Joint Publication 3-12(R) Cyberspace Operations, US Joint Chiefs of Staff
o Framework for Improving Critical Infrastructure Cybersecurity, US NIST

Reference AJP-3.20 and JP 3-12(R) state that the cyberspace domain can be divided into separate layers.
The NATO draft document talks about six layers while the American document keeps it at three. Each of
these layers represents a level on which cyber operations may be conducted. In reference the JP 3-12(R),
the three layers are:




Physical Network - the geographic component and the physical network components
Logical Network - those elements of the network that are related to one another in a way that is
abstracted from the physical network
Cyber-Persona - the people actually on the network

According to the NIST Cybersecurity Framework, the basic organization of cyber operations (cyberspace)
activities at the highest level is composed of five functions:






Identify - Develop the organizational understanding to manage cyberspace risk to systems,
assets, data, and capabilities.
Protect - Develop and implement the appropriate safeguards to ensure delivery of critical
infrastructure services.
Detect - Develop and implement the appropriate activities to identify the occurrence of a
cyberspace event.
Respond - Develop and implement the appropriate activities to take action regarding a detected
cyberspace event.
Recover - Develop and implement the appropriate activities to maintain plans for resilience and
to restore any capabilities or services that were impaired due to a cyberspace event.
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Figure 19. Comparison with Force Protection of Airbase.

The team used interesting analogy to force protection (see Figure 19) to answer the following questions




How are similar principals applied in the air domain?
How are the functions executed for force protection?
How does this translate to cyberspace?

The analysis lead to the conclusion that the function of Attack essential for other domains is not
recognized within existing cybersecurity frameworks (e.g. NIST). The team defined a function of attack
as “develop and implement the appropriate activates to take aggressive (military) actions against a
cyberspace attack, event or entity with weapons or force”.
Further, the team developed a model for situational awareness and provided a list of proposals for
future activities within cyberspace domain including:





To write a roadmap for the development of cyberspace situational awareness in three phases
(maturity levels)
To analyze the existing capabilities in the organization at their proficiency to cover functions in
the three layers, and score their level of maturity
To plan to address all gaps for the achievement of level 1SA at the shortest development cycle
To make sure to cover the unconventional aspects , such as cyber-persona and the attack
function

Team 13 – ArchiMates
ArchiMates team was composed of two architects: Kevin Wallis (UK
MOD ISS) and Torsten Graeber (NCI Agency). The cross-organization
composition of the team allowed exchanging NATO and National
perspectives while developing a solution.
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Team POC: Torsten Graeber, e-mail: torsten.graeber@ncia.nato.int
Team Links: http://www.ncia.nato.int/
Team Repository: Link
Team Final Presentation: Link
Solution.
The team put a special emphasis on using a standard architecture language and notation (ArchiMate) to
resolve the modelling challenge. The team has taken a capability based approach, and demonstrated full
traceability from capability vision to capability implementation planning using the standard ArchiMate
and standard-compliant extensions. The team also demonstrated the value of “data driven” architecture,
where NAF architecture views were used to collect architecture data in a standardised way. This data was
then used for architecture analysis independent of individual views, and for data visualisations using
different (none architecture) techniques tailored to stakeholder needs (e.g. tables, spider graphs,
speedometers,…). In addition, the team has proven the viability of “distributed architecture development”
with the successful exchange of architecture data and diagrams enabled by the ArchiMate standard
exchange mechanism using open source and commercial tools. The diagrams below depict:



Capability motivation diagram (Figure 20)
Capability evolution Heat Map for Implementation Planning (Figure 21)

Figure 20. Capability identification and description
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Figure 21.Capability implementation planning
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Annex. B. Coding Challenge
Introduction
The Coding Challenge was accepted by
three teams. On the first day of the EA
Hackathon teams were given sanitized
CWIX datasets, and later on the third
day sanitized Steadfast Cobalt data were
provided. Each team developed an
independent solution and presented it
to the Selection Board. Please note that
to access the repository a Tidepedia
account is required (see Annex. B. Coding Challenge for the details).

Challenge Sponsor
Mr. Sabas Gonzalez, e-mail sabas.gonzalez@act.nato.int

Objective
Develop or apply modern analytics to identify hidden information patterns within NATO interoperability
assessment databases

Description
Every year NATO CIS capabilities participate in many
interoperability Verification and Validation (V&V)
events to maintain their operational readiness. Before,
during and after these events data collection takes
place to inform the assessment process. V&V events
pursue different objectives and are controlled by
different organizations. As a consequence, quite often
they use tailored tools, data models and processes that
participants have little to no power to influence.
Moreover, in most cases test result analysis is limited
to the context of individual events. Identifying and
managing interoperability shortfalls along time and across events is challenging.
The current situation is suboptimal and prevents NATO from properly coordinating and maximizing the
benefit of participating in multiple V&V events. Additionally, knowledge is spread across many
information repositories, and is very difficult to exploit in support of decision making. Providing relevant
feedback to the standardization community, for instance, requires in-depth analysis of individual test case
results that, if treated in isolation, have no meaning outside of the event where they were recorded.
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Figure 22. Conceptual V&V Information Model

NATO is trying to cope with this problem through a number of ongoing initiatives like encouraging the
different V&V event management authorities to harmonize their tools and processes, fostering the
standardization of reference data models or the creation of common repositories. However, given the
complexity of the interoperability V&V landscape and the large amount and variety of stakeholders,
perfect harmonization will probably never be achieved. Alternative, innovative approaches by applying
disciplines like data analytics and representation could help improve the situation.
The participants of this challenge were offered sanitized dataset from V&V events in which NATO
participated in the past and asked to conduct its exploration to develop analytical reports for the different
stakeholders involved in V&V events:





V&V event management authorities, interested in having a high level event-wide performance
perspective, including correlation among multiple event occurrences.
System architects and interoperability engineers, interested in the maturity and level of
implementation of interoperability standards, as well as in new standardization opportunities.
National authorities, interested in being able to manage interoperability shortfalls along time and
across events, as well as in new investment or collaboration opportunities.
Testers and V&V event controllers, interested in having a consistent, homogeneous
representation of the information they need to provide to and receive from the different V&V
events they participate in or support.

Products resulting of this challenge will be integrated into the future NATO exercises to provide more
advance platform for the exercise coordinators, participants, and observers.
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Teams
Team 12 – Innovators
The Innovators team was composed of Krzysztof Skurzak (ACT, C3
Architect), Cedric Sauvion (ACT, Future Solutions , Paolo Giordano
(ACT STRATCOM Expert), and Julius Grainger (Principal Scientist,
NCIA) participating remotely. Team 12 was the “White” Team, with
the main role of assuring the efficient execution of the EA
Hackathon. The team prepared datasets for the coding challenge and was providing upon request
insights related to the provided datasets. Additionally, the team prepared hardware platforms for the
IoT challenge including preconfigured Raspberry PIs, cameras, smartphones and watches
Team POC : Krzysztof Skurzak, email: Krzysztof.Skurzak@act.nato.int
Team Links: http://www.act.nato.int
Team Repository: N/A
Team Final Presentation: N/A

Team 20 - FRONT
Three junior Polish military officers; Marcin Perka, Marcin Cieslewicz, and Artur
Stachurski from the Military Application Services Centre formed the FRONT Team to
respond to the Coding Challenge. The officers are working in the Military Application
Services Development Centre which has responsibilities including IT systems
development and training for Polish Ministry of Defence.
Team POC: Marcin Perka, email: marcin.perka@wp.mil.pl
Team Links: http://rczpi.wp.mil.pl/pl/index.html
Team Repository: Link
Team Final Presentation: Link

Solution.
The FRONT team started their work by exploring XML and XLSX files containing datasets from NATO
exercises. While the team was exploring those files, it discovered that data models within each of them
are not fully compatible. For this reason, the team decided to find a common part of these datasets, by
normalizing them.
To do that with XML data the team assumed that we should map xml file nodes to the corresponding ones
from the newest model (2015) and generate one joint file. Some information was lost during that process
but the team managed to get some results to be further analysed and then presented in the developed
application (see an example on Figure 23).
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Figure 23. Tests’ results distribution across years.

The team combined the XLSX files manually. The team tried to identify the relationships between XML
and XLSX datasets but without success.

Figure 24. Projection of tests domain and branches over GEO map.

The team then developed ETL scripts for all analysed data to transfer them into SQL database.
Lastly, the team developed an ASP.NET application with Bootstrapper (see Figure 24) and some elements
from HTML 5 and JavaScript. The application included dashboards with interactive charts and pivot tables
showing various aspects of the analysed data including: tests success rates, standards utilization, tests and
results distribution across participating countries, and more.
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Team 15 – Icebreaker
The Icebreaker team participated in the EA Hackathon coding challenge by bringing a
group of software developers from the Ukrainian C4ISR Centre and the Ukraine Military
Institute for Telecommunications and Information. The team members were Serhii
Halchynskiy, Boiko Yelyzaveta, and Artem Martynenko.

Team POC: Serhii Halchynskyi, Lead, e-mail shalchynskyi@istar.org.ua
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link

Solution.
Team Icebreaker developers proposed the architecture (Figure 25) that includes Hadoop cluster with
Apache Spark cluster computing framework for big data processing. This design provides a real-time
manipulation with given data streams. MongoDB was selected as the database engine as it is characterized
by speed, scalability, and flexibility, and was used to store the processed data. A NodeJs server provides
REST API for a web client to enable it to get data from the database.

Figure 25. The architecture of Icebreaker solution.

In addition, the team proposed an improvement for their architecture solution (see Figure 26) by adding
Apache Kafka for fast, scalable, durable, and fault-tolerant publish-subscribe processing of new datasets.

Figure 26. Suggested Icebreaker architecture for future developments.
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The Icebreaker team also developed interactive data visualization web client presenting an innovative
approach to the problem. All types of datasets were processed and shown on the web page’s tabs in the
form of different charts (see Figure 27)

Figure 27. One of the developed by Icebreaker dashboards.

The main advantage of developed frontend prototype is an information display that changes dynamically
on the page when different filters are applied. Furthermore, the processed results from one of the
datasets were used for designing a systems interoperability graph (see Figure 28), nodes of which represents
systems that were used in tests on interoperability between different national systems and edges – as
protocols between them.

Figure 28. Interactive Interoperability Graph.
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Annex. C. Joint Challenge
Introduction
The 2ST EA Hackathon Joint Challenge was accepted
by three teams. On the first day of the EA Hackathon
teams were offered various IoT platforms including
Raspberry Pi with Cameras, IP cameras, HPE IoT
platform, and Post-Quantum security functions
available from the cloud via web APIs. Each team
developed an independent solution and presented it
to the Selection Board. This annex includes
description of the challenge, the presentation of the
teams, their accomplishments and provides reference to the repository with the final products. Please
note that to access the repository a Tidepedia account is required (see Annex. C. Joint Challenge for the
details).

Challenge Sponsor
Mr. David Cooper, email: david.cooper@act.nato.int

Objective
Develop models or prototypes of IoT applications that would significantly increase effectiveness of
Command and Control

Description
ACT has identified a set of functional concepts under the C2 Focus Area. The following three have a
significant technology element, and rely heavily on the underlining networks:




Artificial Intelligence at the Sensor Edge
Plug and play federation of clouds
Artificial Intelligence at the Effector Edge

The commercial market has coined the term Internet of Things in recognition of rapid increase of the
automation level in the distributed networks of sensors end effectors. The Internet of Things is being
materialized quickly within the civilian environment with the promise to allow:
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“…. objects to be sensed and/or controlled
remotely across existing network infrastructure,
creating opportunities for more direct integration
of the physical world into computer-based
systems, and resulting in improved efficiency,
accuracy and economic benefit in addition to
reduced human intervention”5
The IoT applications are already available in
today’s department stores and economies of scale
make them more affordable.
The Joint Challenge called for the development of
concepts, models or working prototypes of products leveraging the emerging IoT technologies. In
particular, the participants were provided with cameras and the organizer was looking for a distributed
architectures to perform face detection, face recognition and innovative use of collected data
(augmentation with data from other sources, use of effectors, etc…). The solutions that demonstrated
efficient distribution of the processing among cloud and edge devices were more valued.
Hardware and software based products of this challenge will be integrated into the NATO future
technology demonstrators, operational prototypes, and operational systems. The concepts and models
developed during this challenge will be used to refine C2 Focus area concepts, and thus provide the
guidance for the concept implementation stages.

Teams
Team 17 – KKL
Team KKL was comprised of three junior officers from the Ukrainian C4ISR Centre and
the Ukraine Military Institute for Telecommunications and Information. The team
members brought recent experience gained from work to develop novel and innovative
low cost Solutions for the Ukrainian Armed forces and applied this to the Joint Challenge
Team POC: Yaroslav Kulinich, Lead, e-mail yaroslav.kulinich@istar.org.ua
Team Links: N/A
Team Repository: Link
Team Final Presentation: Link

Solution.
Team KKL focused their efforts on developing a solution for a military checkpoint security scenario,
combining IoT devices and the Post-Quantum supplied video biometrics engine. The concept for the
solution was formed during Post-Quantum presentation where the team identified that they could
potentially use the P-Q technology in combination with various IoT components in a coherent solution for

5

Internet of Things, Wikipedia
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a very real problem – the P-Q team were surprised to hear such idea from the team and were keen to
support the initiative.
The KKL team currently face challenges in checkpoint security systems from recent experience in the
Donbas area in Eastern Ukraine. The standard paradigm using documents and password based security
at checkpoints has clear weaknesses (counterfeiting; clear text password theft). It is also costly, and
sometimes unfeasible, to sufficiently man the checkpoints with adequately trained personnel or install
"authorisation terminals" in every location. The military has to be able to find out reliable and low-cost
solution.
In the scenario used by Team KKL, access control to an area of operations must be maintained whilst large
numbers of personnel enter and exit the zone through multiple checkpoints. Authorised, and nonauthorised, personnel must be identified with a high degree of confidence, whilst maintaining high flow
rates through the checkpoints. The checkpoints are numerous and spread geographically across the area
of operations. Digital communications are available via both fixed infrastructure and GSM but COMSEC
and INFOSEC are real concerns.
Team KKLs approach was to develop a solution with 3 main components:
1. "ID device" – a wearable device (e.g. smartwatch, but could be a bracelet or even “digital dog
tags”) equipped with BLE (Bluetooth Low Energy) technology that can transmit signal with a users’
unique ID for few meters around. This would be an individual device issued to for every authorised
user.
2. "Registration terminal" - dependant on scenario, a fixed or mobile device (hardware platform and
software) where the users are registered securely in a central authoritative data source with:
a. Baseline video biometrics data for the individual using the Post-Quantum video
biometrics engine and API.
b. A unique id assigned to the individual user uploaded to the user’s individual wearable
device.
3. "Checkpoint terminal" – a combination of hardware platform and software for:
a. automatically identifying the presence and unique ID of a user from their BLE based
wearable device, and
b. authenticating the person's identity based on encrypted video and audio biometric
patterns using the Post-Quantum modules and cloud processing for facial recognition and
auditing.
The solution was then implemented for the specific scenario as shown at Figure 29.





Firebase was used for the mobile and web application development platform.
the Post Quantum modules and API were employed for the biometrics handling
Android Platform as the host for the mobile Registration and Checkpoint Applications
Sony Smart Watch as the wearable ID Device
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Figure 29 Team KKL Solution Architecture for the Joint Challenge

Team KKL provided a live demonstration of a working solution using the components and modules made
available during the event. This demo included:
1. the registration of a new user using the "Registration terminal" including:
a. the capture of the user’s baseline biometrics (face, voice and vocal patterns)
b. the creation of a user profile with the baseline biometrics and the Unique ID in the
wearable device.
2. the automatic identification and multi-factor verification of an authorised user passing a
checkpoint
a. on arriving at the "Checkpoint terminal" the proximity of the wearable device
automatically initiates the identification/authorisation procedure.
b. The "Checkpoint terminal" application showed the user’s name on monitor (based on a
known user registered on the system and his device currently near terminal),
c. The user clicked on the application to initiate the "video biometrics exam"
i. The Post-Quantum service issues a one-time key based on the User ID and this is
presented to the user
ii. The application records a video of the user’s face while they are reading out the
digits of the onetime key
iii. The Post-Quantum service verifies user identification based on facial, voice and
vocal pattern recognition
iv. The P-Q service archives the video with the one-time key for non-repudiation
d. Once authorised the user was approved and is allowed to pass the checkpoint
3. the automatic identification and multi-factor verification of an unauthorised user trying to pass a
checkpoint
a. A user, wearing someone else’s wearable device, tried to pass the “video biometrics
exam” and was denied.
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Team KKL developed and demonstrated the “Registration” and “Checkpoint” terminals using the same
Android application deployed on a Samsung smartphone. However, whilst this is applicable to a manned
and/or mobile checkpoint the approach has a high per-device cost.
It was envisaged that alternate solutions for the “Checkpoint Terminal” could be deployed on more
lightweight and cost effective IoT devices by combining features of other cheaper devices such as IP
cameras (for video), microphone (for audio), Raspberry Pi (device/edge processing), touchscreen (user
interaction) dependant on the specific scenario.
The KKL Team demonstrated how they could quickly create cheap but useable prototype of a security
system that can be much better than current checkpoint solution. By utilizing such an approach greater
assurance of identification can be achieved in an automated fashion whilst the checkpoint guards can
focus on process control and mitigation attempts of unauthorised access.
The team achieved their specific aims for the event, but if they had more time they would have liked to
extend their demonstrator to use the face recognition solution being produced by one of the other teams
as an alternative to the P-Q provided service.

Team 3 – Meg’s Heroes (HPE)
Bert Habraken and Bastian Gehring formed the team representing Hewlett
Packard Enterprise (HPE). HPE helps their customers use technology to reduce
the time it takes to turn ideas into value. In turn, the company transforms
industries, markets and lives. Some of HPE customers run traditional IT
environments. Most are transitioning to a secure, cloud-enabled, mobile-friendly infrastructure. Many
rely on a combination of both.
Team POC: Bert Habraken, bert.habraken@hpe.com
Team Links: https://www.hpe.com/
Team Repository: Link
Team Final Presentation: Link

Solution.
Team 11 came prepared for the Hackathon with a hardware platform for IoT/Edge Processing which was
provided to all the teams for the event. The Team’s intent was to explore the challenges around moving
to edge processing and developing a static or mobile continuous monitoring system for recognising faces.
The Team explored the drivers behind the migration of functions from ”Cloud” to “Edge” processing and
identified seven benefits of such an approach shown in Figure 30, and summarised as follows:
1. Latency - Latency in data transfer reduces “time-to-insight” from the data, which slows “time-toaction” for business and responses from the data.
2. Bandwidth - Using available but limited network bandwidth then prevents other business critical
uses.
3. Cost - Sending data incurs IT costs, processing data at the Edge reduces network related costs.
4. Threats - Transferring data by definition exposes data to security threats
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5. Duplication - Complexity and cost of storage and other assets must be duplicated to
accommodate the data if sent to a data center/cloud.
6. Corruption - Data transmission, especially large amounts across large distances, can incur drops
and delays associated with correction/recovery.
7. Compliance - Region and country compliance issues can complicate data transfer across borders
and long distances

Figure 30. Why “shift left” and compute at the edge? The 7 benefits of computing at the Edge

Meg’s Heroes planned to implement a full range of components of the continuous monitoring solution,
combining the IP Cameras, the HP edge processor and OpenFace recognition libraries (shown in Figure 31).
However, due to time and team manpower constraints the Team were only able to produce a partial
solution by the final day without the full implementation of the OpenFace and DB Functions.

Figure 31. Team 3 Continuous Monitoring Solution Components – Planned and achieved
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Team 11 - Challengers
Team Challengers was comprised of a Systems Engineer (David
Cooper, ACT), an Enterprise Architect (Gernot Friedrich, NCI Agency)
and an Operational Analyst (Steven Lockwood, NCI Agency). The
team members work daily on various transformational initiatives at
HQ SACT including Federated Mission Networking, C2 Focus Area
and Enterprise Architecture and represent ACT and NCI Agency on various technological fora. However,
whilst this team does have a strong operational ITC background they decided to focus on the Modelling
aspects of the Joint Challenge.
Team POC: David Cooper, email: David.Cooper@act.nato.int
Team Links: http://www.act.nato.int/
Team Repository: Link
Team Final Presentation: Link

Solution.
Team Challengers decided to use the IoT scenario of the Joint Challenge to focus on the 2030 C2 Vision
(see Figure 32) with the objective of developing functional concepts in ACT’s C2 Focus Area, and in
particular focusing on the Collecting (Sensing and Processing) functions.

Figure 32. NATO 2030 C2 Vision

The work of the Team resulted in the following outputs.
 An Archimate based model of the 2030 C2 Vision
 An Architecture Reference Model for “Collection” validated with the Teams developing solutions
for the Joint Challenge
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Potential analytical tools to support trade-off analysis and decision making for future IoT
solutions
Experimentation with Archimate and Archi as a modelling method/toolset to both develop the
models, and to share the models (and underlying data) with one of the Teams

The team started by translating the 2030 C2 Vision diagram into an architectural model that could be
further decomposed and shared with the other teams (see Figure 33). A sub-model of Collection was then
developed to understand the underlying functions in Sensing and Processing, the enduring elements such
as Assurance, and supporting elements such as Data Transport. This model was further decomposed down
to process functions describing data elements and standards.

Figure 33. NATO 2030 C2 Vision Modelled in Archi/Archimate with “Collection” Sub-Models

When the different components of IoT architecture were then added to the model it became evident
that the allocation of functions to processing nodes was a key architectural decision. The Team
developed two conceptual decision support tools (Figure 34).




The first was a tool articulating the relationships and trade-offs between transportation,
storage, processing and bandwidth, unit cost, and the volume of collection data required for
transportation.
The second tool looked at cost factors and impacts when allocating the different functions of
Sensing and Processing to the Sensor/Edge Device
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Figure 34. Conceptual Decision Support Tools for Function to Node Allocation

Team Challengers were able to validate and refine the models with the other Teams taking part in the
Joint challenge, ensuring that both the reference model aligned with the technical solutions being
developed, and the and conceptual support tools matched the known constraints/issues when
considering implementation. As a result both the reference architecture and the conceptual decision
support models could provide a good starting point for future work in this domain.
The final objective was to test the modelling and exchange capabilities of Archimate, an open and
independent enterprise architecture modelling language maintained by The Open Group.




The Team used Archi, a free and open source modelling tool supporting Archimate, to develop
the reference architecture models, demonstrating that the language was suitable, and capable,
of representing such an architecture.
The team exported the models and data in the standard Archimate exchange format which was
imported into a commercial architecture Tool (BiZZdesign Enterprise Studio) used by Team 13.
The data was transferred without any data loss and the models were correctly represented.

The result so these simple tests supported an ongoing evaluation by the NATO Architecture CaT who are
evaluating Archimate as a potential language and metamodel for NATO use.

Team 9 - Matchless
Team Matchless was composed of Bogdan Vasilache and Marius Maudal (NCI
Agency) with additional support from Bastian Gehring (HPE). Both NCI Agency
team members are currently actively involved in Innovation development with a
specific focus on IoT concepts and sensor integration. The HPE team member
provided subject matter expertise in the HP IoT and Edge computing solutions provided for the challenge
and experience in Java development.
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Team POC: Bogdan Vasilache, Lead, e-mail dragosbogdan.vasilache@ncia.nato.int
Team Links: https://www.ncia.nato.int
Team Repository: Link
Team Final Presentation: Link

Solution.
As a green (non-competitive) team Matchless approached all aspects of the challenge - AI on sensor edge,
AI on effector edge and federation of clouds - to explore the concepts as far as they could within the 5
days of the Hackathon.
The team were able to demonstrate working solutions of the first two challenges, utilizing a combination
of the IoT equipment made available to them. The third concept was explored and discussed as part of
the live demonstration, but further work was required to practically explore the functional concept of
Federation of Clouds.

The following were the tasks undertaken and the leads within the team:
 Implementation of facial recognition (programming language: python) - Bogdan
 Web server development (programming language: python) - Marius
 Android UI development (programming language: java) - Bastian
The architecture of the solution is shown at

Figure 35.

Figure 35. Team 9 Solution Architecture – Centralized Model

The team successfully implemented a face recognition software on a “near the edge” device with data
manipulation within a web server application and basic data display on android devices (smart watch).
As a result they were able to demonstrate:
 detection of a face from a variety of IoT devices (IP Camera, Smart Phone, Raspberry Pi) (see
Figure 36)
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Figure 36. Variety of IoT devices employed in the Joint Challenge




the real-time transfer the image (frame) to an edge processing device, and the face recognition
processing using an OpenFACE library from TeslaFlow.
The near-real-time transfer of the information on the face detection and recognition to a
separate (simulated cloud-based) webserver for additional processing and data consolidation
such as presentation e.g. georeferenced data on a map (see Figure 37).

Figure 37. Team 9 Webserver Interface - Dynamically displaying Detected Faces on a Map





The presentation of the processed data (alert, image frame of face) on a separate device (smart
watch)
The portability of the processing functions between Edge and Cloud
The webserver was developed on a simulated Cloud-based platform, but could also be deployed
– as written - on the Edge Processor such as a Raspberry Pi.
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Team Matchless were able to meet the Joint Challenge objectives and demonstrate the integration of a
large range of IoT and open source (recognition) technologies into a coherent solution which could be
developed further in the NATO context. From the Team’s perspective they were able to explore
military requirements for ICT and IoT in a challenging and fun environment whilst the interaction with
people from different backgrounds and experts from the industry gave valuable insights
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Annex. D. Lessons Learned and Recommendations






Conducting the EA Hackathon
o Consider daily status updates, and progress reports from the teams
o Minimize the use of RFI mechanism as it has been proven to be not effective
o Consider follow on event or save one day in existing event where results from the
Hackathon could be consolidated to form an unified baseline for operational use and the
future events
o Plan the social events ahead to simplify planning for the participants
o Increase the number of social events to enable more cross-teams interactions. Those could
also help teams to bring their thinking together.
o Enable cross-team work across different challenges (e.g. modelling and coding teams
increase value of their products via collaboration)
o Consider remote participation using modern technologies (Periscope, GitLab, Wikis, more …)
Realizing the Benefits of the Hackathon
o Develop the NATO Hackathon Body of Knowledge
o Establish a software baseline from the software packages produced
o Expose the products of the Hackathon to wider community on an open platform
o Broadly disseminate the Final Report within NATO – to include NLRs, NIAG, NCIA, C3B, C3B
Architecture CaT, C3B Interoperability CaT, Architecture Management Group
o Present products and results from the EA Hackathon in the ACT C2 Innovation Room at
CWIX 2017
Planning for the next EA Hackathon
o Develop Hackathon Management Plan to address resourcing needs
o Organize Hackathon planning conference with national participation
o Introduce Incubation stage for the Hackathon products for further demonstration,
development and support potential exploitation.
o Engage early on with Academia using ACT and other NATO channels to assure higher
participation of students and academia faculty
o Allocate additional resources to fully address lessons learned and to enable future growth of
the event
o Consider using NLRs to reach out to potential participants
o Consider presenting the EA Hackathon results and future plans at the Chief of
Transformation Conference (COTC) to promote National involvement in this NATO
Innovation event.
o Consider TIDE Sprint as one of the platforms to provide and validate problem statements
(challenges) for the future EA Hackathon.
o Consider the following as proposals for the challenges for the next edition:
 Information Operations (C2 in the Information Environment). The planning tools are
limited through the command hierarchies, Strategic Narratives are sovereign. It
requires close collaboration with a wide range of other organisations (including
other government departments and NGOs) who don’t necessarily have experience
working with NATO.
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Continuation of Cyberspace Challenge. The teams could demonstrate the tools to
display this information. In addition they may develop further information that
could be used to develop and agree a schema to create the concept of a cyber COP
in the future.
Continuation of IoT Challenge. The greatest challenge faced by IoT is the “Tyranny of
choice” over protocols and standards to use. There is so much talk about IoT, yet all
people need is a Raspberry Pi, a transmitter/receiver (WiFi, 3G, Zigbee, BTLE, etc.)
and some Arduino boards (or clones). Baselining the equipment and telling them to
create battlefield sensors for example would give lots of thoughts on the different
tools to use that are out there.
Architecture Visualizations. For the next Hackathon it might be useful to look at
stakeholder specific advanced data visualisations to communicate architecture data
in the most appropriate way (which are not always NAF views)

Expanding NATO Hackathons
o Identify methods to increase the number of competing teams
o Investigate the option for Nations to execute Hackathons at the national level to select best
teams and send the winners to NATO Hackathon
o Rebrand the event to “NATO Hackathon” to attract a wider participation to tackle broader
Innovation topics
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Annex. E. Tidepedia Account
In order to obtain access to Tidepedia portal submit account request via e-mail to
tide@act.nato.int with the following data:
 First and Last Name
 Organization – including command/agency/company name and country
 Sponsor (if the organization is non-military)
 E-mail address
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Annex. G. List of the Participants
Teams
APATE - MooD International
 Kevin Fairs (L)
 Jon Ibbotson
 Steve Vickers
Hugin - Danish Defence Corporate IT
 Ulf Bjerring (L)
 Mads Rode
Deep Blue 'C' - UK Navy Command / DSTL
 Paul Handisides (L)
 Dr. Jack Mulroue
MODellers - UK MOD ISS
 Ben B. Fletcher (L)
 Stefan Alsop
 Robert Elphick
Potens in Absurdum - ACT Cyber/THF Branch
 Mr. Peter J. Woudsma (L)
 LTC Marc Exterkate
ArchiMates - NCI Agency/GBR
 Torsten Graeber (L)
 Kevin Wallis
Innovators - ACT, THF Branch
 Mr. Krzysztof Skurzak (L)
 Paolo Giordano
 Cedric Sauvion

FRONT - Polish Military Applications Services Development Center
 Marcin Perka (L)
 Marcin Cieslewicz
 Artur Stachurski
Icebreaker - Ukrainian C4ISR Centre
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Serhii Halchynskyi (L)
Artem Martynenko
Yelyzaveta Boiko

Challengers - ACT, CIS/THF Branch
 Mr. David Cooper (L)
 Mr. Steve Lockwood
 Dr. Gernot Friedrich
Matchless - NCI Agency
 Bogdan Vasilache (L)
 Marius Maudal
KKL - Ukrainian C4ISR Centre
 Yaroslav Kulinich (L)
 Andrii Koval
 Yevhenii Lukashenko
HPE - Hewlett Packard Enterprise
 Bert Habraken (L)
 Bastian Gehring

Individuals














Andersen Cheng, Post Quantum
Dr. Michael D. Street, NCI Agency
Konrad Wrona, NCI Agency
Dr. J. Mark Pullen, George Mason University
Trace Gunsch, C3B Interoperability CaT
Mr. Patrick Fryer, ACT
Julius Grainger, NCIA
Dave Askey, Post Quantum
James Berrill, Post Quantum
Julian Choquette, Post Quantum
Ian Field, Post Quantum
Thomas Barker, Post Quantum
Hartmut Armbruster, Post Quantum
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