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Executive Summary
Introduction
The Strategic Military Partner Conference (SMPC) is an annual event designed to provide a unique venue
for all NATO, Partnership for Peace (PfP), Mediterranean Dialogue (MD), Istanbul Cooperation Initiative
(ICI) and selected Contact Country (CC) Chiefs of Defence to have frank and open discussion on issues
important to partners1 and NATO. The SMPC 2008 was held in Tirana, Albania, on November 3-5, 2008.
The topic for the conference was the Multiple Futures Project (MFP), and the venue was used to inform,
stimulate and influence the ongoing strategic discussions within the Alliance and with its partners. The
goal of the MFP is to provide the best possible military advice to NATO’s political and military leadership
regarding the security challenges NATO may face in 2030 and beyond.

The Importance of partners
The Strategic Military Partners Conference provided an opportunity for ACT and NATO nations to
exchange ideas with partners that have significant common ground with the Alliance. While there was
significant agreement about the future threats and the means to reduce those threats, it was also made
clear that there are different priorities among participants regarding some Security Implications and
Security Implication Mitigations. The discussions provided insights and perspectives and highlighted the
great value of partnerships designed to promote security now and in the future. The conference found
that these broader partnerships would result in far more successful outcomes than if NATO had to act
alone.

Value of Multiple Futures Project
Attendees appreciated the opportunity to examine the future security environment, contribute to the
MFP, and help develop a strategic dialogue that could benefit their nation in the future. Most attendees
had very positive comments about the rigor and level of effort invested in the MFP. The project gained
valuable perspectives, many of which were different from NATO members.

Asymmetric Security Environment
The “Asymmetric security environment” was seen by both partners and by NATO attendees as the most
significant future Security Implication. Attendees felt that mitigating this would require a
Comprehensive Approach (CA) aimed at reducing the incidence and severity of developmental
challenges (prevent), defending developed nations’ infrastructure (protect), and developing direct
action capabilities to eliminate threats (cure). The conference also called for improved intelligence,
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The word “partners” is used in this report to refer collectively to representatives from Partnership for Peace (PfP),
Mediterranean Dialogue (MD), Istanbul Cooperation Initiative (ICI), and selected Contact Country (CC) nations that
attended the conference. The term is not capitalized to avoid confusion with the word “Partners”, which by NATO
convention uses a capital P and refers specifically PfP countries.
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especially human intelligence and long term analysis. Mitigating “Asymmetric security environment”
will also require NATO and its partners to win the ongoing competition for values and ideals.

Weapons of Mass Destruction (WMD)
The “Weapons of mass destruction (WMD)” was identified as the second most significant Security
Implication. Mitigating this threat to NATO and its partners’ populations was based upon the principles
of deterrence, enforcement of non-proliferation arrangements, and improved intelligence cooperation.
Consequence management was seen as vital for minimizing the effects of any WMD attack. A multinational approach to the threat was seen as essential, as individual nations and even the Alliance cannot
be successful without the cooperation of others. The issue of pre-emption drew significant discussion at
the conference. The acceptance or rejection of this tool by the Alliance will be a political decision that
will significantly influence defence and military planning to meet WMD threats.

Energy Resources
In the future, energy resources will continue to have a profound effect upon our populations, our
industries and our economies. The conference felt that NATO requires an Energy Security Policy to
prevent the disruption of vital resource flows. The policy should address fundamental questions such
as: What are the costs for delivering security? How should the costs be allocated among nations and
energy companies? How much of the total military capability should be allocated to energy security?
And, how should energy reserves and critical infrastructure be protected?

Comprehensive Approach (CA)
The Comprehensive Approach (CA) was identified in discussions and confirmed in the surveys as a key
component to mitigate most of the future Security Implications. Unless a Comprehensive Approach is
used that employs Political, Military, Economic and Civil (PMEC) capabilities, most future mitigation
strategies will be sub-optimized if not unworkable.

Competition for Legitimacy
Attendees felt that there will be a competition for perceived legitimacy of policy and action among
competing actors in the future. This competition will take place in theatres of operation and within the
populations of NATO and her partners. This competition will be a determining factor in the future
cohesiveness of NATO and is as important as any battle for NATO and her partners to win. In order to
compete, the conference felt strongly that a capable and responsive strategic communications capability
will be vital to the future of NATO.

Internal Corrosion of Nations
The partner nations introduced the consideration that in the future there may be a greater risk of
friction among entities within a state, within NATO (especially with enlargement), and between NATO
and other international organizations (IOs). Delays in decisions and actions created by such friction
could serve as a multiplier of the overall risk, and the MFP needed to further address this point.
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Recommendation Tables
Partner Contribution Recommendations
Number Recommendation
PC-1

Incorporate, as appropriate, the alternative viewpoints offered by partners into the
MFP.

PC-2

Continue to engage and encourage partners to provide feedback and contribute
their perspectives on the MFP.

PC-3

Provide means for partners to contribute to the MFP at any time in the future using
the MFP website http://www.act.nato.int/multiplefutures.

PC-4

Conduct ongoing reviews to refine Risks and Drivers, because the perspectives,
priorities, and weightings may vary significantly from nation to nation.

PC-5

Acknowledge and incorporate, as appropriate, into the MFP, how the weighting of
Risks and Drivers may vary significantly between partners and NATO and from
nation to nation.

PC-6

Add friction within states, among NATO nations, and between NATO and IOs to
the factors considered by the MFP.

PC-7

Continue to maximize partner participation in NATO programs such as the
Provisional Reconstruction Teams (PRTs) and other outreach programs.

PC-8

Continue to focus on the adaptability of alliances and possible division of labour or
partnership with other IOs.

Drivers Recommendations
Number Recommendation
D-1

Establish a process to periodically re-asses drivers

D-2

Consider adding weakness of self (Alliance cohesion) to the list of challenges

D-3

Articulate more clearly the assumptions used in the project

v

Preliminary Futures & Risk Conditions Recommendations
Number

Recommendation

PF/RC-1

Consider a positive Preliminary Future and a successful NATO in the MFP
because a positive Preliminary Future will have its own types of implications,
challenges, and risks, which may include, paradoxically, internal challenges to
the Alliance.

PF/RC-2

Consider a positive Preliminary Future and a weak or non-relevant NATO in
the MFP, because a such a future will have its own types of implications,
challenges, and risks, which may include, paradoxically, internal challenges to
the Alliance

PF/RC-3

Adjust the products of the MFP as future outlooks change over time, either for
better or for worse.

PF/RC-4

Consider better documentation in the MFP so that it is clearer that each of the
Preliminary Futures is considered in all nine of the Drivers.

PF/RC-5

Include in the MFP the disintegration of the Alliance as a Risk Condition.

PF/RC-6

Include in Preliminary Future 4 (New Power Politics) the re-emergence of
―conventional war‖ that is purely military, even though the definition of
―conventional‖ may be different from today.

PF/RC-7

Evaluate whether the results of the analysis by the MFP are overly focussed
on the role of state actors, with the role of non-state actors underestimated or
undervalued. It may be that the MFP needs to more clearly convey how the
role of non-state actors is being considered.

PF/RC-8

Provide a full accounting in the MFP on how the Comprehensive Approach
(CA) will affect all four of the Preliminary Futures. This is particularly important
when considering the implications of failed governance and the role of civilian
actors.

PF/RC-9

Consider in the MFP more fully the impacts uncontrolled migration and a
shifting of population mix will have on the future, both from an internal-tonation viewpoint and from the nation-on-nation aspects.

PF/RC-10

Consider the impact of the uneven distribution of wealth with respect to the
need for alternative energies exacerbated by global climate change in all four
Preliminary Futures.

PF/RC-11

Convey more clearly in the MFP the connection between the MFP products
and defence planning.
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PF/RC-12

Study further in the MFP the issues related to Alliance solidarity.

Security Implications Recommendations
Number

Recommendation

SI&C-1

Consider redefining ―Asymmetrical security environment‖ to make it more
focused and to reflect that given the unpredictable future, this is a complex
problem that will be a continuing threat.

SI&C-2

Consider how the addition of warlords will affect the ―Challenged state monopoly
on the use of force.‖

SI&C-3

Consider a political decision to add to NATO declarations regarding: (1) when
NATO would strike pre-emptively; and (2) how NATO will respond to a
WMD/WME incident.

SI&C-4

Consider tying improvements in specialized intelligence to this Security
Implication.

SI&C-5

Review and revise, as necessary, the structure of Security Implications as the
MFP progresses.

SI&C-6

Consider aging populations in border regions which may necessitate younger
immigrant populations for sustainment

SI&C-7

Consider how the Alliance will address homeland security when every nation is
so different.

SI&C-8

Create a narrative that speaks to all the people involved along ethnic, religious,
and political lines that is guiding and understandable to all potential adversaries.

SI&C-9

Consider refinement of the definition of the eroded state-society security
implication and include the concept of willing relinquishment of state sovereignty
as it relates to membership in organizations like the European Union.

SI&C-10

Consider economic downturns as a Security Implication and as one that should
be addressed by social measures and not by military means.

SI&C-11

Consider these global changes such as reduced economic basis as a Security
Implication.

SI&C-12

Consider Small State conventional wars as a Security Implication.

SI&C-13

Consider creation of Loss of State Sovereignty as its own Security Implication
rather than to address it within Eroded State-Society Cohesion.
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SI&C-14

Consider adding the inability to maintain a technological advantage (e.g. denial
of electromagnetic spectrum and assured access to space) as a Security
Implication.

SI&C-15

Continue with the use of networked think tanks specializing in global climate
change.

SI&C-16

Consider adding counter narcotics as a Security Implication.

SI&C-17

Define cyber warfare in the context of the MFP and create a new Security
Implication.

SI&C-18

Consider adding Failed State with WMD (Nuclear) as a Security Implication.

SI&C-19

Consider adding Human Rights, Human Dignity and Justice as a Security
Implication

SI&C-20

Consider adding the ―Rise of Legitimate and Illegitimate Commercial Enterprise‖
as a Security Implication.

SI&C-21

Consider placing more emphasis on the prevention of undesirable actions such
as defining political and economic mitigation before turning to military
implications.

SI&C-22

Discuss how the military may provide guidance to our politicians when
considering the challenges of the future, and thereby shape our future before we
have to spend money.

SI&C-23

Examine the decisions NATO makes together to revitalize this business to be
more consistent and efficient.

SI&C-24

Create conditions and procedures to work together whereby nations and other
organizations become willing to share more information on compatible systems.

SI&C-25

Continue to review and work with partners as this is an important challenge
since relevancy of the challenges varies for both members and partners.

Security Implication Mitigation Recommendations
Number Recommendation
SIM-1

Propose a Prevention, Cure, Protect (PCP) security mitigation strategy for the
Asymmetric Security Environment within the Multiple Futures Project.

SIM-2

Cascade intelligence requirements to the Military Implications work of the Multiple
Futures Project.
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SIM-3

Include a Strategic Communications Mitigation Strategy for ―Asymmetric security
environment‖ in the Multiple Futures Project.

SIM-4

Promote CA as a fundamental building block for future ―Asymmetric security
environment‖ mitigation strategies which protect NATO‘s and its partner‘s
populations.

SIM-5

Insert both political and military support to non-proliferation authority in the MFP.

SIM-6

Elevate WMD pre-emption to the political level for fundamental guidance.

SIM-7

Address deterrence in NATOs WMD security mitigation strategy in the MFP.

SIM-8

Promote, within the MFP, a Comprehensive Approach to Pre-planning for a
response to WMD attack.

SIM-9

Develop the requirement for an integrated intelligence network for NATO and its
friends within the MFP.

SIM-10

Define, within the MFP, a possible role for NATO as an IO in a bigger WMD
umbrella organisation.

SIM-11

Ensure the MFP reflects the CA supporting role mission as a strategy and a policy
requirement.

SIM-12

Cascade the CA support role capability requirements of rapid reaction and critical
asset protection to the military implications of the MFP.

SIM-13

Transfer to the Security Sector Reform effort the requirement for the CA
Supporting Role mission.

SIM-14

Support the further development of Maritime Situational Awareness to support the
security of vital resource flows.

SIM-15

Include the critical importance of developing a NATO Energy Security Policy in the
MFP and emphasize the need to NATO HQ.

SIM-16

Insert a strategic communication requirement in the MFP.

SIM-17

Take proper administrative oversight to ensure capabilities are preserved and
developed, to mitigate future security implications.

SIM-18

Explain the role of the military in a broader Comprehensive Approach in the MFP.

SIM-19

Identify the lack of an effective Strategic Communication Plan as a Strategic
Vulnerability of the Alliance.

SIM-20

Identify Transparent Strategic Planning as part of Defence Sector Reform.
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SIM-21

Consider support for the U.N. and closer coordination for the MFP.

SIM-22

Resolve the Human Law Applicability issue.

SIM-23

Improve NATO‘s Strategic Communication Capability

SIM-24

Consider in the MFP the role of the military in countering illegal migration.

Survey Analysis Recommendations
Number Recommendation

SA-1

Conduct additional surveys at other venues to obtain more data with which to
conduct further analysis on the similarities and differences between NATO
members and partner countries regarding Security Implications.

SA-2

Examine at other venues the why the ―Devastation caused by WMD/WME‖ is
higher ranked as a significant Security Implication by partner countries.

SA-3

Reintroduce the ―brain drain‖ concept into the Security Implication and examine
the level of concern by partners for the ―Massive illegal immigration‖ Security
Implication in future events.

SA-4

Use highest impacting Security Implications as a tool when trying to build common
ground for discussions between NATO members and partner countries.

SA-5

Follow the ―Disruption of vital resource flows‖ in future events to determine if this
trend was event specific or if it is a broader trend.

SA-6

Examine the differing views between partner and NATO on the likelihood of a
―Challenge to dominant values‖ in future events.

SA-7

Continue evaluating the ―Cohesion of existing alliances‖ as a significant Security
Implication.

SA-8

Use highest impacting Security Implication of ―Eroded cohesion of existing
alliances‖ as a tool when trying to build common ground for discussions between
NATO members and partner countries.

SA-9

Examine all outliers within the MFP team, with significant effort towards the
examination of whether the WMD proliferation threat from failed states is different
from the WMD threat already in the futures and Risk Conditions.

SA-10

Highlight the shared NATO and partner military view that a well defined
Comprehensive Approach is a critical requirement for future security assurance.
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SA-11

Ensure / Promote the prominent need for a rapid and capable Public Information
Capability to support internal and external population information dissemination is
included in the Multiple Futures Project and at NATO HQ.

SA-12

Ensure both Deterrence and Consequence Management are included in the
Multiple Futures Project WMD work.

SA-13

Ensure that the requirement for the military support requirement is emphasized in
the Multiple Futures Project including any roles and missions discussion, Security
Implications Mitigation Strategies development and the cascading of those
mitigation strategy requirements into the Military Implications.

SA-14

Emphasize the significant future requirement for the military to support the
broader (more comprehensive) security effort.

Multiple Futures Project Process Recommendations
Number Recommendation
MP-1

Revisit the drivers and futures periodically.

MP-2

Revisit the inclusion of communications within use of technology.

MP-3

Continue further discussion with those representatives proposing alternative
analytic approaches as possible preferred approaches to use in the project.

MP-4

Address the possibility of a positive future as the review process continues but not
in the first iteration.

MP-5

Consider reflecting the relative impact of the different drivers in each potential
future or at a minimum clearly explain that only the drivers with a higher degree of
impact are shown as linked.

MP-6

Although this is a good consideration, there are many methodologies and it is
necessary to continue with things as they are constructed now. However this is
not a one-time project; it will be ongoing and continuous.

MP-7

Investigate clearer representation of the positive aspects considered in the study.

MP-8

Examine the potential disconnect in the logic flow from the use of technology to
risk condition.

MP-9

Continue to provide military and political advice to political leaders but not define
the military role for every nation.
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Introduction
Background
The Strategic Military Partner Conference (SMPC) is an annual event designed to provide a unique venue
for all NATO, Partnership for Peace (PfP), Mediterranean Dialogue (MD), Istanbul Cooperation Initiative
(ICI) and selected Contact Country (CC) Chiefs of Defence to have frank and open discussion on issues
important to partners2 and NATO. The SMPC 2008 was held in Tirana, Albania, on November 3-5, 2008.
The topic for the conference was the Multiple Futures Project (MFP), and the venue was used to inform,
stimulate and influence the ongoing strategic discussions within the Alliance and with its partners. The
goal of the MFP is to provide the best possible military advice to NATO’s political and military leadership
regarding the security challenges NATO may face in 2030 and beyond.
The conference consisted of 140 attendees representing 24 NATO nations and 21 partner nations.

Theme
The theme for the Strategic Partners Conference was, “NATO and partners: Exploring Multiple Futures”.
The first day of the conference included information briefings and plenary discussions on Trends,
Drivers, and Preliminary Futures. The second day contained information briefings and plenary
discussions on Security Implications and Challenges, which were followed by dual-track syndicate
discussions that focused on Security Implications & Mitigation. The second day also included surveys for
attendees to evaluate the Security Implication and Security Implication Mitigation. The SMPC concluded
on the third day after a morning session that compared the two syndicates’ survey results, which was
followed by a brief wrap-up discussion.

Purpose of the Analysis Report
The purpose of this Analysis Report on the Strategic Military Partners Conference 2008 is to memorialize
the results of the SMPC by documenting the discussions, conclusions, and recommendations. The
report is intended to contribute to the MFP and its efforts to develop a series of plausible futures that
will be used as a tool to explore, examine and identify security implications to NATO.

Methods Used to Develop Analysis Report
Analysis Plan Responsibilities
ACT directed both the development of the analysis objectives and execution of the analysis plan that led
to this report. ACT organized the Strategic Analysis Team cadre from within its own organization and
supplemented it with U.S. Navy Reserve officers.

2

The word “partners” is used in this report to refer collectively to representatives from Partnership for Peace (PfP),
Mediterranean Dialogue (MD), Istanbul Cooperation Initiative (ICI), and selected Contact Country (CC) nations that
attended the conference. The term is not capitalized to avoid confusion with the word “Partners”, which by NATO
convention uses a capital P and refers specifically PfP countries.
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Data Collection and Analysis
Day 1 – Plenary Session: Multiple analysts were assigned to take notes of the plenary sessions. Soft
copies of corresponding presentations were collected.
Day 2 – Plenary Session and Syndicate Work: Multiple analysts took notes and collected soft copies of
the briefing information for the plenary. The syndicate data collection method placed analysts in each
of the two syndicate rooms to take summaries of the proceedings.
Day 3 –Plenary Session: Multiple analysts were assigned to take notes of the closing plenary session out
briefs and wrap-up.
Event Reconstruction Analysis
Post-event reconstruction analysis consisted of sorting plenary and syndicate data and information into
analysis objectives and then comparing these in order to develop analysis sub-objective discussions,
conclusions and recommendations. Once the sub-objectives were developed, a peer review was
conducted. The analysis objective summaries were then written.

Limitations
No Cost Benefit Analysis
This report does not contain cost benefit analysis. The recommendations do not contain detailed
implementation plans upon which to conduct cost benefit analysis, and the construction of detailed
implementation plans is beyond the scope of this report.
Seminar Subjectivity
The nature of analysis for discussion groups, such as this seminar, is more subjective than what would
be expected from an experiment or an exercise with empirical training objectives. Thus, the conclusions
and recommendations of a seminar should be tempered to an even greater degree with executive
judgment.
Data Tables
The survey analysis used results from two data tables, an individual and a group table. The survey size
for the individual table was approximately 75 returns. There were two syndicates and thus two
completed group tables. One must use caution when interpreting the data tables because of the small
sample size used to construct the tables.

Overview of Analysis Report
Following this introduction are seven sections.






Partner Contributions
Drivers
Preliminary Futures and Risk Conditions
Security Implications and Challenges
Security Implication Mitigation
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Survey Analysis
Multiple Futures Project Process

Each section provides an overview of the topic and then summarizes the discussions, identifies the
conclusions, and lists the recommendations that emerged from the conference. These
recommendations are also listed in the front section of this report. This report also contains five
appendices, which provide background information and additional details regarding the Multiple
Futures Project and the Senior Military Partner Conference.
Note that the convention used in this report is to capitalize key terms used by the Multiple Futures
Project, such as Drivers, Preliminary Futures, and Security Implication.
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Partner Contributions
Introduction
The Multiple Futures Project (MFP) was presented at the Senior Military Partner Conference (SMPC)
specifically for the purpose of garnering partner contributions. The unique perspectives the partners
shared at the SMPC will influence the outcome of the MFP, which will help ensure that the MFP
products provide a shared vision of the future.

Overview
The partners provided key perspectives throughout the conference and this input is embedded within
relevant sections throughout this report. Within this section, viewpoints and discussions most directly
related to partner participation are summarized. While partners’ opinions and concerns varied, there
was more commonality than differences between partners and members of the Alliance. See the Survey
Analysis section later in this report for more details on this point. Both partner and NATO members
agreed that a responsive methodology for long-term planning is needed and that ongoing review of the
MFP work products will be required to keep the results relevant.

Highlights of partner contributions
Relevance of MFP to partners
Discussion
The partners had many questions and alternate views on whether the four primary MFP scenarios
where the most relevant to their nations. One nation believed most of the challenges presented were
more of a concern to NATO members than to the partners. For example, the Gulf region has many
challenges and strives to meet these through many different agreements; NATO is not the primary
answer for them. Several other partners expressed concerns on the divergence of their prioritization of
future problems compared to what was presented as the four MFP scenarios. Of particular note was the
opinion that there were no positive Preliminary Futures, which would present a much different set of
risks and challenges than the rather negative Preliminary Futures developed by the MFP. However, the
majority of Partners agreed that since the break-up of the Soviet Union there is a need for a more
unified focus for defence planning and that the MFP is a reasonable framework for a start.
Conclusion


Although all participants from partner and member nations had questions regarding the
process, weighting, and suitability of the four MFP Preliminary Futures, it was generally agreed
that NATO and its partners needed such a framework. Potentials risks and threats in the future
will require cooperation and the MFP processes and products provide a good platform for
discussion.

Recommendation
PC-1.

Incorporate, as appropriate, the alternative viewpoints offered by partners into the MFP.
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Importance of Partner Views
Discussion
Throughout the two days of discussion it was clear that partners brought different perspectives to the
discussion as reflected throughout this Analysis Report. The partners believed, for example, that it was
important to evaluate the best case as well as the more traditional worst case futures, and that the
importance of geographic location should not be discounted as the MFP looks into the future. In the
short period of the SMPC, final resolution was not reached on all the considerations raised, but all points
were noted by the project team for further study as the MFP continues to develop.
Conclusions



There is no requirement to agree to all points, but rather consider non-NATO nations views
Consensus is sometimes a most difficult thing to achieve, but once achieved, it can be a
powerful tool.

Recommendations
PC-2.
PC-3.

Continue to engage and encourage partners to provide feedback and contribute their
perspectives on the MFP.
Provide means for partners to contribute to the MFP at any time in the future using the MFP
website http://www.act.nato.int/multiplefutures .

Risk versus Opportunity
Discussion
One country’s risk can be another’s opportunity. One example noted by a partner was climate change
which by bringing warmer weather could result in opening new sea lanes, which would be an advantage
to some northern nations. Another example was economic changes, wherein a failure in one sector of
the economy may be an opportunity for another nation to step into the new sector gap. Several partner
nations noted that economic growth in one region may enhance stability at that location while
increasing the risk of unrest at another location. Regarding immigration and migration, some countries
need immigration to maintain viable economies, while others see immigration as a risk to their national
stability. Similarly, some countries fear migration because of the loss of much needed national talent,
while others see migration as a way to ease strains on their infrastructure or to provide a source of
revenue flow into their country.
Conclusions



The idea of risk versus opportunity was introduced by several partners and it was agreed that
what may be a risk for some will be an opportunity to others.
The MFP process is applicable to both NATO and partners, and working together to identify and
obtain the most common viewpoint possible is important if the MFP is to establish and maintain
credibility.
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Recommendation
PC-4.

Conduct ongoing reviews to refine Risks and Drivers, because the perspectives, priorities,
and weightings may vary significantly from nation to nation.

Different Emphasis
Discussion
The relative importance of NATO members regarding the future threats do not always align with
partners. For example, a significant concern amongst partners was the proliferation of weapons of mass
destruction (WMD) often occurring in locations in close proximity to their borders; this was of a lower
concern for NATO members. Another concern shared by partner nations (and less a concern for NATO)
was that more positive economic growth may cause a fragmentation of a nation’s cohesiveness as
people focus more on individual gain. Individual psychology and sociology are not clearly considered in
the drivers in the MFP.
Conclusions



There may a greater degree of commonality of concerns among partners than between partners
and NATO.
When levels of concern are aligned between some partners and some NATO members, this may
be based on such shared factors as population, economy, and location.

Recommendation
PC-5.

Acknowledge and incorporate, as appropriate, into the MFP, how the weighting of Risks and
Drivers may vary significantly between partners and NATO and from nation to nation.

Friction as a Driver
Discussion
NATO nations generally viewed that as a Driver, friction was the result of clashes between competing
states or ideologies. However, partner nations introduced the consideration that there may be a greater
risk of friction among entities within a state, among states within NATO (especially with growth of
members), and between NATO and other international organizations (IOs). This was acknowledged as a
valid point and it was further acknowledged that delays in decisions and responses created by such
friction could serve as multipliers of the overall risks. At least one partner saw no competition between
government ideologies, since what the governments and the people really want are the same positives
such as security and prosperity. There is not a competing ideology for these between governments, only
between governments and radicals.
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Conclusion


Member nations were generally less concerned with friction between states, but more
concerned with friction within states, among NATO nations, and between NATO and IOs.

Recommendation
PC-6.

Add friction within states, among NATO nations, and between NATO and IOs to the factors
considered by the MFP.

Cultural Advantages
Discussion
The cultures of partner countries can provide opportunities for them to play unique roles toward
providing assistance in troubled areas of the world, which can help diminish the risk of asymmetrical
threats. This has been shown in areas such as Afghanistan, where some partners have demonstrated
the ability to relate more closely to the local population because of a shared language, culture, religion,
etc. The cultural advantage partners have can be a force multiplier for NATO. Although differing
cultures within NATO and the partners may make agreement on MFP more challenging, it can
conversely make partners uniquely suited to contribute to goals and objectives common to both
partners and NATO.
Conclusion


Owing to their distinctive cultures, some partners are uniquely able to provide assistance to
areas of the world in a manner that can help reduce the levels of asymmetric threats.

Recommendation
PC-7.

Continue to maximize partner participation in NATO programs such as the Provisional
Reconstruction Teams (PRTs) and other outreach programs.

Geography is Destiny
Discussion
It was suggested that the greater a partner nation’s distance from Europe, the greater the likelihood
that they would have more in common with other IOs or area organizations sharing a more common
culture. This is also a valid consideration for NATO members. The goal should be to maximize the
commonality and minimize the differences, but it is clearly not a simple task and does increase the risk
of friction between competing alliances. Some pressures can drive us together and some can pull us
apart.
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Conclusion


As a connector between multiple areas or IOs, a partner (or Alliance nation) may serve as a
valuable facilitator/bridge to alleviate potential conflicts between competing organizations.

Recommendation
PC-8.

Continue to focus on the adaptability of alliances and possible division of labour or
partnership with other IOs.

8

Drivers
Introduction
Drivers are the fundamental causes of change that were used to build the Preliminary Futures.
Participants in Phase I roundtable and workshop discussions (May 08 – Jul 08) of the Multiple Futures
Project (MFP) refined these Drivers to represent a common basis for the strategic dialogue. At the
Strategic Military Partner Conference (SMPC), the current nine Drivers were briefly introduced and
participants were given the opportunity to provide feedback. An overview of the Drivers is given below
followed by the main discussion points from the plenary session.

Overview
The first three Drivers, “Asymmetry”, “Friction”, and “Integration” are actually facets of the strategic
environment and reflect the way in which states interact and relate to each other in the futures
generated by the remaining drivers.
The remaining six drivers, as defined in Appendix A, are the real factors for change that interact with
each other to result in a given Preliminary Future:


State Capacity



Resource Allocation



Climate Change



Use of Technology



Demographics



Competing Ideologies/World Views

Discussion
The following section summarizes the main points discussed in the plenary session on Drivers.
Adaptability of Drivers
There is no certainty when addressing future issues and surprise will remain a dominant factor. What is
necessary is a flexible and robust process that can rapidly adjust to unfolding conditions. Hence, the
Drivers must remain adaptable and be reviewed periodically to account for conditions emerging from
the mist of the future.
Culture as a Driver
Culture and cultural differences was forwarded as a candidate to be included as a Driver. This issue was
addressed in Phase I of the MFP and is currently incorporated in the “Competing Ideologies/World
View” Driver.
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Internal Cohesion
In addition to external challenges that tend to bring Alliance nations together, there are internal
pressures that tend to pull it apart. The cohesion of the Alliance was an issue addressed at the SACT
seminar (15-16 Oct 08). Expansion of NATO and the use of the military for non-military operations were
cited as divisive forces. Common educational training was seen as a mechanism to adapt to the
challenges that threatens Alliance cohesion.
Merging of Drivers
The initial Drivers of “Networks and Communications” and “Technology” have been combined in the
MFP under a single Driver entitled “Use of Technology”. The rationale for this merger was as follows:
Technology will continue to change but it was its use as a Driver that the roundtable and workshop
participants found most troublesome. The “Networks & Communication” driver was added to this new
“Use of Technology” Driver because the way in which the world communicates today is primary driven
by information age advances in technology. The US Joint Forces Command study on “Super Empowered
Guerrillas” was cited as additional justification for the merger.
The initial “Globalization” Driver was spilt in the state-to-state interaction factors of “Integration” and
“Asymmetry”. The roundtable and workshop participants noted that globalization was a symptom of
the change and not the driver of it.
Psychological Drivers
A psychological driver was proposed as a way to introduce other non-state actors (NSAs) into the future
challenges. The current “State Capacity” driver addresses this concern over the NSAs as some states
may have lesser capacity or willingness to react to those demands of the population.

Conclusions


A periodic review to re-adjust & re-assess Drivers is necessary



There is broad agreement on the Drivers



Cohesion of NATO is an important aspect that must be addressed by the MFP

Recommendations
D-1.

Establish a process to periodically re-asses drivers

D-2.

Consider adding weakness of self (Alliance cohesion) to the list of challenges

D-3.

Articulate more clearly the assumptions used in the project
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Preliminary Futures and Risk Conditions
Introduction
The Multiple Futures Project (MFP) developed four specific “Preliminary Futures”. These are possible
scenarios that can be used as a common framework when discussing the possible threats, implications,
and mitigations that may face NATO in 2030 and beyond.
Preliminary Future 1: Dark Side of Exclusivity
Preliminary Future 2: Deceptive Stability
Preliminary Future 3: Clash of Modernities
Preliminary Future 4: New power Politics
The MFP also developed 32 possible “Risk Conditions”. These risk conditions were later reduced to 25
for further discussion during the Senior Military Partner Conference (SMPC). The remaining 25 Risk
Conditions range broadly from “Challenge to state authority” to “Vulnerability of strategic chokepoints
and infrastructures in ungoverned spaces”. Risk Conditions represent specific situations that can
threaten people, territorial integrity, and values. Drawing from the list of Risk Conditions, the MFP
identified those conditions that were among the primary contributing factors to each of the four
Preliminary Futures.

Overview
During the Strategic Military Partners Conference, the Preliminary Futures and Risk Conditions were
presented and discussed. The four Preliminary Futures and their related Risk Conditions are
summarized in Table 1. Additional information regarding the Preliminary Futures is provided in
Appendix B, which contains the Read Ahead Package for the conference. Annex A of the Read Ahead
Package reviews the Preliminary Futures; Annex B of the Read Ahead Package provides working
definition for the 32 Risk Conditions.
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Table 1: Summary of Preliminary Futures and Risk Conditions
Preliminary Future
Future 1:
Dark Side of Exclusivity

Future 2:
Deceptive Stability

Future 3:
Clash of Modernities

Future 4:
New Power Politics

Summary

Risk Conditions

Climate change and resource scarcity significantly affect
the capacity of states that are outside the globalized
world to function effectively and meet the needs of their
populations. Weak and failed states generate instability
in areas of interest, and the states of the globalized world
are faced with strategic choices on how to act.

Failed Governance; Proliferation of Radical Ideologies; Potential spillover of ethnic, religious, ideological conflict; Vulnerability of strategic
chokepoints and infrastructures in ungoverned spaces; Potential
disputes over previously uninhabited and resource rich territories;
Consequences from environmental catastrophes/changes;
Proliferation of WMD/WME; Spreading of radical ideologies;
Challenge of state authority; Uncontrolled migration; Shifting of
population mix.

Managing the demographic shift from aging populations
and young migrants preoccupies states with international
social cohesion and transnational issues related to
diasporas. The relatively benign stability results in overattention to domestic concerns which leave the states in a
weak position to react to geopolitical risk or work
together internationally for the common good.

Inability to anticipate, sense, and shape external security
environment; Transnational criminal flows; Strategic inattention;
Potential spill-over of ethnic, religious, and ideological conflict;
Systemic inability to quickly respond to external effects; Uncontrolled
migration.

A strong belief in rationalism coupled with technological
innovation has enabled advanced networked societies to
connect horizontally across the globe. This network is
challenged from the outside by the impoverished &
authoritarian regimes, and from within by a precarious
balance between civil liberties and the system’s
surveillance capabilities.

Complex interdependent computer networks; Internal tension
between technocratic efficiency and civil liberties; High dependency
on constant flow of vital resources; Extremism of marginalized groups;
Territorial and extra-territorial border disputes; Technical exploitation
by criminal/rogue elements; Vulnerability of complex interdependent
systems; Meeting of incompatible belief systems; shifting loyalties
(state vs. non-state actors); Alliances of authoritarian states; Potential
spill-over of ethnic, religious, ideological conflict.

Continued growth in absolute wealth and widespread
proliferation of weapons of mass destruction has
increased the number of major powers, between which
there is now a tenuous deterrence. Globalization,
through trade integration, and internationally shared
standards of interaction, is undermined as these major
powers compete for access to resources and spheres of
influence.

Competition for ideological supremacy; Competition for resources;
Proliferation of nuclear and other WME capabilities; Ungoverned
spaces; interstate rivalry; Potential shifting of spheres of influence;
inability of international system to handle large power fluctuations;
shifting state alliances.
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Preliminary Futures
On the Depressing Preliminary Futures
Discussion
Participants noted that all four of the Preliminary Futures are quite “depressing” and seem to
indicate that NATO is unsuccessful at favourably influencing events and mitigating the challenges.
This negativism contrasts with NATO’s current optimistic viewpoint toward the future, which
anticipates enlargement and improvement. It is hoped that NATO will be successful over the next
decades and have a positive influence on world events. A successful NATO should, therefore, be
considered by the MFP as the project develops Preliminary Futures and Risk Conditions.
Additionally, a positive future will have its own types of challenges and Risk Conditions, including, for
example, internal challenges to the Alliance. At issue is whether the MFP should, in addition to the
four dire Preliminary Futures, develop more optimistic Preliminary Future(s) in order to not miss the
implications of success of NATO.
The response to this comment is that while NATO can always hope for a better future, the current
philosophy of the MFP is to develop the most ominous Preliminary Futures in order for NATO to be
better prepared to prevent them, if possible, and to respond, if required. Additionally, the products
of the MFP are not intended to be static, but will be reviewed and revised periodically. Therefore, as
future outlooks change over time, either for better or for worse, the MFP will adjust its products.
The project team added that that in Copenhagen (SACT Seminar 2008), NATO’s political leadership,
after much discussion, agreed that the worst-case scenario approach taken was the appropriate
philosophy to be used by the MFP.
Conclusions


The current philosophy of the MFP, which has been approved by NATO’s leadership, is to
develop the most ominous futures in order for NATO to be better prepared.



All four of the Preliminary Futures reflect worst-case scenarios and seem to indicate that
NATO is unsuccessful at favourably influencing events and mitigating the challenges. This
negativism contrasts with NATO’s current optimistic viewpoint toward the future, but is the
approach approved by NATO’s leadership.



The products of the MFP are not intended to be static, but will be reviewed and revised
periodically.



NATO and Partner Nations must remain involved in the MFP and communicate with MFP
team to help ensure that the logic is correct, integrity is built, and a broad view is
maintained.
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Recommendations
SA-1.

Consider a positive Preliminary Future and a successful NATO in the MFP because a
positive Preliminary Future will have its own types of implications, challenges, and
risks, which may include, paradoxically, internal challenges to the Alliance.

SA-2.

Consider a positive Preliminary Future and a weak or non-relevant NATO in the MFP,
because a such a future will have its own types of implications, challenges, and risks,
which may include, paradoxically, internal challenges to the Alliance

SA-3.

Adjust the products of the MFP as future outlooks change over time, either for
better or for worse.

Preliminary Futures and Drivers
Discussion
The Preliminary Futures developed by the MFP show, for example, that there are only four Drivers
affecting Preliminary Future 1. Does this mean that the other five Drivers have no effect? There are
four Drivers to Preliminary Future 2 and three for Preliminary Futures 3 & 4. For the sake of
simplicity, this is acceptable, but the MFP must be comprehensive in its evaluation. For example,
resource scarcity and climate change will certainly impact all Preliminary Futures, and therefore
should be included in the analysis. If you ignore effects of technology on first Preliminary Future,
you are being incomplete. In fact, all the Drivers influence all the Preliminary Futures. A better
approach would be to include all Drivers rather than only including the most relevant ones, as this
would produce a more comprehensive and complete picture.
The response to this comment was agreement that all of the Drivers will influence each of the
Preliminary Futures. However, some Drivers will have more of an impact or be more relevant than
others on a particular Preliminary Future. Therefore, the MFP chose to prioritize among the Drivers
in order to better see the possibilities, evaluate the impacts, and analyze the results.
Conclusion


All of the Drivers will influence each of the four Preliminary Futures. However, due to
relevance, MFP chose to prioritize among the Drivers in order to better see the possibilities,
evaluate the impacts, and analyze the results.

Recommendation
SA-4.

Consider better documentation in the MFP so that it is clearer that each of the
Preliminary Futures is considered in all nine of the Drivers.

On Preliminary Future 1: Dark Side of Exclusivity
Discussion
In this future, the Alliance itself is at risk and the MFP should include the disintegration of the
Alliance as a Risk Condition. The response to this comment was that while this Risk Condition will be
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present in Preliminary Future 1, it is expected to be more pronounced in the other Preliminary
Futures.
Conclusion: None
Recommendation: None

On Preliminary Future 2: Deceptive Stability
Discussion
A number of nations believed that Preliminary Future 2 is already here. Additionally, one can
definitely see that the Alliance is a risk in this scenario, wherein NATO can become a victim of its
own success and the nations may suffer from “strategic inattention”.
Conclusion: None
Recommendation
SA-5.

Include in the MFP the disintegration of the Alliance as a Risk Condition.

On Preliminary Future 3: Clash of Modernities
Discussion
In this Preliminary Future, all the Drivers are considered. Based on the nature of the discussions
during the plenary sessions, Future 3 appears to be least understood of the four Preliminary Futures.
Conclusion: None
Recommendation: None

On Preliminary Future 4: New Power Politics
Discussion
Returning again the earlier remarks regarding the need for the MFP to reconsider the overly
pessimistic set of futures (see Depressing Futures above), is it possible for NATO to become too
successful? Could NATO’s success through enlargement, for example, be a threat by creating less
integrity, less internal cohesion, and a fragmentation of military capabilities? Also, in this future,
most of the responsibility rests with other agencies rather than NATO, which reflects again the need
for a Comprehensive Approach to address the challenges (see also Failed Governance and
Importance of Comprehensive Approach above).
It was noted that one of the original reasons for the MFP was the concern over a potential future
lack of cohesion within the Alliance resulting from an overly inward focus on internal interests by the
nations whereby the concern for external threats is diminished and commitment to NATO is
reduced. This may be reflected in the current “awkwardness” with respect to NATO nations and
their commitment to NATO operations in Afghanistan. There is also a concern on the part of some
nations that if NATO moves too far into a non-military role as part of a Comprehensive Approach,
15

conventional war may come out of hibernation. It may be necessary to include in Preliminary Future
4 the re-emergence of “conventional war” that is purely military, even though the definition of
“conventional” may be different from today.
Conclusions


The fourth Preliminary Future is based on power balance in the world and a breakdown of
current structures owing to a variety of reasons.



In Preliminary Future 4 (New Power Politics), most of the responsibility rests with other
agencies rather than NATO, which reflects again the need for a comprehensive approach to
address the challenges.

Recommendation
SA-6.

Include in Preliminary Future 4 (New Power Politics) the re-emergence of
“conventional war” that is purely military, even though the definition of
“conventional” may be different from today.

Risk Conditions
Exaggerated Role of State Actors vs. Role of Non-state Actors
Discussion
The Preliminary Futures developed by the MFP appear overly centred on the role of state actors.
This is particularly true for Preliminary Futures 1 and 3. This may be a result of the fact that the
participants in the MFP are “insiders,” that is, representatives of states or state-sponsored
organizations. At issue is whether, in the development of the Preliminary Futures, the MFP
underestimated or undervalued the significant role non-state actors may play.
The response to this comment is that the MFP tended to focus more on friction that may come with
state-on-state, Alliance-on-Alliance, and region-on-region interactions. It is currently believed that
the states will still have a dominant role in shaping the future. That said, the role of non-state actors
is being considered in the current MFP effort, although that consideration may need to be more
clearly conveyed in the results. Additionally, as the project moves forward, the impacts of non-state
actors in shaping the future will be further studied to identify additional implications on possible
future scenarios and risks.
Conclusions


The Preliminary Futures are based on the belief that states will have a dominant role in the
decades to come.



The MFP focused on friction that may come with state-on-state, Alliance-on-Alliance, and
region-on-region interactions.
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Recommendation
SA-7.

Evaluate whether the results of the analysis by the MFP are overly focussed on the
role of state actors, with the role of non-state actors underestimated or
undervalued. It may be that the MFP needs to more clearly convey how the role of
non-state actors is being considered.

Failed Governance and Importance of Comprehensive Approach
Discussion
The MFP must be sure to consider how using the Comprehensive Approach (CA) will affect all four of
the Preliminary Futures. The CA applies all available levers of power and not just military strength,
but a lack of civilian capabilities and our inability to influence the actions and impacts of non-military
actors may be a significant vulnerability. Of particular importance are the Security Implications of
failed governance, the role of civilian actors, and the use of the CA. What are NATO’s expectations
regarding the influence of non-NATO [civilian] actors on the futures? Consider, for example, the
impacts of civilian actors in Baghdad, such as when the British advisors were kidnapped and when
the United Nations left the city after being bombed. NATO’s adversaries have surely taken note of
how to influence the future by adversely impacting civilian individuals and organizations. If we do
not more fully account for the influence of non-NATO actors and implications of the Comprehensive
Approach, we may be setting ourselves up for strategic and tactical failure?
The response to this comment was that the Comprehensive Approach reflects the reality of the
nature of conflict today and agrees with the observation above. The CA must be implemented when
addressing security threats, because otherwise the military will have to do more when, in fact, the
military may not be the right tool to use to address certain security needs. As the future unfolds, it is
a true statement that one needs to consider both the power of intimidation and the power of
inspiration [non-military].
Conclusion


NATO’s inability to influence the actions and impacts of non-military actors through a
Comprehensive Approach may be a significant vulnerability.

Recommendation
SA-8.

Provide a full accounting in the MFP on how the Comprehensive Approach (CA) will
affect all four of the Preliminary Futures. This is particularly important when
considering the implications of failed governance and the role of civilian actors.

Uncontrolled Migration, Shifting Populations, and Nation-to-Nation Conflict
Discussion
The MFP must fully consider the impacts uncontrolled migration and a shifting of population mix will
have on the future, not only as it may have consequences internal to a nation, but more importantly
as it may increase the possibility of a nation-to-nation conflict. Uncontrolled migration and shifting
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populations can create tensions between large nations and small nations, when immigrants feel they
are not being treated well or when a nation absorbs too many immigrants from one nation or with
one religious or political ideology. The response to this comment was agreement to incorporate it
into Preliminary Future 2.
Conclusion


Uncontrolled migration and shifting populations may not only have consequences internal to
a nation, but can create tensions between large nations and small nations.

Recommendation
SA-9.

Consider in the MFP more fully the impacts uncontrolled migration and a shifting of
population mix will have on the future, both from an internal-to-nation viewpoint
and from the nation-on-nation aspects.

Uneven Distribution of Wealth, Alternative Energies, & Global Climate Change
Discussion
It seems the first three Preliminary Futures are based on uneven distribution of wealth, with
different sources of exacerbating factors, including climate change and economic elitism.
Fundamental to all four Preliminary Futures is the impact the uneven distribution of wealth with
respect to the need for alternative energies that will be exacerbated by global climate change.
The response to this comment was agreement that this is a Risk Condition to territorial integrity, to
the Alliance, and to the Alliance’s values and ideas. The Alliance must be prepared to react *when
called upon.]
Conclusions


It seems the first three Preliminary Futures are based on uneven distribution of wealth, with
different sources of exacerbating factors, including climate change and economic elitism.



Fundamental to all four futures is the impact of the uneven distribution of wealth with
respect to the need for alternative energies, which will be exacerbated by global climate
change.

Recommendation
SA-10.

Consider the impact of the uneven distribution of wealth with respect to the need
for alternative energies exacerbated by global climate change in all four Preliminary
Futures.

Legitimacy as a Risk Condition
Discussion
If one looks at this scenario from third-world perspective, the issues of legitimacy of NATO action
and the uneven distribution of wealth may come up as a significant Risk Condition.
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Conclusion: None
Recommendation: None

Potential Use of MFP in Political Processes
Discussion
The question was raised regarding how the Drivers, Preliminary Futures, and Risk Conditions
developed by the MFP might be used to advise our politicians or inform the political processes. Or,
asked more bluntly, having invested so much time and money into the MFP, “so what?”
The project team indicated that similar questions have been asked by others. The work products of
the MFP are intended to influence strategic thinking. The value of the MFP will be realized if it leads
to a common understanding of the future threats to the populations of Europe [and North America]
and helps serve as a post-Cold War unifying influence. The MFP will provide a strong foundation for
updating NATO’s Strategic Concept of 1999, an update that is needed because there have been so
many changes in both viewpoints regarding the military and attitudes toward national security.
Additionally, the MFP can be used to inform NATO’s long-range forecasts on needed capabilities,
which will, therefore, inform the Chiefs of Defence and affect defence planning. That said, there
needs to be a clearer connection between the MFP products and defence planning.
Conclusions


The work products of the MFP are intended to influence strategic thinking at the political, as
well as military level. One aspect of translating the results of the MFP into effective answers
is to use it as a tool for common understanding of strategic implications.



The value of the MFP will be realized if it leads to a common understanding of the future
threats and provides a foundation for updating NATO’s Strategic Concept of 1999.



The MFP can be used to inform NATO’s long-range forecasts on needed capabilities, which
will, therefore, inform the Chiefs of Defence and affect defence planning.

Recommendation: None

Looking forward into the Future
Discussion
Translating the results of the MFP into effective answers during discussions with the Military
Committee and North Atlantic Council requires some issues to be categorized as strategic
implications. A strategic implication is Alliance solidarity which is fundamental and should be further
studied by the MFP. Consensus building is another area with strategic implications. Better strategic
communications is critical. Consider, for example, Preliminary Future 2, Deceptive Stability, where it
will be essential to convince populations that military capabilities are still needed. The future
environment will call for a better understanding of the relationships between defence and security.
Additionally, increasing complexity in the world’s events will call for increasingly complex responses.
The tools available to NATO are changing even as the character of military forces and the types of
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warfare change. NATO’s military may need more non-military tools. Training may become
increasingly important, not only for NATO but also to create a more common understanding outside
of the Alliance.
Conclusions


The future environment will call for a better understanding of the relationships between
defence and security.



Increasing complexity in the world’s events will call for increasingly complex responses. The
tools available to NATO are changing even as the character of military forces and the types
of warfare change. NATO’s military may need more non-military tools.

Recommendations
SA-11.

Convey more clearly in the MFP the connection between the MFP products and
defence planning.

SA-12.

Study further in the MFP the issues related to Alliance solidarity.
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Security Implications and Challenges
Introduction
The 25 Security Implications were discussed in plenary and syndicate sessions within the context of
five challenges to the futures. Review of the Security Implications created an encouraging
framework for discussion by allowing all attendees to examine what the Preliminary Futures mean
for Security Implications and the way ahead.

Overview
It is thought that broad Security Implications will enable deduction of the military implications. In an
attempt to make these categories sufficiently inclusive, Security Implications they were grouped
within five primary areas of challenges:


Challenges that stem from the strength of others (e.g. state on state conflicts)



Challenges that stem from the weakness of others (e.g. failed states)



Challenges to the character of military operations



Challenges to the role and place of a military organization in a changing society



Challenges that stem from Nature (e.g., natural disasters, pandemics and resource issues)

Within these five broad categories, the 25 most MFP-relevant Security Implications were presented
for discussion. Below is a summary of the discussions broken out by each security implication (Note:
some Security Implications of lesser concern to the group were not addressed due to time
limitations.) There was general agreement in many areas and significant points were raised for
further consideration and review. Additional detail on how the Security Implications were rated in
individual data collection is available in the section titled Survey Analysis.
Participants were given the opportunity to propose other Security Implications for consideration and
these are summarized at the end of this chapter.

Security Implications
a. Asymmetric security environment
In the context of Preliminary Future 1, “Dark Side of Exclusivity”, and Preliminary Future 4, “New
Power Politics”, globalisation has created a wider gap between market and developing states. Some
developing states resort to promoting and exporting radical extremism and terrorism in response to
globalised commercialization, igniting a conflict that involves the haves vs. the have-nots. These
antagonists seek to affect change by disheartening the public in market states and furthering their
radical ideologies through threats and asymmetric attacks against populations, computer networks,
or critical infrastructure. Regional alliances of developed states play a crucial role in preserving and
protecting their increasingly vulnerable way of life. Historically, asymmetric threats are not new as
they span pre-modern times to the current day.
Discussion
Significant discussion about the “Asymmetric security environment” occurred with varying levels of
agreement and disagreement of its precise definition. Many nations agreed occurrence of the
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“Asymmetric security environment” is highly likely and will have great impact. The biggest
challenge to NATO is an enemy who is thinking in a way that NATO does not understand; any
thinking enemy thinking in asymmetric terms will exploit NATO’s weaknesses. While there are
many related Security Implications, many participants expressed their belief that the fundamental
issue is asymmetry. We always want to have asymmetry in our favour to counter every threat. We
must identify where we want to put our centre of gravity and where we need to concentrate our
limited resources and have the ability to shift to those priorities. There were a few participant
nations that disagreed that we are always seeking asymmetry. While many factors would lead to
asymmetry and problems, including economic (e.g., piracy as an alternative to making a living),
there is uncertainly whether or not this would lead to conflict.
Conclusions


The definition of “Asymmetric security environment” needs more focus and must include
the following sub-bullets:
o Given the unpredictable future, this is a complex problem that will be a continuing
threat.
o Global communication brings awareness of economic uncertainty and will add tension.
o Challenge to be flexible, creative, and adaptable.



Competition for Valued Resources Creates Asymmetry.
o Asymmetry among resources is a recipe for conflict and needs to be on every developing
country’s mind. From a military point of view, we are always trying to seek asymmetry
and still think of retaining/protecting territory as success. We need to consider the nonterritorial aspects. Possessing territory is not necessarily a measure of power anymore.
o In a future driven by competition for resources—whatever is valued such as territory,
technology, anything of high value can create asymmetry. This is very volatile because
it is very time sensitive - what is valued today may not be valued in 10 years. (e.g.,
Fishermen with a bad season can start seizing ships and demand ransom to make a
living.)



An “Asymmetric security environment” (and weapons of mass destruction (WMD)) with
reduced will to use military power undermines the cohesion on Alliance.



The desire to add sub-bullets to the definition of “Asymmetrical security environment”
indicates that the term is too broad and means too many things.



Some believe that we are in favor of an opponent thinking in the same way we do, and we
are surprised if they are thinking in a different way than we are.

Recommendation
SI&C-1.

Consider redefining “Asymmetrical security environment” to make it more focused
and to reflect that given the unpredictable future, this is a complex problem that will
be a continuing threat.

b. Organized crime
In the context of “Preliminary Future 1, "Dark Side of Exclusivity", the failure of individual states to
economically and culturally assimilate all of the immigrant population will breed resentment among
individuals and groups that are not assimilate. This tension gives rise to domestic and transnational
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security issues that allow organized crime to thrive in a society that is stressed by ethnic tensions,
mass welfare and disregard for the rule of law.
Discussion
When considering small nations with weak governments, organized crime generates friction with
other countries. The unique divisions among state, non-state, terrorists and criminals common in
the past are now virtually eliminated. There are now state-sponsored criminals, for example.
Conclusion
 The overlapping and blurring of the divisions between state, non-state, terrorist, and
criminal networks increases the complexity of organized crime, particularly in small nations.
Recommendations: None.
c. Challenged state monopoly on the use of force (PMC)
In the context of Preliminary Future 3, "Clash of Modernities," the role of Private Military Companies
(PMCs) has increased as local governments and multi-national corporations rely heavily on their
services and expertise, which includes access control, training, and supplementing official armed
forces. A limited supply of reputable PMCs fosters a profitable business model where loyalties may
give credence to the highest bidder rather than loyalty to the state. In combination, this leads to
erosion of the Westphalian model of state sovereignty on the use of force.

Discussion
The uncertain allegiance of PMCs is an important Security Implication that can create danger for
smaller states when there are no regulations and oversight of the PMCs. The challenged state
monopoly on use of force (PMC) is similar to Security Implication “o” (“Eroded state-society
cohesion”) in that some states give their sovereignty away willingly such as to the European Union.
Perhaps giving away sovereignty may be a driver to change. One nation raised the point that the
warlords are challenging the state monopoly. While the prevalence of warlords is a valid point, the
MFP has not looked at warlords—it is looking at how states evolve.
Conclusion


The issue “Challenged state monopoly on the use of force” is a significant one for NATO to
deal with because various nations have different views about legitimate use of force.

Recommendation
SI&C-2.

Consider how the addition of warlords will affect the “Challenged state monopoly on
the use of force.”

d. Challenges to dominant values (poor integration)
In the context of Preliminary Future 1, "Dark Side of Exclusivity," the developed states see increasing
migration from devastated regions. Immigrants are seeking improved opportunities and living
conditions in globalized nations where there is a population and workforce deficit. The developed
nations struggle to effectively integrate and assist the mix of values and ideas which results in a
stress on societal structures and the rule of law. Ethnic tensions along with mass welfare and health
issues arise which increasingly divides and segregates the growing population.
This Security Implication was not discussed in the plenary or syndicate sessions.
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e. Decisions by multinational corporations (MNC) challenge international order
In the context of “Preliminary Future 3, "Clash of Modernities", the rise of global companies
perpetuates a common set of values around the world. Nanotech based manufacturing is in
widespread use where manufacture costs have decreased significantly and removed barriers for
entry into the elite club of businesses. It is no longer the top 500, but rather the top 50,000
companies that are all run under a universalizing set of rules and norms which spurs great
competition and innovation. The private sector is in control of the ‘ship’ while the states are still
attempting to set the course. Non-state actors enjoy a more prominent role in international affairs
than most nation states.
This Security Implication was not discussed in the plenary or syndicate sessions.
f. Destabilization of previously stable governments
In the context of Preliminary Future 1, "Dark Side of Exclusivity”, like-minded developed states seek to
promote, protect and dominate information, financial and technical markets. International
organizations (IOs) play a defining role in defending and enforcing this system based on a globalized
rule of law. The innovation and wealth gap widens between market states and developing states,
which spawns instability (civil unrest and contested political legitimacy) and leads to the downfall of
previously stable governments. This threatens to disrupt the flow and access of resources, requiring
possible intervention on the part of regional alliances or individual states.
Discussion
One nation noted that “Destabilization of previously stable governments”, “An asymmetric security
environment”, “Disruption of vital resource flows”, and “Massive illegal immigration” were the
primary Security Implications, whereas all the other Security Implications were subsets of these four.
Conclusion


“Destabilization of previously stable governments” is a key security implication from which
other Security Implications follow.

Recommendations: None.
g. Devastation caused by weapon of mass destruction/weapon of mass effect
(WMD/WME)
The risk conditions under which a WMD/WME event might occur exist in all four Preliminary Futures.
In the context of Preliminary Futures 1and 2, "Dark Side of Exclusivity" and “Deceptive Stability”,
friction between market and developing states generate instabilities that foster the proliferation of
radical ideologies and criminal networks which have the capability and will to employ
WMD/WME. In Preliminary Future 2, the result of a catastrophic event is magnified by a population
consumed with domestic concerns with little to no capability to respond. A different character of
vulnerability is found in Preliminary Future 3, "Clash of Modernities". In this future, highly networked
urban centres are more fragile, increasing the relative effect of a WMD/WME attack. In the context
of Preliminary Future 4, "New Power Politics", traditional notions of deterrence underlie the
aggressive pursuit of nations to become nuclear powers. The notion of deterrence in Preliminary
Future 4 is in stark contrast to the other three Preliminary Futures where traditional notions of
deterrence are less relevant.
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Discussion
One nation noted that the proliferation of WMD is a very important security implication because
the fear created by WMD/WME drives many other security implications. “Devastation caused by
WMD/WME” impacts immigration and economics. Additionally, WMD/WME are available on the
open market, lack controls, and can cause widespread fear. In the opinion of one NATO nation,
with the transition away from state to non-state actors that acquire WMD (biological/chemical),
our ability to deter breaks down. It is not clear how one deters a non-state actor, especially
considering how difficult it is to track the groups and what the groups have acquired. Although it is
difficult to trace WMD/WME to a specific state, once this has been done, the problem is more
identifiable and easier to manage. Thus, it was strongly noted that this Security Implication is tied
to the need for good intelligence and relates to legitimacy to address the problem. Another
participant noted that the more that a nation uses its possessed WMD as a means to leverage its
influence on others, the more we will have to address all the issues related to WMD.
Conclusions


“Devastation caused by WMD/WME” along with “Asymmetric security environment” and
the “Reduced will to use military power” undermines the cohesion of the Alliance.



WMD/WME is related to technology and new power politics as states acquire nuclear
capabilities. There are second and third order effects beyond the first-order effects.



As non-state actors acquire WMD/WME, NATO’s ability to deter their use breaks down. A
vicious circle can be created with the establishment of a national policy to use WMD
against terrorists.

Recommendations
SI&C-3.

Consider a political decision to add to NATO declarations regarding: (1) when NATO
would strike preemptively; and (2) how NATO will respond to a WMD/WME
incident.

SI&C-4.

Consider tying improvements in specialized intelligence to this Security Implication.

h. Disruption of vital resource flows
The risk conditions under which vital resource flows may be disrupted exists in all four Preliminary
Futures. For intentional disruption, what varies across the Preliminary Futures is the motivation and
desired effect. In Preliminary Future 1, "Dark Side of Exclusivity", climate change may be responsible
for environmental catastrophes that cause the disruptions. An increased vulnerability to attacks on
resource flows emerges from Preliminary Future 2, "Deceptive Stability", where the populations fail
to recognize potential threats of this nature. This vulnerability is amplified in Preliminary Future 3,
"Clash of Modernities", as societies’ critical resource flows are more interconnected and
interdependent across modern urban centers. "New Power Politics" envisions a future reminiscent of
the past where the threat of disruption to resource flows is largely motivated by state power politics.
Discussion
One nation noted that “Destabilization of previously stable governments”, “Asymmetric Security
Environment”, “Disruption of vital resource flows”, and “Massive illegal immigration” were the
primary Security Implications, whereas all the other Security Implications were subsets of these four.
Resource shortages and climate change are primary drivers.
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Conclusion


There are many different ways, each with its own merits, for organizing and categorizing the
different Security Implications.

Recommendation
SI&C-5.

Review and revise, as necessary, the structure of Security Implications as the MFP
progresses.

i. Exploitation of corporate and state secrets
Protection against the “Exploitation of corporate and state secrets” will always be a concern but in
the context of Preliminary Future 3, "Clash of Modernities", national alliances have weakened and
uncertain loyalties create opportunities for this type of exploitation. Net-centricity has spurred the
growth of technological capabilities to capture and sell corporate and state secrets to opportunistic
actors both within the advanced societies and the hinterlands.
This Security Implication was not discussed in the plenary or syndicate sessions.
j. Massive illegal immigration
The most significant conditions for the risk of “Massive illegal immigration” are found in Preliminary
Futures 1 and 2. In these two futures, “Massive illegal immigration” from failed governance or the
spill-over of ethnic or religious conflicts threaten social and economic institutions of surrounding
states.
Discussion
It was noted that “Destabilization of previously stable governments”, “Asymmetric security
environment”, “Disruption of vital resource flows”, and “Massive illegal immigration” were the
primary Security Implications, whereas all the other Security Implications were subsets of these four.
One nation noted that they see a great deal of illegal immigration, but the truth is that these people
are coming because their home states are letting them come and this should be addressed. Another
nation commented that while strong border systems keep illegal immigrants out, the fact remains
that the aging population in those border regions require a younger immigrant population for
support. It was suggested that when the Alliance looks at the phenomenon of illegal immigration
that we recognize the need to take care of the people, but also take care of the states from where
they come.
One point of view offered that perhaps we are too focused on the outside. One nation questioned
whether there is a disconnection between expeditionary operations capability and territorial
integrity and whether their forces were sufficient to support a self-defence capability while also
contributing to out-of-area operations under Article 5. For example, border forces alone may not
provide enough deterrence if a situation like Georgia is repeated. Perhaps we should focus on a
homeland security perspective. Maybe the threat is already in our society or will be here in the very
near future. Consider one example where in one nation the police are already known to be unable
to cope with certain actions within the country. The military is already prepared to be engaged for
homeland security responses. Perhaps in the future a big part of our armed forces will be engaged
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in homeland security. However, how does the Alliance address this when every nation is so
different?
Conclusions


Even though they may be asked to support expeditionary operations (which may include
Article 5 operations), nations must sustain forces at home for homeland and territorial
defense as a first priority.



The Alliance and others will be challenged as we look at how to support each other’s internal
homeland defence. NATO must move forward in a manner that does not risk offending
national standards.



A dichotomy is created by the will of the states to keep immigrants out with the states’
acknowledgement that aging populations may require younger immigrant support.

Recommendations
SI&C-6.

Consider aging populations in border regions which may necessitate younger
immigrant populations for sustainment

SI&C-7.

Consider how the Alliance will address homeland security when every nation is so
different.

k. Increasing number of potentially hostile states
Hostile states are characterized by their resolve not to cooperate economically with other states or
aggressive actions towards states that threaten populations. In the context of Preliminary Future 1,
"Dark Side of Exclusivity", arrogance in market states who have little interest in resource-poor
states combined with deteriorating climate conditions, fuel hostility in developing states.
This Security Implication was not discussed in the plenary or syndicate sessions.
l. Large-scale warfare
The potential for “L-scale warfare” is most pronounced in the risk conditions found in Preliminary
Future 4, "New Power Politics". The competition for resources in ungoverned spaces (amongst a
large group of both nuclear and non-nuclear states) fuels inter-state conflict eroding
existing alliances. Regional spheres have emerged as states compete for military and economic
power in this multi-polar world. There is little incentive to build international organizations to govern
and mediate inter-state conflicts.
This Security Implication was not discussed in the plenary or syndicate sessions.
m. Issue of right/obligation to intervene
In the context of Preliminary Futures 1 and 4, failed governance, interstate rivalry, and conflicts
initiated for control over ungoverned spaces creates a ripe environment for mounting violations of
human rights. Violations of personal liberties cultivate into wide spread ethnic cleansing and
genocide as warring factions attempt to tip the balance of power in their favour. Fear over the
potential spill-over of ethnic, religious or ideological conflicts, coupled with public outrage over
atrocities, compel developed nations to intervene as evidenced in the UN/NATO intervention in
Bosnia-Herzegovina between 1992-1997.
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This Security Implication was not discussed in detail in the plenary or syndicate sessions.
n. Liberal-democratic values and ideas at risk
In the context of all four Preliminary Futures, proliferation of radical ideologies coupled with
uncontrolled migration and the subsequent competition for ideological supremacy, results in tension
and instability along ethnic, religious, and political lines. To protect cultural and political norms, likeminded states form alliances to promote cultural identity. Additionally, unassimilated immigrant
populations perpetuate conflicting values and ideas within the state.
Discussion
One NATO nation commented that people are moving and are being assimilated in these worlds in
various degrees—this leads to tension.
Conclusion


The ability of NATO to establish a narrative that speaks to all the people involved along
ethnic, religious, and political lines is important.

Recommendation
SI&C-8.

Create a narrative that speaks to all the people involved along ethnic, religious, and
political lines that is guiding and understandable to all potential immigrants.

o. Eroded state-society cohesion
In the context of Preliminary Future 3, “Clash of Modernities”, shifting loyalties between state and
non-state actors, and increased reliance on private military corporations, challenge traditional state
roles. Information operations by non-state identities and the growing power of corporations erode
state loyalties as populations capitalize on highly integrated multinational economies. The power
and importance of the state declines as a result of more distributed power (supranational, corporate,
state and metropolitan).
Discussion
One nation noted that it is becoming increasingly difficult to maintain a national state identity and
survive in the global environment. The relevance of the state in general and the primacy of state
decisions in general are becoming less important, particularly for a small nation. Attendees noted
that some states have changed willingly in that some states have given away their sovereignty to an
organization like the European Union. This may be the beginning of the end of state as we know it.
Conclusions


There is a weakening role of the state driven by the changing the environment in which we
are working. It’s not only that the state has eroded, but the framework for working with
states is eroding.



The “Eroded state-society cohesion” does not adequately cover the willingness of nations
to give up sovereignty is not well-covered. “Challenged state monopoly on the use of
force” covers some of it, but not entirely.

Recommendation
SI&C-9.

Consider refinement of the definition of the eroded state-society security
implication and include the concept of willing relinquishment of state sovereignty as
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it relates to membership in organizations like the European Union.

p. Negative impact on critical infrastructure
In the context of Preliminary Futures 1, 3 and 4, violations of territorial integrity caused by religious,
or ideological conflicts, have the potential to significantly disrupt access to infrastructure that is
critical to state economies. Additionally, shifting state alliances, potential conflicts over ungoverned
spaces, and the threat of terrorism which are inherent in those futures, all expose significant
economic vulnerabilities to any interference with critical infrastructure. In the context of
Preliminary Future 2, “Deceptive Stability”, national tendencies to concentrate on domestic issues,
render state infrastructures vulnerable to attacks from external sources. The inability to anticipate,
sense or shape the external security environment exposes critical infrastructure to numerous forms of
attack (both cyber and physical).
This Security Implication was not discussed in the plenary or syndicate sessions.
q. Negative impact on economy
In the context of Preliminary Futures 1, 3 and 4, environmental changes, disputes over resource rich
territories, and interstate rivalries all have the potential to negatively impact globalized economies.
Conflict spill-over expose vulnerabilities to strategic chokepoints and infrastructures in ungoverned
spaces which cause massive disruptions to interdependent economies as they lose access to critical
resources. In the context of Preliminary Future 2, “Deceptive Stability”, tendencies to concentrate on
domestic issues leave states ill prepared to deal with transnational criminal flows or potential conflict
pill-over into domestic domains.
Discussion
One nation noted that the economy plays the role of most important Security Implication as there is
a reduced economic basis to pay for defence. As the economy declines, so will the military.
Conclusion


Until the latest economic downturn, the negative economy was never seen as important,
but it is now. Perhaps it should be addressed by social means while recognizing the effect
of economies on future military capabilities.

Recommendation
SI&C-10.

Consider economic downturns as a Security Implication and as one that should be
addressed by social measures and not by military means.

r. Population hostility and unrest
In the context of Preliminary Future 1, “The Dark Side of Exclusivity”, the proliferation of radical
ideologies combined with uncontrolled migration and shifting population mixes, cause tension
among ethnic groups. Unassimilated populations contribute to growing ethnic tensions and stresses
states traditional societal structures. Spreading radical ideologies challenge state authority.
Terrorism is used to further exacerbate civil unrest.
This Security Implication was not discussed in the plenary or syndicate sessions.
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s. Reduced influence of individual nations or international organizations (IOs) to manage
crises
In the context of Preliminary Future 4, “New Power Politics”, the influence of IOs ) is significantly
reduced as nation states dominate the political landscape. In this zero-sum situation one state’s gain
in resources or sphere of influence leads to a decline in power of another state and the same holds
true for coalitions. Therefore, shifts in power distribution result in swift reactions by individual nation
states that have little patience for consensus building. This reluctance therefore leads to a diminished
influence of IOs in times of crisis.
Discussion
One nation noted that a reduced influence of individual nations exists that may be tied to economic
factors. It was also noted that traditional views of dominance may be, or are already being
challenged by changes in economic balances. An example given was the emergence of India and
China as dominant nations owing to their economic strength.
Conclusions: None.
Recommendations: None.

t. Reduced self-defence posture
In the context of Preliminary Future 2, “Deceptive Stability”, the prolonged absence of an external
security threat paired with an overemphasis on domestic concerns, leads to strategic inattention.
Internal stresses on societal structure and ethnic tensions caused by unsuccessful immigrant
integration policies result in challenges to the rule of law. An increasing number of states refocus
their budgets to cope with domestic challenges. Significant defence spending in the absence of an
identifiable threat becomes less justifiable. Subsequently, the ability for a state to anticipate, sense,
and shape the external security environment is severely degraded.
This Security Implication was not discussed in the plenary or syndicate sessions.
u. Reduced will to use military power
In the context of Preliminary Future 2, “Deceptive Stability”, the resolve to use military power for
expeditionary operations is diminished. This stems from a combination of over-attention to domestic
concerns such as: maintaining social and cultural cohesion in the face of large numbers of migrants,
massive stress on existing health care and welfare systems, and reduced military capability.
Discussion
One nation noted that along with “Asymmetric security environment” and “Devastation caused by
WMD/WME,” the reduced will to use military power undermines the cohesion on Alliance.
Conclusion


The reduced will to use military power may cause one to question the value of the Alliance,
which may then have an impact on the cohesion of the Alliance.

Recommendations: None.

v. Overemphasized security vs. personal liberties
In the context of Preliminary Future 3, “Clash of Modernities”, repeated asymmetric attacks
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demonstrate a high degree of technical exploitation by perpetrators. The clash of incompatible belief
systems is fuelled by information operations from strong non-state identities who utilize marginalized
extremist groups to carry out attacks against identified key nodes. In order to counter the threat the
technocratic leadership employs the newest technologies to find, track, and detain extremists. An
abundant use of panoptical surveillance and constant monitoring of communication systems leads to
increased concerns over violations of personal liberties.
This Security Implication was not discussed in the plenary or syndicate sessions.
w. Uncertain allegiance of PMCs
In the context of Preliminary Future 3 “Clash of Modernities”, the high dependency on a constant
flow of vital resources constitutes a requirement for constant protection of critical resource nodes at
home and abroad against attacks from marginalized extremist groups. PMCs) become the preferred
asset to protect these vital assets abroad since they operate cost efficiently and casualties during
combat action do not stir as much domestic concern as they would with national military forces. As a
result of their increased significance, PMCs continue to grow/merge and become global security
players with military power equaling that of small to mid-size states. Considering that the primary
objective of PMCs is profit, there is an inherent security risk that a PMC may shift loyalties to the
highest bidder.
Discussion
One nation suggested that PMCs are going to get better equipment than national military forces
because PMCs have better financial systems and management. One could compare PMCs to
financial corporations with unknown operations, rules and interrelations. This could create dangers
for smaller states because of PMCs’ financial power.
Conclusion


Without means for addressing the power of PMCs (with unknown operations and
procedures) smaller states could become vulnerable as PMCs compete with legal
governments.

Recommendations: None.

x. Undermining national and international law
In the context of Preliminary Future 1, “Dark Side of Exclusivity”, a continuous flow of immigrants
migrating either to find better living and working conditions or fleeing devastated areas lead to a
shifting population mix. Developed states struggle to integrate and accommodate the mix of cultural,
religious, and political views and values, which increasingly divides and segregates society. Growing
parts of the unassimilated migrants disavow existing ethic and legal foundations of the hosting state
and challenge the rule of law.
Discussion
One partner commented that the undermining of national and international laws erodes our values
and leads to conflicts among states or groups, and prospects for peaceful resolution of conflicts are
reduced. It is the inability to implement law that is one of the major contributors to problems in the
third world and relative security. This is also important to NATO as this may limit its ability to act.
Additionally, one Alliance member wished to avoid a misimpression and clarified that there was not
an adoption of Sharia law in the UK, but rather a growing acceptance by Muslims to use Sharia law
as part of binding arbitration.
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Conclusions


Values and the legitimacy for NATO to act must be respected.

Recommendations: None.

y. Eroded cohesion of existing alliances
In the context of Preliminary Future 4, “New Power Politics”, national interest re-emerges as an
important force driving foreign and security politics within the existing conglomerate of powerful
states. As such, states continuously strive to remain a balance of power between each other by either
using their economic power to increase military posture, expanding their sphere of influence, or by
forming temporary coalitions with whoever appears to be best suited to preserve that states’ security
and freedom of action. This may lead to an erosion of existing alliances in case a key member or a
number of smaller members of that alliance decide to realign themselves with other states /
coalitions.
This Security Implication was not discussed in the plenary or syndicate sessions.

Additional Security Implications Proposed by Participants
1. Reduced Economic Basis and Internal Economic Competition
Discussion
The reduced economic basis (economic competition for military funding ) is a long-term trend and is
the biggest threat to security due to relative decline of the west, especially with the rise of
developing countries like China and India.
Conclusion


Economic competition for military funding is a threat to security and therefore is a Security
Implication. The risk of deflation and inflation in history has always led to war.

Recommendation
SI&C-11.

Consider these global changes such as reduced economic basis as a Security
Implication.

2. Large state vs. small state conventional war
Discussion
One member nation mentioned that since the last large war, we have had many small-scale wars in
recent history. They have not been defined as Ideological—this would be a cover for other reasons.
The aim has been resources, economy, and expanding influence or control.
Conclusions


Small state wars have occurred in recent history and have not been for ideological reasons
as much as they have been for economic or geographic intentions to expand one’s own
potential way of influence. This discussion item is related to “sphere of influence”.
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Recommendation
SI&C-12.

Consider Small State conventional wars as a Security Implication.

3. Loss of State Sovereignty
Discussion
Our history for centuries has been for the state to provide security, education and health. The
challenge to this state monopoly may be an unwilling change, or willing change, to give their
sovereignty away to some international institution, such as European Union.
Conclusion


Loss of state sovereignty creates a security implication in that a country in the EU may be
legally barred from contributing to NATO. Some European countries are integrating to the
point of losing sovereignty.



Willing relinquishment of state sovereignty to organizations like the EU may weaken the
Alliance.

Recommendations
SI&C-13.

Consider creation of Loss of State Sovereignty as its own Security Implication rather
than to address it within Eroded State-Society Cohesion.

4. Inability to Maintain a Technological Advantage
Discussion
An Alliance nation noted that we cannot take for granted that we are the top technologically—we
may not able to maintain our technological lead. We have evidence that technology will work to our
disadvantage. For example, in China the top 10% of Chinese engineers are involved in technology.
In the future, it will be become harder to maintain the security of technology. For example, what
happens if someone takes away our internet or our unmanned air systems or we lose
communications, etc? There are 19 nations in the Alliance that have significant use of outer space
with satellites. What if our bandwidth is reduced or there is denial of the electromagnetic spectrum
and assured access to space to include satellite, TV, etc.?
Conclusions


Several large countries are increasing in strength in recent years. There are countries that
recently obtained nuclear or space capabilities. If the internet/GPS/computers collapse, we
may be out of business.



Technology can work to NATO’s advantage, and we are very capable to use our information.
However, it all stops working when it’s taken away, even temporarily.

Recommendation
SI&C-14.

Consider adding the inability to maintain a technological advantage (e.g. denial of
electromagnetic spectrum and assured access to space) as a Security Implication.

33

5. Climate Change
Discussion
There was strong support from several attendees that ACT needs expertise in climate change and
should support a “think tank network institution” capability so that NATO could turn to the experts
who are following these issues.
Conclusions


Current expertise in Climate Change is required and may be met by use of think tank
networks or institutions.

Recommendations:
SI&C-15.

Continue with the use of networked think tanks specializing in global climate
change.

6. Counternarcotics
Discussion
One NATO nation mentioned that there is an absence of counter-narcotics in the Security
Implications.
Conclusions


Some members of the Alliance have expertise and capabilities in counter-narcotics.

Recommendations
SI&C-16.

Consider adding counter narcotics as a Security Implication.

7. Cyber Warfare
Discussion
One nation asked whether we should include cyber warfare as a Security Implication or whether the
team considers “cyber” to be a new element of WMD/WME. Discussed as a WME, one NATO nation
suggested that we could consider it as a weapon of mass “disruption.”
Conclusions


Just as we have included communications and networks under “Use of Technology,” we
should examine Cyber Warfare as an important Security Implication.

Recommendations
SI&C-17.

Define cyber warfare in the context of the MFP and create a new Security
Implication.
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8. Failed State with WMD (Nuclear)
Discussion
One nation raised the point to include Failed State with WMD (Nuclear) as a Security Implication.
Conclusions: None
Recommendation
SI&C-18.

Consider adding Failed State with WMD (Nuclear) as a Security Implication.

9. Human Rights, Human Dignity and Justice
Discussion
One nation raised the point to include Human Rights, Human Dignity and Justice as a Security
Implication.
Conclusions: None
Recommendation
SI&C-19.

Consider adding Human Rights, Human Dignity and Justice as a Security Implication

10. Rise of Legitimate and Illegitimate Commercial Enterprise
Discussion
One nation mentioned the issue of the relevance of states and the primacy of political decisions
becoming less important as the importance of other actors rises. The rise of business, both
legitimate and illegitimate in large scale, affects the way they approach the states. For example,
drug cartels’ ability to own submarines to run drugs or to create pacts with others whose resources
exceed the resources of a state affect the way they approach states (favourable tax situation or
leave country) and the states’ ability to finance programs. Commercial entities like Wal-mart in
some cases have much more money than states’ budgets.
Conclusions


With the increased incidence of the rise of large-scale business enterprise, both legal and
illegal, exceeding the scale of the state, the effort to raise funds for military and social needs
through taxes becomes difficult.

Recommendation
SI&C-20.

Consider adding the “Rise of Legitimate and Illegitimate Commercial Enterprise” as a
Security Implication.

11. Emergent Powers – not necessarily for us or against us.
Discussion
One nation raised the point to include Emergent Powers as a Security Implication.
Conclusions: None
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Recommendations: None

Security Implications and Challenges: Traditional Thinking?
Discussion
Using ACT as the Think Tank, the MFP serves as an exercise to trigger thinking. From the beginning
MFP involved universities and obtained guidance from non-military contributors. In accepting that
all may not agree, the MFP allows for the consideration of the Security Implications and the
challenges that NATO faces. With respect to Security Implications and the deduction process, are we
not thinking traditionally? One observation noted problems with the logic of the process. Instead
of, “So what should the military be prepared for?” should it read, “So what should NATO be
prepared for?” This assumes that NATO will continue to prevail and will transform itself.
According to one nation, we have to distinguish between military and political aspects of the Alliance
while not jeopardizing the political cohesion within NATO. Sometimes in NATO we are well
positioned to provide guidance to political decision makers so maybe a greater need exists to see the
interrelationship between political and military approaches. Perhaps the MFP may be a means to
empower our political masters to maintain our military capabilities. While it’s possible to agree on
political, there is relative agreement that not all militaries will be able to do all the tasks. For some
nations may say they agree politically, but will not be able to participate militarily. One participant
cautioned however, that if we are talking about a coalition, we could end up saying why do we need
NATO? Or perhaps we should put additional emphasis on prevention. While it is NATO’s
responsibility as a military to advise our political masters, we must work to prevent the
happenings—it’s the proactive actions that we expect from the political side.
Finally, there are facets of the challenges for NATO that are military and some that may be civilian.
Under the Comprehensive Approach, we are doing things that would have been impossible five to
ten years ago. At the end of the day, there are some divisions of labour that NATO cannot cope with
and therefore, is on a good path to discuss with other International Organizations. This may send a
message to the European Union or other non-military organizations that even with NATO’s strong
history, there are things that NATO will not and should not do.
Conclusions




Not all challenges will be tackled by military means. Although the defence Alliance benefits
from the development of new tools or lessons learned from the military, NATO has moved
more to a Comprehensive Approach and must consider the interaction with civilian agencies.
Perhaps a box should exist between security implications and military implications called
“military advice”.

Recommendations
SI&C-21.

Consider placing more emphasis on the prevention of undesirable actions such as
defining political and economic mitigation before turning to military implications.

SI&C-22.

Discuss how the military may provide guidance to our politicians when considering
the challenges of the future, and thereby shape our future before we have to spend
money.
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For what should the Alliance be prepared?
Discussion
When NATO reaches consensus it achieves great legitimacy, but the tempo can cause problems. By
the transforming its decision making process, NATO recognizes that it will be able to say that it can
or cannot cope, or that the Alliance is missing this capability. Understanding that each country may
not agree, NATO must be able to prepare for the situation. Partners may have an expectation of a
rapid response that NATO is not able to reach all the time. With speed and tempo of events
increasing, what about the consistency and efficiency of the decisions that we make as an Alliance if
events are moving very quickly?
Conclusion


There is some merit to consider how our commitment of manpower and resources are made
to support a decision. At stake for all of us in NATO is the consistency and efficiency of
decisions that we take together. We have some functional consideration to look at defence
planning and how it can be handled in a proper way.

Recommendation
SI&C-23.

Examine the decisions NATO makes together to revitalize this business to be more
consistent and efficient.

International Command and Control?
Discussion
NATO is often called up to support search & rescue or similar missions where communication and
information flow becomes critical. But who has command and control if NATO is providing support
to a nation? At the national level, C2 exists where the military is subordinate to the civilian
authorities. However, how does C2 work at the international level with NATO, when the military
must comply with civilian authorities? NATO needs to be ready to accept subordination when
required as part of the Comprehensive Approach, even while at the same time the military has good
planning and C2 capabilities. We need to be able to interact with local authorities and this becomes
complicated in NATO since we don’t have the procedures yet. One SPMC nation noted that the
police and military are already sharing some communication and databases.
Conclusion


The Alliance recognizes that C2 will be situational based upon differences among the
countries. Not all countries are going to agree perfectly, but we must be prepared to explore
how information may be shared.

Recommendation
SI&C-24.

Create conditions and procedures to work together whereby nations and other
organizations become willing to share more information on compatible systems.
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Remain Relevant and Proactive
Discussion
What can we do proactively as an Alliance to be ready for the changing conditions? It often seems
we only work in reactionary mode instead of looking ahead and preparing. It was recognized that the
challenges discussed concern the NATO members and in some cases, not partners or others. In the
case of one ICI attendee, their region faces many challenges and is uncertain about the role of NATO,
and that NATO will face the challenge to prove itself to be a credible body for Mideast partners.
However, the ICI countries are very important partners to NATO.
Conclusions




We must be able to work together to be able to build cooperation and build mutual
knowledge and understand how to improve relationships. Regardless, out of the box
thinking must be the standard.
We must be prepared to support or be supported in non-traditional ways and continue to
think and prepare in non-traditional ways. It has to be ongoing and continuous process.

Recommendations
SI&C-25.

Continue to review and work with partners since relevancy of the challenges varies
for both members and partners.
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Security Implication Mitigation
Introduction
Security Implication Mitigation is the step in the process where strategies, plans or solutions for
lessening or eliminating Security Implications are considered. It is the step where military and nonmilitary solutions to Security Implications (problems) are considered.
The Security Implication Mitigation discussions in this chapter are based upon the work done in the
two syndicates. Discussions were held on mitigation of only eight of the twenty five Security
Implications. Discussions were limited by time constraints.

Overview
The “Asymmetric security environment” was the Security Implication that most concerned
participants from partners and NATO nations. Significant plenary and syndicate discussions were
also held concerning two other Security Implications, “Devastation caused by WMD/WME (Weapons
of Mass Destruction/Weapons of Mass Effect)” and “Disruption of vital resource flows”. Legitimacy
and common values were prominent in discussions on the Security Implications topics of “Reduced
will to use military power”, “Issue of right/obligation to intervene”, and “Destabilization of
governments”. The necessity of a Comprehensive Approach was evident in most of the mitigation
discussions. Security sector reform was a significant discussion item in the “Reduced self-defence
posture” discussion. The mitigation of “Massive illegal immigration” was not discussed in detail
owing to time constraints.

Mitigation of Asymmetric Security Environment
Discussions: Mitigation of Asymmetric Security Environment
Invest in Troubled Developing Countries using a Comprehensive Approach - (Prevention)
Failed and failing state remediation will be part of the future for which NATO and its Partners must
be prepared. Stabilisation and reconstruction (S&R) plans must be applied in a more efficient,
effective and coherent manner. Using a Political, Military, Economic and Civil (PMEC) model was
seen by participants as an effective method, especially if applied as a preventative measure before a
state fails. It was felt that stable governments and countries are not necessarily “incubators” for
terrorists and other groups willing to use asymmetric attacks against populations, governments or
the Alliance.
Addressing the Asymmetric Security Environment Consequences (Cure)
When measures to prevent the establishment of “Asymmetric security environment” are ineffective
there is a need to implement strategies to cure the asymmetry. The Alliance will need to have
developed a strategy and capabilities that include diplomatic relationships to isolate the threat;
economic influence to coerce reluctant nations; corporations and International Organisations (IOs);
communications skills to clearly establish the Alliance as working for a common good in any theatre;
and direct action military skills to eradicate those threats that are not ameliorated by diplomatic,
economic and communications capabilities.
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Limiting Vulnerability in Developed Countries (Protection)
The threat that the Alliance populations will face in the future will be diffuse and lethal. The Alliance
will need to develop strategies and capabilities to protect the population and minimize the
effectiveness of any attacks.
Improving Intelligence
One of the most valuable tools in preventing, curing and protecting against asymmetric attacks and
campaigns is an effective intelligence strategy and policy. Attendees felt that there was a need to
focus on human intelligence. Other capabilities that required improvement were in sensing and in
long-term analysis. The ability to rapidly and effectively share intelligence appeared to be a key
concern for future effectiveness in combating the future asymmetric security threats.
Engage and Win the Values and Ideas Competition
There was significant sentiment in both syndicates that NATO needed to be able to compete with
other entities for the moral high ground, presenting in a rapid and effective manner the values and
ideas that NATO and its Partners would advocate in any engagement, operation or strategic
environment. The current state of strategic communications capability in NATO was widely seen as
inadequate and a significant strategic vulnerability for the Alliance.
Improve NATO Credibility through Good Works
Winning the moral high ground competition should be a strategic aim for NATO and its Partners.
Supporting charitable works, nation building, training and emphasizing respect for cultural
differences and a respect for human life will significantly enhance the stature of NATO, especially if
coupled with effective dissemination of the message using an effective strategic communications
capability. Providing aid to the poorest on earth would not necessarily need to be tied to an
emerging asymmetric security environment.
Develop an Overarching Comprehensive Approach Strategy for NATO and its Partners
The syndicates felt that NATO must develop a Comprehensive Approach program if it is to effectively
counter the future Security Implication “Asymmetric security environment”. This discussion is
different from the first discussion point (prevention) because the establishment of a CA policy is a
critical building block, which if not developed at the political level, will prevent the elements of
power from working in a coordinated manner to prevent threats against populations from
developing.
Conclusions: Mitigation of Asymmetric Security Environment
 Addressing the Security Implication “Asymmetric security environment” must be done in a
comprehensive manner by preventing its emergence, using political and military means if
prevention fails, and at all times, protecting the populations of NATO and its partners.


Intelligence for the future threat requires improvement in human Intel, sensing, long term
analysis and the ability to share intelligence information



A rapid and effective Strategic Communications Strategy is required to mitigate the future
asymmetric security environments.



Good works can significantly improve the image of NATO.
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A Comprehensive Approach Strategy is essential to addressing the future asymmetric
security environments.

Recommendations: Mitigation of Asymmetric Security Environment
SIM-1. Propose a Prevention, Cure, Protect (PCP) security mitigation strategy for the
Asymmetric Security Environment within the Multiple Futures Project.
SIM-2. Cascade intelligence requirements to the Military Implications work of the Multiple
Futures Project.
SIM-3. Include a Strategic Communications Mitigation Strategy for “Asymmetric security
environment” in the Multiple Futures Project.
SIM-4. Promote CA as a fundamental building block for future “Asymmetric security
environment” mitigation strategies which protect NATO’s and its partner’s populations.

Mitigation of Devastation Caused by WMD/WME
Discussion: Mitigation of Devastation Caused by WMD/WME
Enforcing Non-Proliferation Authority
There was significant discussion of political and military means to support non-proliferation regimes.
Both political and military means were recognized as essential and interdependent. There was also
significant discussion about the limits of NATO authority and legitimacy to support these efforts.
There was broad consensus that WMD posed a significant threat in the future, and some partner
nations expressed their grave concerns over the future Nuclear Threat to their populations from
proliferation.
Pre-emptive Military Action for WMD.
The issue of pre-emption to counter WMD was a natural part of the non-proliferation discussion.
Pre-emption created significant debate and discussion within the workshops. There was not
agreement upon the appropriateness of the use of pre-emption. The partners seemed to have more
tolerance of the concept and necessity than NATO nations did. One issue was a discussion of the
greater possibility of military success for pre-emptive measures (ounce of prevention versus pound
of cure). The other issue was the loss of legitimacy that pre-emptive actions may create. (It would
partially cure the WMD threat, but create other tensions and problems in world public opinion and
NATO legitimacy). While there was not agreement on the appropriateness of pre-emptive military
action, there was agreement that the mitigation option should be elevated as an option to the
political level, as the issue is a fundamental political issue.
Deterrence
Deterrence was seen as the overarching preventative measure for WMD. It comprised three basic
components. The first was the political and diplomatic effort to prevent the proliferation of WMD
covered in the enforcing non-proliferation authority. The second issue is the military ability to
counter threats such as ballistic missiles. The third issue, retaliation, is the ability to respond to an
attack with a massive response.
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Non-proliferation enforcement was seen as essential to limit the size of the threat, which is
projected to increase in numbers in the future to nations, and possibly non-state actors. Limiting the
non-state actor’s ability to obtain WMD is seen as critical because the ability to stop terrorist use of
WMD once obtained is limited.
Military capabilities to interdict WMD attack, with methods such as Ballistic Missile Defence were
recognized as a necessary part of deterrence. Discussions of affordability and of space based issues
were briefly mentioned.
Retaliatory strikes were mentioned, but the issue was not addressed in depth. One syndicate felt
that retaliation might not be effective against an attacker who could not be identified or who was
not concerned about direct retribution such as a terrorist attack.
In summary, deterrence was seen as a much more effective mitigation strategy when the political
and military aspects were interwoven in a logical and transparent manner. Deterrence should
include non-proliferation efforts, military defence and retaliation capabilities. Deterrence was seen
as much more effective when a group of nations had a common policy, than when individual nations
had such a mitigation strategy. Military capabilities and retaliatory capabilities were seen as less
effective against terrorist use of WMD.
Consequence Management
The extraordinary difficulty for a country to provide all of the proper support required after a WMD
event, especially a nuclear detonation or pandemic, was recognized. NATO’s and partner military’s
role in planning to respond to such situations is unclear. Military response was viewed as being less
effective because the military was in a supporting, and not lead role. There was significant
discussion about the unique planning, communications, logistics and transportation capabilities that
militaries can bring to bear to such a crisis and whether nations should develop these capabilities in
other agencies or adapt the military to provide the needed capability. The discussion of a
Comprehensive Approach as a viable solution to help reduce the devastation of WMD attack was
very positive from both NATO and partners. The future NATO policy was seen as a political matter
for NATO’s level of ambition to respond to such a crisis.
Improving Intelligence
The improvement of human intelligence networks to support the non-proliferation and counterproliferation efforts was seen as important to the success of such programs. The level of
cooperation amongst states was seen as vital to that improvement. The ability to share, cooperate
and even have visibility of the capabilities of friends was seen as sub-optimal and needing work in
order to improve. It was recognized that some partners have significant intelligence capabilities to
share.
Multi-National Effort
It was recognized that NATO cannot be nearly effective at enforcing non-proliferation authority,
providing deterrence, delivering consequence management support or improving intelligence as a
broader coalition could provide. NATO should therefore, at the political and military levels, develop
a broader like-minded community to support a strategy of WMD mitigation.
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Conclusions: Mitigation of Devastation Caused by WMD/WME
 NATO, with its friends and partners, should support diplomatic and military non-proliferation
efforts


The issue of future WMD pre-emption cannot be planned at the military level until this
fundamental political issue is addressed.



An integrated WMD deterrence policy with aspects of non-proliferation at both the political
and military levels and military capabilities to interdict and assure retaliatory strikes is
needed within the MFP.



WMD attack will require a co-ordinated Civil-military response to minimize the devastation
to populations that such an attack will cause



The intelligence network is fragmented and many opportunities are missed because of this
sub-optimization



A broader group of Nations or organisations than NATO would be more effective in
addressing WMD issues

Recommendations: Mitigation of Devastation Caused by WMD/WME
SIM-5.
Insert both political and military support to non-proliferation authority in the MFP.
SIM-6.

Elevate WMD pre-emption to the political level for fundamental guidance.

SIM-7.

Address deterrence in NATOs WMD security mitigation strategy in the MFP.

SIM-8.

Promote, within the MFP, a Comprehensive Approach to Pre-planning for a response
to WMD attack.

SIM-9.

Develop the requirement for an integrated intelligence network for NATO and its
friends within the MFP.

SIM-10.

Define, within the MFP, a possible role for NATO as an IO in a bigger WMD umbrella
organisation.

Mitigation of Destabilization of Governments
Discussion: Mitigation of Destabilization of Governments
Improve NATO’s Support Capability
It is recognized that in the complex future operating environment that the military will work as part
of a Comprehensive Approach and that at times NATO will be in a supporting role. Development of
supporting role capabilities will allow NATO to play an appropriate timely role in mitigating the
Destabilization of Governments Security Interest.
Developing these support capabilities should be part of NATO’s future Security Sector Reform. The
shift toward a supporting role for many security implications will require a fundamental shift away
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from the current Defence Planning model to a more flexible and adaptable Security Sector Planning
Model.
NATO and its partners will require more flexible and rapid coordination and collaboration
capabilities to ensure optimization of resources and capabilities amongst various state institutions,
Non-Governmental Organizations (NGOs) and other entities such as IOs and Corporations.
Countering the effects of destabilizing Governments will require a perceived high level of legitimacy
for NATO and its partners in affected areas. NATO and its partners must train future forces to
uphold high ethical and moral standards.
NATO and its partners must develop military and non-military capabilities to protect critical resource
structures in unstable areas. The capabilities must be rapid reaction capabilities.
Develop a NATO Supporting Role Strategy and Policy
NATO does not have clear guidance on the use of NATO capabilities in a CA support role. NATO
should develop its overarching strategy with room for the CA support role and then develop policy
to implement such a strategy.
Conclusions: Mitigation of Destabilization of Governments
 NATO and its partners will at times in future CA Campaigns be in a supporting role.


Developing the CA Supporting role mission is a large, long term effort that will require
Security Sector Reform.



NATO and its partners must develop rapid reaction capabilities to diffuse destabilization and
protect critical assets.



NATO and its partners do not have a CA Supporting Role Strategy or Policy.

Recommendations: Mitigation of Destabilization of Governments
SIM-11.
Ensure the MFP reflects the CA supporting role mission as a strategy and a policy
requirement.
SIM-12.

Cascade the CA support role capability requirements of rapid reaction and critical
asset protection to the military implications of the MFP.

SIM-13.

Transfer to the Security Sector Reform effort the requirement for the CA Supporting
Role mission.

Mitigation of Disruption of Vital Resource Flows
Discussion: Mitigation of Disruption of Vital Resource Flows
Improve Maritime Situational Awareness
The most cost effective transportation mode for most resource deliveries between different parts of
the world is by sea. This includes petroleum based security and increasingly natural gas (CH4) is
delivered as Liquefied Natural Gas via ocean transport. The development of situational awareness
upon which security can be developed is lacking. Syndicate members felt that an improved
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Maritime Situational Awareness was a necessary part of mitigating the disruption of vital resource
flows.
Develop Energy Security Policy for NATO
Attendees felt that an energy security policy3 for NATO and its partners was a critical need.
Profound economic and civil impacts to the populations and industry of NATO and partner nations
could result from resource flow disruption.
The cost in terms of finances and in terms of available military capacity appeared, to the attendees
to be very significant. The syndicate felt that the policy must address the issue of who bears the
costs for delivery of the energy security NATO, nations or energy companies.
Energy Security vulnerability is based, in a large part upon the just in time delivery method used by
energy industries. NATO nations and partners should consider measures to reduce this vulnerability.
Stockpiling of resources in a national reserve would reduce low stock level vulnerability. Delivering
protection to critical infrastructure would also reduce the vulnerability and increasing redundancy
would also have a benefit.
Energy Security is an issue that must use all four instruments of power, Political, Military, Economic
and Civil (PMEC) in order to be effective. Energy security is not a military problem, it is a global
problem and one of the tools to reduce the vulnerability is military in nature.
Force Overstretch is a significant concern in delivering the military elements of Energy Security.
Attendees felt that consideration of the limits of military capability should be considered in
developing an Energy Security Policy.
Consider Alternative Energy Sources
The development of alternative energy sources was seen as a viable strategy for some energy
requirements, but one that was beyond the expertise of the attendees, and one with many more
economic and civil implications than military implications.
Conclusions: Mitigation of Disruption of Vital Resource Flows
 Maritime Situational Awareness is an important capability for mitigating vital resource flow
disruptions.


Development of a NATO Energy Security Policy is a strategic imperative for ensuring energy
security for NATO and partner populations and industry.

Recommendations: Mitigation of Disruption of Vital Resource Flows
SIM-14.
Support the further development of Maritime Situational Awareness to support the
security of vital resource flows.
SIM-15.

Include the critical importance of developing a NATO Energy Security Policy in the
MFP and emphasize the need to NATO HQ.

3

The recommendation for a NATO Energy Security Policy is a repeat recommendation from the 2007 Strategic
Military Partners Conference.

45

Mitigation of Reduced Self-defence Posture
Discussion: Mitigation of Reduced Self-defence Posture
Overstretch
There was significant discussion about the perceived level of military capability that would be
required in the future. This included a discussion about whether U.N. capabilities would be larger or
smaller in the future. The weaker U.N. appeared to be most prominent in Preliminary Future 4. A
participant was concerned that this appeared to be shopping for a future NATO role.
Participants were concerned about the future military capacity that NATO and its partners would be
able to develop or maintain. Expanding into new CA and support areas would necessitate either
contraction in traditional military roles capacity or an overstretch of military capabilities.
Research and Development (R&D)
Participants felt that there was a significant danger of the loss of Research and Development (R&D)
funding within defence budgets of NATO and partner nations due to the effects of current
overstretch. This loss was seen as jeopardizing the technology advantage that NATO forces now
enjoy against potential adversaries. This technology advantage loss was also complicated by the
increasing commercial off the shelf delivery of many current and projected future capabilities.
Personnel
Maintaining current capabilities within personnel ranks and improving skills required for new roles
and missions was seen as a key challenge to mitigating the reduced self defence implication.
Improving Defence Planning
Attendees felt that Defence Planning at National levels and within NATO needed significant
improvement. The process was seen as one that needed to be more inclusive of a Comprehensive
Approach and included more security sector capabilities, some of which reach beyond military
means for solutions.
Nurturing a National Will for Appropriate Defence Spending Levels
Many participants felt that the social burdens placed upon their national budgets would put
pressure upon nations to reduce future defence spending levels. Many participants are clearly
uncomfortable with significant reductions in defence planning in nations due to the long term
negative security implications that this reduction would have.
Participants felt that there was a pressing requirement to deliver the security requirement message
to national populations and even to some national leaders. One attendee stated that the most
important Information Operation (IO) was not the one done in an operational theatre, but the one
that was not being successfully waged at home to explain the need for expenditures.
Participants were in strong agreement that NATO and its partners had a pressing need to develop
and use a strategic Information capability to ensure public awareness of the fiscal requirements to
mitigate future security implications.
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Conclusions: Mitigation of Reduced Self-defence Posture
 The future self defence posture may become eroded without proper administrative
planning, which includes future operational limits, R&D requirements, personnel
development and improving defence planning.


The lack of national will for expenditures to mitigate future security challenges may erode
the future self defence posture.

Recommendations: Mitigation of Reduced Self-defence Posture
SIM-16.
Insert a strategic communication requirement in the MFP.
SIM-17.

Take proper administrative oversight to ensure capabilities are preserved and
developed, to mitigate future security implications.

Mitigation of Reduced Will to Use Military Power
Discussion: Mitigation of Reduced Will to Use Military Power
Credibility of Non-Military Measures of Deterrence and or Prevention
The use of non-military means alone was seen to be ineffective in many situations. Capable military
forces were seen as a means to establish political credibility in many situations. Deterrence without
a credible military force was deemed to be very weak. The discussion revolved around the military
as a tool in the tool box. The worker is much more effective when he has the appropriate tools. This
discussion again led to recognition for the need for a Comprehensive Approach with coordination of
all of the tools. Attendees expressed frustration at the ability of the enemy to now exploit NATO’s
slow strategic communications apparatus by almost always filling the information vacuum with
propaganda that harms NATO at the operational and tactical level.
Domestic Population Strategic Communication
This issue was seen as critical for NATO at the political level. There was strong agreement that
cohesiveness of the Alliance was the core of NATO and that the key vulnerability of NATO is the
cohesiveness of the Alliance. Effective communication of the values and purpose of NATO and NATO
missions was thought to be a necessary and overdue “education campaign” to ensure that
populations in NATO and partner nations, and indeed in a broader sense all of humanity, understand
those values and the reasons for NATO actions. The need was seen as “long overdue.”
Communicating to the Population Planning Decisions to Prepare for the Future
Selecting and Communicating Research and Development (R&D) and Defence Planning Decisions in
the context of broader preparations for future security threats and challenges would aid
government decision makers and the public in making decisions that do not ignore future security
risks. This would require a more transparent strategic planning environment.
Conclusions: Mitigation of Reduced Will to Use Military Power
 Without a capable military, non military capabilities often lose credibility.


Strategic Communication, which is not effective, is a key vulnerability for NATO and its
partners at the Strategic and Operational Level.
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Transparent communication of R&D and Strategy decisions is essential to a general
understanding of the need for the development and occasional use of military power.

Recommendations: Mitigation of Reduced Will to Use Military Power
SIM-18.
Explain the role of the military in a broader Comprehensive Approach in the MFP.
SIM-19.

Identify the lack of an effective Strategic Communication Plan as a Strategic
Vulnerability of the Alliance.

SIM-20.

Identify Transparent Strategic Planning as part of Defence Sector Reform.

Mitigation of Right/Obligation to Intervene
Discussion: Mitigation of Right/Obligation to Intervene
U.N Support.
The legitimacy of NATO and its partners to intervene was a concern for conference attendees. There
was discussion of when international law permits intervention and when international law demands
such intervention (genocide).
The U.N. was seen as a source of legitimacy, but a source with significant structural problems. The
growing relationship between NATO and the U.N. was identified as important. The relationship was
seen as mutually beneficial, with NATO action providing significant capability to U.N. missions and
the U.N. providing more legitimacy to NATO operations.
There was brief discussion of UN Mandates, not as an international law requirement, but as a
perceived legitimacy issue for affected populations.
Because the relationship between NATO and the U.N. is important and because U.N. effectiveness is
weak, the syndicate felt that enhancing and supporting a more effective U.N. is a critical part of
mitigating the right to intervene strategic implication.
Defining International Humanitarian Law Applicability to Peace Support Operations (PSOs)
The method of operation for militaries in Peace Support Operations (PSOs) is not, in the opinion of
conference attendees, clear. This issue is a current source of difficulty that will continue to hurt the
legitimacy of military operations in the future. The issue must be addressed before intervention
rights and obligations security implications can be mitigated.
Improve Strategic Communication
The legitimacy of intervention is often not one of international law or of morality. It is often a
matter of perception by the population. The development of a capable Strategic Communication
capability for NATO will be critical to winning this perception competition. Syndicate members felt
that systemic improvement in strategic communication was best met with education.
Conclusions: Mitigation of Right/Obligation to Intervene
 NATO can improve its appearance of legitimacy through closer association and support of
the U.N.
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Human Law Applicability in Peace Support Operations has not been determined.



Significant improvement in NATO’s Strategic Communications is needed to improve the
perception of legitimacy for NATO Operations.

Recommendations: Mitigation of Right/Obligation to Intervene
SIM-21.
Consider support for the U.N. and closer coordination for the MFP.
SIM-22.

Resolve the Human Law Applicability issue.

SIM-23.

Improve NATO’s Strategic Communication Capability

Mitigation of Massive Illegal Immigration
Discussion: Mitigation of Massive Illegal Immigration
Note: This mitigation was not discussed in depth due to time constraints.
Invest in Failing States Using a Comprehensive (PMEC) Approach
Failing states will create many of the conditions that cause people to migrate. Using a
Comprehensive Approach (PMEC) to improve conditions in potentially failing states is a strategy
which the syndicate members felt would mitigate the scale of the illegal migration.
Countering the Migration
States can take measures to limit the size and impact of migration. Improving border security is an
example of this sort of direct action. It was noted that the importance of this issue and the need for
military support varied amongst nations.
Conclusions: Mitigation of Massive Illegal Immigration
 Improving failing states may decrease the size of illegal immigration.


There are direct actions that can be taken to slow illegal migration.

Recommendation: Mitigation of Massive Illegal Immigration
SIM-24.
Consider in the MFP the role of the military in countering illegal migration.
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Survey Analysis
Introduction:
This chapter provides the results of the analysis that was conducted based on two different surveys
completed by attendees during the Strategic Military Partner Conference (SMPC). The first survey
consisted of individual survey sheets that asked each participant to rate, on a scale of 1 to 4, the
relative importance of 25 Security Implications. A copy of this survey sheet is provided in Appendix
C of this report. The second survey, completed as a group effort during the syndicate sessions,
asked participant to develop Security Implication Mitigations and to identify whether NATO should
lead, support, or not be involved in each mitigation strategy. Note that owing to the large size of the
syndicates at the SMPC, the group survey was projected onto screens in Microsoft Power Point (TM)
form rather than distributed individually.
The Security Implication Survey results are presented first, followed by the Security Implication
Mitigation Survey results.

Security Implication Survey
Purpose: The three purposes of the Security Implication survey were:
1. Facilitate and stimulate discussion regarding Security Implications;
2. Collect individual input on Security Implications that the Multiple Futures Project should
consider adding; and
3. Collect individual data on individual perceptions of the relative importance of each Security
Implication.
Method: The data collection table (See Appendix C) listed 25 Security Implications and the
Preliminary Futures to which each Security Implication had been related by the Multiple Futures
Project (MFP). Table 2 list the Security Implications. The survey required the participants to
evaluate each of the Security Implications on a one to four scale for “impact”, “likelihood”, and
“stretch”. Impact was described as how large an effect the Security Implication would have on
NATO should it occur. Likelihood was described as how probable it was that the Security Implication
would be an issue for NATO by the year 2030. Stretch was described as the degree to which NATO
would have to transform in order to meet the Security Implication. At the bottom of the table,
space was provided for participants to add additional Security Implications to the list. To evaluate
“significance” in the analysis that follows, the average “impact” and the average “likelihood” are
multiplied. This computation was performed to rank overall significance so that, for example, a
Security Implication with both a high likelihood and high impact would rank higher than a Security
Implication with a high impact but low likelihood, such as the Security Implication, “Devastation
caused by WMD/WME”.

50

Table 2: Listing of Security Implications
Security Implication

Security Implication

a. Asymmetric security environment

m. Issue of right/obligation to intervene

b. Organized crime

n. Liberal-democratic values and ideas at risk

c. Challenged state monopoly on the use of
force (PMC)

o. Eroded state-society cohesion

d. Challenges to dominant values (poor
integration)
e. Challenges to international order (actions
taken by multinational corporations)
f.

Destabilization of governments

g. Devastation caused by WMD/WME
h. Disruption of vital resource flows
i.

Exploitation of corporate and state secrets

j.

Massive Illegal immigration

k. Increasing number of potentially hostile
states
l.

Large-scale warfare

p. Negative impact on critical infrastructure
q. Negative impact on economy
r.

Population hostility and unrest

s. Reduced influence of nations or IOs to
manage crises
t.

Reduced self-defence posture

u. Reduced will to use military power
v. Overemphasized security vs. personal
liberties tension
w. Uncertain allegiance of Private Military
Companies
x. Undermining national & international law
y. Eroded cohesion of existing alliances
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Results: Most Significant Security Implications
Discussion
The survey’s results for the most significant Security Implications are illustrated in Figure 1, Figure 2,
and Figure 3. Table 3 compares the results for the highest ranked Security Implications between
partners and NATO Nations. The figures and the table show the “NATO and partners combined
average” and the rankings for “partner only average” and “NATO only average”. This analysis was
done to evaluate the degree to which partner and NATO nations agree regarding the most significant
Security Implications.
The “Asymmetric security environment” was determined to be the most significant Security
Implication by both partners and NATO. It is important to note that this was also the first Security
Implication listed on the survey sheet, which may have had an inadvertent influence on the results
owing to its prominence at the top of the list. “Disruption of vital resource flows” was ranked
second by both sets of survey participants and well ahead of either of the third-ranked Security
Implications.
Among the remaining highly ranked Security Implications, it is worthwhile to note that partners
ranked “Negative impact on critical infrastructure” as the third most significant Security Implication,
but it was only ranked ninth by the NATO members. NATO and partners also had differing rankings
for other Security Implications. Table 3 shows that “Reduced self-defence posture” was relatively
high for partners, but appears further down the list for NATO. “Destabilization of governments” was
ranked as the third most significant Security Implication by NATO and only ranked eighth by
partners.
It was very interesting to note that the “Devastation caused by WMD/WME” was not highly rated
among the most significant Security Implications by NATO, but did appear on the partners’ top
listing. Both groups ranked this Security Implication as having a high impact, but the NATO
participants gave it a much lower likelihood than the partners. The partners’ top list also included
“Challenges to dominant values (poor integration)”, which did appear in the NATO top nine.
Ranked by NATO as the third most significant Security Implication was, “Reduced will to use military
power”. This Security Implication appears much further down the partners’ list. The NATO
respondents also highly ranked “Massive illegal immigration”, but this did not appear among the
top-ranked Security Implications of partner countries. This divergent ranking confirms some of the
discussion from Session 3 and Session 4 of the SMPC, during which it was noted that partners see
this Security Implication as more a problem for developed nations. A point raised was that some of
the partner countries are the nations from which these immigrants originate. The potential impacts
of migration from these nations’ educated classes, that is, “the brain drain”, did not appear in the
MFP Read Ahead Package provided for the SMPC, which may have influenced the results.
Conclusions


Both partner countries and NATO agree that the two most significant Security Implications
are “Asymmetric security environment” and “Disruption of vital resource flows”.
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The partner countries ranked “Negative impact on critical infrastructure” and “reduced self
defence posture” higher than NATO members as among the most significant Security
Implications.



The NATO members ranked “Reduced will to use military power” and “Destabilization of
governments” higher than partner countries as among the most significant Security
Implications.



The partner countries were much more concerned about “Devastation caused by
WMD/WME” and “Challenges to dominant values (poor integration)” than NATO members.



The NATO members were much more concerned about “Reduced will to use military power”
and “Massive illegal immigration” than the partner countries.



The lower ranking by partner countries of “Massive illegal immigration may be due to the
failure to mention this Security Implication in the read-ahead literature.

Recommendations
SA-1.

Conduct additional surveys at other venues to obtain more data with which to conduct
further analysis on the similarities and differences between NATO members and partner
countries regarding Security Implications.

SA-2.

Examine at other venues the why the “Devastation caused by WMD/WME” is higher
ranked as a significant Security Implication by partner countries.

SA-3.

Reintroduce the “brain drain” concept into the Security Implication and examine the
level of concern by partners for the “Massive illegal immigration” Security Implication in
future events.
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Figure 1: Most Significant Security Implications - NATO and partner average combined
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Figure 2: Most Significant Security Implications - partner average only
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Figure 3: Most Significant Security Implications - NATO average only
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Table 3: Comparing Results – Most Significant Security Implications
NATO & partner average
combined

Partners average only

NATO average only

Asymmetric security
environment

Asymmetric security
environment

Asymmetric security
environment

Disruption of vital
resource flows

Disruption of vital
resource flows

Disruption of vital
resource flows

Destabilization of
governments

Negative impact on critical
infrastructure

Reduced will to use
military power

Eroded cohesion of
existing alliances

Reduced self-defence
posture

Destabilization of
governments

Negative impact
on economy

Devastation caused by
WMD/WME

Negative impact
on economy

Massive Illegal
immigration

Eroded cohesion of
existing alliances

Massive Illegal
immigration

Negative impact on critical
infrastructure

Challenges to
dominant values
(poor integration)

Eroded cohesion of
existing alliances

Reduced will to use
military power

Destabilization of
governments

Reduced self-defence
posture

Reduced self-defence
posture

Negative impact
on economy

Negative impact on critical
infrastructure

Key:
Similarly ranked between partner countries and NATO members
and

Significant difference in ranking between partner countries and NATO members

Appears in only one (partner country or NATO member) but not both of the topranked Security Implications
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Results: Highest Impact Security Implications
Discussion
The survey’s results for the Security Implications with the highest impact are shown in Figure 4,

Figure 5, and Figure 6. Table 4 compares the results for the highest ranked Security Implications
between partners and NATO Nations in the category of highest impact. Both show the “NATO and
partners combined average”, and the rankings for “partner only average” and “NATO only average.”
This analysis was done to evaluate the degree to which partner and NATO Nations agree regarding
Security Implications expected to have the highest impact on NATO should it occur.
The results indicate nearly universal agreement among the top-ranked Security Implications.
1. Both groups ranked “Devastation caused by WMD/WME” and “Large-scale warfare” as the
top two Security Implications.
2. Both groups ranked “Asymmetric security environment”, “Disruption of vital resource
flows”, and “Eroded cohesion of existing alliances” as the next three highest Security
Implications.
Conclusions


There are no appreciable difference between NATO members and partner countries when
assessing the Security Implications expected to have the highest impact.

Recommendations
SA-4.

Use highest impacting Security Implications as a tool when trying to build common
ground for discussions between NATO members and partner countries.
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Figure 4: Highest Impact Security Implications - NATO and partner average combined
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Figure 5: Highest Impact Security Implications - partner average only
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Figure 6: Highest Impact Security Implications - NATO average only
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Table 4: Comparing Results – Highest Impact Security Implications
NATO & partner average
combined

Partners average only

NATO average only

Devastation caused
by WMD/WME

Devastation caused
by WMD/WME

Large-scale warfare

Large-scale warfare

Large-scale warfare

Devastation caused
by WMD/WME

Disruption of vital
resource flows

Asymmetric security
environment

Disruption of vital
resource flows

Asymmetric security
environment

Disruption of vital
resource flows

Eroded cohesion of
existing alliances

Eroded cohesion of
existing alliances

Eroded cohesion of
existing alliances

Asymmetric security
environment

Destabilization of
governments

Reduced self-defence
posture

Destabilization of
governments

Reduced will to use
military power

Negative impact on critical
infrastructure

Reduced will to use
military power

Reduced self-defence
posture

Destabilization of
governments/ Reduced will
to use military power (Tie)

Reduced influence of nations
or IOs to manage crises

Key:
Similarly ranked between partner countries and NATO members
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Results: Most Likely Security Implications
Discussion
The survey’s results for the most likely Security Implications are shown in Figure 7, Figure 8, and
Figure 9. Table 5 compares the results for the highest ranked Security Implications between
partners and NATO nations in the category of most likely. The figures and table show the “NATO and
partners combined average” and the rankings for “partner only average” and “NATO only average.”
This analysis was done to evaluate the degree to which partner and NATO nations agree regarding
Security Implications expected to have the highest impact on NATO should it occur.
Both NATO members and partner countries agreed that “Asymmetric security environment” was the
most likely Security Implication. However, the partner countries rated the “Disruption of vital
resource flows” as a more likely Security Implication than did NATO members. This divergence is
noteworthy when considering that such potential disruptions could occur in the vicinity of partner
nations, which may, therefore, be in a better position to forecast such events. The results of this
survey should be compared to results from future surveys carefully to see if they are repeated.
The NATO members ranked “Organized crime” as second highest likely Security Implication after
“Asymmetric security environment”, much higher than the partner countries.
The NATO members also ranked “Massive illegal immigration” significantly higher than the partner
countries under the category of most likely. This may be because many partner countries do not
experience massive illegal immigration, but rather massive illegal emigration. See also the earlier
analysis regarding the most significant Security Implications for related conclusions and
recommendations.
The partner countries ranked the Security Implication “Challenge to dominant values” much higher
than NATO members. Although a number of plausible reasons for these differing views can be
postulated, this divergence appears to be worth examination during discussions in future events.
Conclusions





Both the partner countries and NATO members agree that “Asymmetric security
environment” will be the most likely Security Implication facing NATO by the year 2030.
The partner countries believe “Disruption of vital resource flows” and “Challenges to
dominant values (poor integration)” are more likely to be a Security Implication for NATO by
the year 2030 than did the NATO members.
The NATO members see “Organized crime” and “Massive illegal immigration” to be more
likely a Security Implication for NATO by the year 2030 than did the partner countries.

Recommendations
SA-5.
SA-6.

Follow the “Disruption of vital resource flows” in future events to determine if this trend
was event specific or if it is a broader trend.
Examine the differing views between partner and NATO on the likelihood of a
“Challenge to dominant values” in future events.
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Figure 7: Most Likely Security Implication - NATO and partner average combined
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Figure 8: Most Likely Security Implication - partner average only
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Figure 9: Most Likely Security Implication - NATO average only
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Table 5: Comparing Results – Most Likely Security Implications
NATO & partner average
combined

Partners average only

NATO average only

Asymmetric security
environment

Asymmetric security
environment

Asymmetric security
environment

Organized
crime

Disruption of vital
resource flows

Organized
crime

Disruption of vital
resource flows

Challenges to dominant
values (poor integration)

Massive Illegal
immigration

Massive Illegal
immigration

Negative impact
on economy

Negative impact
on economy

Negative impact
on economy

Negative impact on critical
infrastructure

Issue of right/obligation
to intervene

Issue of right/obligation
to intervene

Issue of right/obligation to
intervene

Reduced will to use
military power

Challenges to dominant
values (poor integration)

Reduced self-defence
posture

Disruption of vital
resource flows

Negative impact
on critical infrastructure

Organized
crime

Destabilization
of governments

Population hostility
and unrest

Challenges to dominant
values (poor integration)/
Negative impact on critical
infrastructure (Tie)

Destabilization
of governments

Key:
Similarly ranked between partner countries and NATO members

and

Significant differences in ranking between partner countries and NATO members

Appears in only one (partner country or NATO member) but not both of the topranked Security Implications
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Results: Transformational Security Implication
Discussion
The survey’s results for the Security Implications representing the largest transformational
challenges to NATO are shown in Figure 10, Figure 11, and Figure 12. Table 6 compares the results
for the highest ranked Security Implications between partner countries and NATO members. The
tables and figure show the rankings for “NATO and partners combined average”, the “partner only
average”, and “NATO only average”. This analysis was done to evaluate the degree to which partner
countries and NATO members agree when ranking Security Implications that are expected to require
NATO to transform to meet them. Rating this category, represented as “stretch” on the survey form,
was considered the hardest part of the individual survey for attendees at the SMPC that had only
limited knowledge of NATO to judge.
There was agreement between both partner countries and NATO members that the biggest
transformational challenge for NATO would be the “Eroded cohesion of existing alliances”. This is
significant and should not be ignored by the MFP. The agreement that an “Asymmetrical security
environment” would be the second most difficult for the Alliance to transform to meet, along with
the prior analysis which indicated that this was the most significant Security Implication in other
categories, indicate that this is a very significant and difficult to prepare for Security Implication.
Conclusions


All agree that “Eroded cohesion of existing alliances” and “Asymmetric security
environment” were the highest ranked Security Implication regarding NATO’s need to
transform in order to meet them.

Recommendations
SA-7.
SA-8.

Continue evaluating the “Cohesion of existing alliances” as a significant Security
Implication.
Use highest impacting Security Implication of “Eroded cohesion of existing alliances” as a
tool when trying to build common ground for discussions between NATO members and
partner countries.
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Figure 10: Largest Transformation Security Implication - NATO and partner average
combined
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Figure 11: Largest Transformation Security Implication - partner average only
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Figure 12: Largest Transformation Security Implication - NATO average only
63

Table 6: Comparing Results – Largest Transformation Security Implications
NATO & partner average
combined

Partners average only

NATO average only

Eroded cohesion of
existing alliances

Eroded cohesion of
existing alliances

Eroded cohesion of
existing alliances

Asymmetric security
environment

Asymmetric security
environment

Asymmetric security
environment

Large-scale warfare

Reduced self-defence
posture

Large-scale warfare

Reduced will to use
military power

Reduced influence of nations
or IOs to manage crises

Devastation caused by
WMD/WME

Devastation caused by
WMD/WME

Large-scale warfare

Reduced will to use
military power

Reduced influence of nations
or IOs to manage crises

Reduced will to use
military power

Reduced influence of nations
or IOs to manage crises

Reduced self-defence
posture

Negative impact on
critical infrastructure

Population hostility
and unrest

Disruption of vital
resource flows

Disruption of vital
resource flows

Massive Illegal
immigration

Devastation caused by
WMD/WME

Issue of right/obligation to
intervene, Negative impact
on critical infrastructure (Tie)

Negative impact on
critical infrastructure

Key:
Similarly ranked between partner countries and NATO members
Significant difference in ranking between partner countries and NATO members

Appears in only one (partner country or NATO member) but not both of the topranked Security Implications
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Security Implications Added by Survey Participants
Discussion
Approximately one-third of the participants added at least one new Security Implication and some
added three or more. Some of the inputs appear to be included in other parts of the Multiple
Futures Project, such as a Driver, rather than a Security Implication. Table 7 lists the added Security
Implications. The four added Security Implications that were suggested by three or more survey
participants were:
1. Failed State with WMD
2. Increased Complexity
3. Diffusion of National Identity
4. Large vs. Small state war
The “Failed state with WMD” is of particular concern to several participants who felt that this
implication was significantly different from the existing Security Implication “Devastation caused by
WMD/WME”.

Table 7: Added Security Implications by Survey Participants
Security Implication

Security Implication

(M) Failed State with WMD
(M) Increased Complexity
(M) Diffusion of National Identity
(M) Large vs. Small state war
(2) Economic Warfare
(2) Reduced Military Budget
(2) Cyber Warfare/ Degraded info assurance
(2) Hunger
(2) Human Dignity/Human rights
(2) Dual use of Technology
(2) Losing Moral Ground by the West
(2) Capability of State to Maintain Sovereignty
New Tools for a Multi-Polar World
Low Threat Perception by the Population
Negative Effect of Economic Integration
Economic Recession
Speed of Event
Number of Armed Conflicts will increase

Challenge Legitimacy of Others
Declined role of UN
Broad Global Systemic Crisis
Anti-Western Coalition
Denial of Space Access
Deep Sea and Antarctic Governance
Un-acceptance of Human Collateral Damage
Loss of Copyright/Intellectual Property Rights
Failure of a NATO Mission
Super Enlarged NATO Causes Tension
Intra-NATO conflict
Challenge Alliance cohesion
Lack of More Effective Moral Strategic
Communications Message
Future Power State
Subcultures Use of Internet to Force Own Issues
in Developed Countries
Legal Constraints on the Use of Force

Key
M = Input 3 or more times
(2) = Input twice
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Conclusion


All Security Implications added by SMPC participants are valid and worthy of further
evaluation to determine the merits of incorporating them in the MFP. It may be appropriate
for some to be added as new Security Implications; others may be better placed elsewhere
within the project effort as, for example, a Risk Condition.

Recommendation
SA-9.

Examine all outliers within the MFP team, with significant effort towards the examination of
whether the WMD proliferation threat from failed states is different from the WMD threat
already in the futures and Risk Conditions.

Security Implication Mitigation Survey
Purpose: The Security Implication Mitigation survey was designed to:
1. Facilitate and stimulate group discussions during the syndicate sessions regarding Security
Implications Mitigation; and
2. Collect prioritized input on Security Implication Mitigation for use by the Multiple Futures
Project.
Method: The two syndicates (groups) were first asked to identify the top five Security Implications.
The groups were next asked to develop three Security Implication Mitigations for each of the
Security Implications. Finally, the groups were asked to identify whether NATO should lead, support
or not be involved in each of the Security Implication Mitigations.
Results: Security Implication Mitigation Comparative Analysis
Discussion
The results of the Security Implication Mitigation survey are shown in Table 8 and Table 9, which
represent the efforts of two syndicates. Group A invested its time expanding the Security
Implications rather than evaluating whether NATO should have a leading role, supporting role, or no
role in the Security Implication Mitigation. The most prevalent theme in the mitigation strategies
was the need to work with other organisations and agencies and the term Comprehensive Approach
was often used. Another significant theme in the mitigation strategies was the need for NATO and
its partners to be able to earn legitimacy and win the public information battle in future conflict.
Another common theme was the need for an internal public information campaign to convince
populations of the value and legitimacy of maintaining and developing new capabilities for the
future. Both syndicates recognized the need for deterrence and consequence management
strategies for dealing with WMD threats.
Conclusions



The need for a Comprehensive Approach was repeated in both syndicates for the
development of numerous Security Implication Mitigation Strategies
Future NATO Public Information Policy and capability to support that policy must be rapid
and accurate in order to win the public opinion battle for legitimacy of action both in NATO
countries and while on the mission.
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Deterrence and Consequence Management implications are needed for addressing future
WMD Security Implications.

Recommendations
SA-10. Highlight the shared NATO and partner military view that a well defined Comprehensive
Approach is a critical requirement for future security assurance.
SA-11. Ensure / Promote the prominent need for a rapid and capable Public Information
Capability to support internal and external population information dissemination is
included in the Multiple Futures Project and at NATO HQ.
SA-12. Ensure both Deterrence and Consequence Management are included in the Multiple
Futures Project WMD work.
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Table 8: Security Implications Mitigation – Comparative Analysis Chart (Group A)
Security
Implication
SI Mitigation

SI Mitigation

SI Mitigation
SI Mitigation
Security
Implication
SI Mitigation

SI Mitigation

SI Mitigation
SI Mitigation
Security
Implication
SI Mitigation

SI Mitigation

1. Asymmetric security environment
Improve intelligence (especially human aspects) to address
the asymmetry or as a prevention strategy
A. Sensing and long term analysis
B. Support for regional conflict resolution
C. Provide aid, education and help the poorest of the world
Strategically engage in values and ideas debate in accordance
with our interests (better corporate communications) for
common ground / compromise
A. Develop civilian and military cultural awareness /
education
Improve credibility of NATO through example (consistent
training / message across nations/respect for human life and
cultural identities, values, ideas)
Employ all elements of power in a Comprehensive Approach
2. Devastation caused by WMD/WME
Improve intelligence (especially sharing, cooperation,
awareness of capabilities)
A. Means of legitimizing actions
Establish clear policy guidance of what NATO will do and how
consequences will be dealt with after an event
A. Consider both state and non-state actors
B. Develop a multinational framework
Capability to counter/prevent WMD/WME (not just military)
Improve readiness levels appropriately (hours, not days)
3. Destabilization of governments
Improve NATO support to other agencies to help prevent
destabilization and stabilize situations
A. Contribute to security sector reform
B. Early engagement with/through state institutions
C. Be a model (lawfulness/human rights/credibility) through
better education and training
D. Protection of critical infrastructures
Develop clear, comprehensive strategies and policies on
NATO’s role

Note: SI = Security Implication
Table continued on next page.
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NATO role
(Lead/Support/None)?

Group A did
not evaluate
NATO role

NATO role
(Lead/Support/None)?

Group A did
not evaluate
NATO role

NATO role
(Lead/Support/None)?

Group A did
not evaluate
NATO role

Table 8: Security Implications Mitigation - Comparative Analysis Chart (Group A), cont’d
Security
Implication
SI Mitigation
SI Mitigation

SI Mitigation

SI Mitigation
Security
Implication
SI Mitigation
SI Mitigation

SI Mitigation

SI Mitigation
SI Mitigation
SI Mitigation

4. Disruption of vital resource flows
Improve Maritime Situational Awareness
Develop clear NATO energy security policies
A. At what costs need to be considered (at whose cost)
B. Mitigate ‘just-in-time’ energy supplies (identify reserves,
develop risk mitigating redundancies; careful outsourcing )
C. Both military and political perspectives need to be
considered
D. “Overstretch” of forces for mission needs to be considered
E. Work with private companies
F. Consider alternative energy sources
Develop rapid reaction capability to protect / ensure the flow
of resources
A. Both military and political perspectives need to be
considered
Improve national commitment to protect lines
5. Reduced self defence posture
Carefully consider ‘overstretch’ and NATO’s ability to fulfil its
obligations to partners/member states
A. State clear positions we are willing and able to defend
Maintain robust levels of Research and Defence budgets
A. Maintain ability for technological/capability advantage
with agile budgets
B. Identify critical areas countries should maintain
Identify, develop and maintain critical skill sets (people)
A. Regeneration of military corporate knowledge over
generations
Improve the defence planning process
Consider the current defence policy
Nurture the will for an appropriate self-defence posture

Note: SI = Security Implication
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NATO role
(Lead/Support/None)?

Group A did
not evaluate
NATO role

NATO role
(Lead/Support/None)?

Group A did
not evaluate
NATO role

Table 9: Security Implications Mitigation – Comparative Analysis Chart (Group B)
Security
Implication
SI Mitigation
SI Mitigation
SI Mitigation
Security
Implication
SI Mitigation
SI Mitigation
SI Mitigation
Security
Implication
SI Mitigation
SI Mitigation

SI Mitigation

Security
Implication
SI Mitigation
SI Mitigation
SI Mitigation
Security
Implication
SI Mitigation
SI Mitigation
SI Mitigation

1. Asymmetric security environment
Invest in developing country using a comprehensive approach
(PMEC) to close the gap
Address the consequences
Limit the vulnerability of the developed countries
2. Devastation caused by WMD/WME
Enforce non- proliferation authority
Develop credible structures for deterrence
Develop effective measures for WMD detection, defence and
consequence management
3. Reduced will to use military power
Enhance credibility of non military measures of deterrence
and/or prevention
Develop relevant strategic communication with domestic
population on the use of military power
Increased R&D and better allocation of resources/capabilities
to meet the future security threats (more robust defence
planning)
4. Issue of right/obligation to intervene
Enhance and support a more effective U.N.
Define applicability of international humanitarian law in
support of PSO.
Improve strategic communication through education

NATO role
(Lead/Support/None)?
Support
Lead and Support
Support
NATO role
(Lead/Support/None)?
Support
Lead and Support
Lead and Support
NATO role
(Lead/Support/None)?
Support
Lead/Support

Support

NATO role
(Lead/Support/None)?
Support
Support
Support
NATO role
(Lead/Support/None)?

5. Massive illegal immigration
Invest in failing state using a comprehensive approach (PMEC)
to close the gap
Address the consequences (Step-up border security, etc)
Limit the vulnerability of the failing states

Note: SI = Security Implication
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Support
Support
Support

Results: NATO’s Role in Security Implication Mitigation
Discussion
Only Group B used its time to identify whether NATO should lead, support or not be involved in each
of the Security Implication Mitigations. This group, when documenting its discussions, required an
additional selection called “NATO lead and support”. This category was needed because the group
felt that the mitigations were too complex to break down into simple lead and support roles and saw
some mitigation strategies where NATO would lead part and support part of the strategy. The
results of the discussions are illustrated in Figure 13. It was very significant to note that the group
never chose NATO to lead or NATO to not be involved.

NATO Lead

NATO Lead and Support
NATO Support
Not NATO

Figure 13: NATO Involvement in Security Implication Mitigation
Conclusion


For what the syndicate felt were the most significant Security Implications, the mitigation
strategies always required the military to operate in a coordinated manner and provide at
least some support to other agencies.

Recommendation
SA-13. Ensure that the requirement for the military support requirement is emphasized in the
Multiple Futures Project including any roles and missions discussion, Security
Implications Mitigation Strategies development and the cascading of those mitigation
strategy requirements into the Military Implications.
SA-14. Emphasize the significant future requirement for the military to support the broader
(more comprehensive) security effort.
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Multiple Futures Project Process
Introduction
The Multiple Futures Project (MFP) was presented at this conference and other venues such as
workshops for the purpose of garnering input regarding both the validity of the potential futures but
also the validity of the process used in their development.

Overview
The points discussed below were raised as possible requirements for revision or reconsideration of
the process itself rather than as debatable points about the analytical conclusions. For example,
there was much discussion regarding the appropriate weighting of some drivers and that discussion
is contained elsewhere in this report. This chapter focuses more directly on points regarding the
means used to build the analysis. No methodology will precisely predict the future but an agreed
methodology is required to support the most possible agreement on a common ground for planning.

1. Discussion – MFP as an ongoing process
It was suggested that this must be an ongoing process. Even if the drivers are correct, the
implications will change. Adaptability should be included in the multiple futures process. Drivers are
not permanent; they will not remain inviolable. Even if the same drivers remain they will change in
priority during breakthrough times. Every year we should come back to clarify and confirm the
drivers. It is anticipated that the drivers and potential futures cannot be locked in cement given the
world we have today.
Recommendation
MP-1. Revisit the drivers and futures periodically.
2. Discussion – Whether to combine technology and communications
Revisit the combining of use of technology and communications. The rationale for merging
communication and technology into use of technologies was requested. There was some concern
that in the information age not to specifically look at communications may cause us to miss a key
risk. The rationale for combining the two within “use of technology” was that the technology itself is
not an issue but how it is used is what poses the risk. However, it was agreed that in the information
age we need more emphasis on not specifically looking at communications.
Recommendation
MP-2. Revisit the inclusion of communications within use of technology.
3. Discussion – Whether to consider cognitive mapping
It was recommended that the MFP consider the use of cognitive mapping, similar to landscape
mapping. In Turkey, they found that defining the drivers was the most important point as they
determine the initial conditions and chaos theory is sensitive to initial conditions. They found that to
one way to define the initial conditions was cognitive mapping; a complex table that can show the
interaction between drivers. By adding such a map, the multiple futures project may be more
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effective. The MFP team advised that they have used similar procedures and fully agree the
importance of getting the drivers right and also how they interact. The MFP team used the Delphi
approach, which took into consideration the perceptions of all of the nations that participated. It
considered the drivers, expected outcome, and levels of importance. It also considered areas of
dissent and allowed consideration of drivers that you did not expect to have an impact, called Black
Swans.
Recommendation
MP-3. Continue further discussion with those representatives proposing alternative analytic
approaches as possible preferred approaches to use in the project.
4. Discussion – Whether to include positive future(s)
Is there a need for a positive future? Is there a need for a future where NATO gets what it wants,
which would also produce a positive future? The consensus was that we are now preparing for the
worst and hoping for the best as a military alliance is better off to try and address the potential dire
positions. This question has been raised before by the PERMREPS in Copenhagen and they agreed to
some degree with our current philosophical approach. However it is something that may need to be
addressed as it may bring different challenges.
Recommendation
MP-4. Address the possibility of a positive future as the review process continues but not in the
first iteration.
5. Discussion – Documenting all drivers in the Preliminary Futures
In the read-ahead, each of the four potential futures reflects only a few drivers linked to it so one
would assume there is no effect from the non-linked drivers. In reality, all drivers have an effect of
varying degrees in all of the potential futures. This was agreed by the project leadership with the
understanding that only the higher-effect drivers are shown for each potential future.
Recommendation
MP-5. Consider reflecting the relative impact of the different drivers in each potential future or at a
minimum clearly explain that only the drivers with a higher degree of impact are shown as
linked.
6. Discussion – Reducing drivers from four to two categories
It was suggested that all of the drivers could be shown as either creating globalization or
fragmentation and the futures could be reduced to these two categories instead of four or more
future scenarios for consideration. There are the possibilities of cooperation or confrontation and
that is coupled with the gap between the less and more developed world. This would simplify the
focus to two primary futures for clearer analysis.
Recommendation
MP-6. Although this is a good consideration, there are many methodologies and it is necessary to
continue with things as they are constructed now. However this is not a one-time project; it
will be ongoing and continuous.
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7. Discussion – Whether to add positive aspects to the four Preliminary Futures
It was recommended that a column might be added on how to avoid reaching the negative
conditions in order to add a positive aspect to the futures. It was acknowledged that the futures had
to be limited to four for manageability and the MFP staff had tried to cover as much as possible.
They did consider positive aspects and the positive aspects could be brought more to the forefront.
Recommendation
MP-7. Investigate clearer representation of the positive aspects considered in the study.
8. Discussion – Liking use of technology to risk condition(s)
Use of technology is not linked to a risk condition. A draft paper released on 20 June, 2008 stated
that risk conditions had to be linked to at least one driver. Use of technology is not linked to a risk
condition. If that is correct it means it is not a driver. If a driver does not connect to a future then
it should be eliminated. If we look at risk conditions shown, some drivers are not tied in. This
creates a problem with the methodology. A suggestion was made that a column should be added
after the risk condition to list each driver so that no driver is neglected. The MFP staff did not lay out
all the drivers but focused on the dominant drivers, however it was acknowledged that by not laying
all drivers out there is a risk of causing problems with following the logic of the methodology.
Recommendation
MP-8. Examine the potential disconnect in the logic flow from the use of technology to risk
condition.
9. Discussion – Balance political and military issues
In this process is the military looking too much at political issues? For most of the participants all of
their life experience is military and different countries have different roles for their militaries, so it is
difficult to answer this question for everybody. Universities and non-military contributors have
provided guidance to this process from the beginning. The military is very good at planning and we
should be able to use this expertise to help identify the future conditions for information to assist
our political decision makers.
Recommendation
MP-9. Continue to provide military and political advice to political leaders but not define the
military role for every nation.
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Appendix A: Drivers
This appendix provides the current definitions for Drivers as used by the Multiple Futures Project.
DRIVERS: A driver is a key factor – one that is likely to play a significant role in the world out to 2030.
The drivers identified through the MFP reflect the defining structural characteristics of the
international system (1-3) as well as those reflecting transnational and domestic domains (4-9):
Friction: represents the ease with which decisions are made at the international level as it relates
the distribution of power, ranging from cooperation to confrontation.
Integration: Globalization’s most predominant component is economic integration. This driver
captures the degree to which national and regional economies have integrated through trade.
Asymmetry: A relative discrepancy in terms of wealth and power is a defining trait of international
relations both in terms of development and security issues.
Changing state capacity: is domestic level institutional strength, or a state’s ability to manage
power internally and to administer the offices of state effectively, ranging from well-ordered,
effective states to failed and failing states.
Resource Scarcity: relates to the level of availability, access, affordability and competition for
resources, including energy, water and food.
Competing ideologies and worldviews: deals with the competition for values, ideas and ideologies.
Climate change: Climate change is any long-term significant change in the “average weather” that
may have an impact on international relations.
Technology / Innovation: is likely to produce global breakthrough events in the period out to 2030
with highly uncertain effects, and might include revolutions in information technology, biology,
materials, devices, and nano-manufacturing processes as well as the diffusion of and access to new
technologies (including WMD).
Demographics / Urbanisation: is concerned with population trends related to age, income,
ethnicity and other internal aspects of a state’s population, but it also relates to migration
patterns, including urbanisation and other external factors.

A-1

Appendix B: SMPC Read Ahead Package
NOTE: The below version of the Read Ahead Package may appear slightly different owing to the
formatting used in this Analysis Report. However, the content is unchanged from the 24 October version
provided to participants in the Strategic Military Partner Conference 2008.

Supreme Allied Commander Transformation

Multiple Futures Project
Read Ahead Package for Strategic Military Partner Conference 2008
“Looking ahead is one thing, but drawing the right conclusions from
what we see is another...when it comes to security, the saying
„ignorance is bliss‟ does not apply.”
Jaap de Hoop Scheffer, SACT Seminar, Copenhagen, Denmark 15 October 2008

The Allied Command Transformation (ACT) Multiple Futures Project (MFP) provides both a
logical and credible approach to scan thoroughly the strategic horizon, develop a broad
understanding of the corresponding security implications and support strategic dialogue. Interim
findings will be presented in December 2008 and a final report will be delivered in February
2009.
Aim, Purpose and Function
The MFP creates an intellectual framework, through the means of a futures study, which
articulates plausible future environments, out to the year 2030, facing the Alliance – aiming at
identifying the relevant threats and their security and military implications. The MFP is based on
an iterative process of analysis and engagement with national experts. The project‘s purpose is
to encourage and support strategic dialogue as a vehicle for developing common, long-term
strategic insight across the Alliance. The underlying assumption is that strategic dialogue can
foster a common understanding of the futures and their implications, and in the process allow
SACT to provide best military advice to strategic decision makers in the Alliance and its nations.
The function of the MFP serves as a starting point for the continuous strategic process in the
Alliance and between the nations. It maximizes engagement with nations and input from
experts so that the futures are developed in both a transparent and aggregately comprehensive
manner and ‗owned‘ by the Alliance. The resulting intellectual framework can be used to sustain
the continuous scan of the strategic horizon and support high-level strategic discussions.
Context
The Alliance has agreed processes in place for defence planning and capability development.
The MFP will not replace these more technically focussed processes, but it can inform them.
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The military advice generated through the MFP will support strategic decision makers in their
consideration of policy options and their subsequent guidance to defence planning and
capability development processes.
Drivers to Futures to Implications
The MFP intellectual framework reflects the activities required to ensure credibility, transparency
and intellectual rigour. The framework consists of a driver study, a futures building process
leading up to the futures study and an implications deduction process yielding the implications
study. In principle, these activities are conducted in a linear or sequential approach. However,
the process is compressed and its steps undergo numerous iterations (Figure 1: Multiple
Futures Intellectual Framework). This means that while the futures study is ongoing, the MFP
strives to identify the associated threats and implications, which will constitute the core of
SACT‘s military advice.

Multiple Futures Intellectual Framework

Figure 1
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Basically, drivers (of change) are the building blocks required to construct multidimensional
futures. A total of nine final drivers or dimensions of uncertainty have been fleshed out from
several studies, workshops and roundtables (Figure 2: Drivers resulting from Phase 1).
Drivers resulting from Phase 1

Figure 2

Currently, the MFP is proposing four different futures (see Annex A) that can be used as lenses
to stimulate dialogue and insight about the inherently unpredictable future security environment
that faces the Alliance. The preliminary names of these futures are:


Future 1 ―Dark Side of Exclusivity‖



Future 2 ―Deceptive Stability‖



Future 3 ―Clash of Modernities‖



Future 4 ―New Power Politics‖

The MFP ―futures‖ are only the means, not the end of this project. The futures provide the
common ground against which security and military implications will be deduced with the
support of national experts. It is important to note that the futures are preliminary and will be
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revised continuously through workshops, and from feedback gained during engagement forums
like Strategic Military Partner Conference. The findings on security and military implications will
be the major outcome of the MFP.
The Implications Deduction Process (Figure 3) illustrates how the MFP moves from futures to
implications. For each future there is a set of Risk Conditions – vulnerabilities and
characteristics that could endanger people, territorial integrity or values and ideas:


People - referring to the security and safety a state‘s domestic population as well as
nationals living abroad.



Territorial integrity - commonly include the protection of national borders, domestic
property, property abroad, as well as national resources claimed by the state.



Values and ideas - includes the preservation and promotion of social stability and
welfare to preserving and promoting values and ideas.

People and territorial integrity tend to be indisputable in the sense that it is one of the state‘s
core responsibilities to protect both people and goods. However, values and ideas are always
subject to policy change by acting governments or alliances.
It should be noted that a ‗risk‘ for some is an ‗opportunity‘ for others. Since the difference
between risk and opportunity is merely a question of perspective, the MFP is aimed at providing
advice based on a NATO perspective. The Risk Conditions (see Annex B) associated with each
of the four preliminary futures are an extremely important piece of the intellectual framework.
The Risk Conditions link the futures and the Implications since futures in and of themselves do
not produce threats.
The first step of the Implications Deduction Process—identifying the Sources of Threat is
deliberately standard, with six different categories of actors/sources included: Super
Empowered Individuals, Extremist Non-State Actors, Organised Crime, Rogue States,
Confrontational Powers, and Nature.

From the Sources of Threat, one can project Threatening Actions/Events (‗events‘ are also
included to cover natural/environmental disasters) which emerge from an entity that possesses
the will as well as the capability to harm or violate a state‘s people, territorial integrity or values
and ideas. The MFP has compiled a number of different Threatening Actions/Events.
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Implications Deduction Process
Risk Conditions
Sources of
Threat
Threatening
Actions/Events
So what?
WHY should NATO care?

Security
Implications

Security
Implications
Mitigation
So WHAT the military should
be prepared for?

Military
implications

Figure 3

The next step is to identify the Security Implications that will provide a litmus test that answers
the fundamental questions of ‗So what?‘ and ‗Why should NATO care?‘ Security implications
are at the societal level and not restricted to the military domain. Examples include danger to a
state‘s citizens, negative effects on the economy, social unrest, etc.
The Security Implications were analyzed from a comprehensive approach which reflects the
selection of the most appropriate response from political, civil, economic and military domains.
Several recurrent Security Implications were observed, to include:


Danger to the populations of our alliance, notably the proliferation of WMD and terrorism



Migration, including uncontrolled and illegal immigration



Attack on the promotion and preservation of Liberal-democratic values and ideas



State on state friction caused by resource scarcity; and



Erosion of national identities and a reduced interest in a strong self-defence posture
caused by more immediate domestic concerns.

The final step in the Implications Deductions Process focuses on Military Implications with the
overarching question: ‗What should the militaries of the Alliance be prepared for?‘ The answers
will usually describe the capability to adequately and efficiently perform roles like deter, defend,
protect, secure or support. Possible new roles and emerging blurring of boundaries between
military and other security-related actors can imply that before responding to the question about:
‗So what should the military be prepared for?’
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Creating a Dialogue on Security Implications
Recalling that the MFP purpose is to encourage and support strategic dialogue, it is important to
capture all of the security implications in a manner that supports a dialogue as a vehicle for
developing common, long-term strategic insight across the Alliance. In doing so, the aggregate
implications across all futures, are most important, because together they constitute the breadth
of the challenges that may be faced by the Alliance. Five broad groups of ‗Challenges‘ have
been created in order to serve as a guide in order to consider the aggregate security
implications and support a coherent dialogue that is relevant for the Alliance. The five
challenges (Appendix C) are:
1. Challenges that stem from the strength of others, including traditional defence issues like
state on state conflicts
2. Challenges that stem from the weaknesses of others, including instability caused by
failed or failing states
3. Challenges to the character of military operations
4. Challenges to the role and place of a military organization in a changing society; and
5. Challenges that stem from nature, including natural disasters, pandemics, and resource
issues (from energy to food and water)

Challenges the Alliance Will Face
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Figure 4
As reflected in Figure 4, the five challenges are derived synthetically from the security
implications. These five challenges provide a guide for focusing on and grouping the
fundamental output of the MFP – security implications. They support the discussion of the
future that the Alliance may face and provide insight to the overarching question: What should
the Alliance be prepared for?

The Strategic Military Partner Conference
The Strategic Military Partner Conference seeks to improve NATO‘s relation to its strategic and
operational partners. NATO and partner CHODs will be invited to actively contribute to
evaluating the identified Risk Conditions and Security and Military Implications that will
challenge the European and North American populations of the Alliance in the future.
During their visit to HQ SACT on 17 July 2008, the Military Committee (MC) was briefed on the
first phase of the MFP—the drivers study and futures methodology. Since then, SACT has
briefed the MC Conference (CHODs) in Sofia on 12 September, to include preliminary futures.
Additionally, the SACT Seminar had a sharply security-related focus. The Strategic Military
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Partner Conference will build on the feedback from the SACT Seminar and continue to refine
the Security Implications but more importantly, hone the Military Implications, to better
understand what military requirements and capabilities we most likely will need and ensure that
the final MFP product is suited to better inform our current agreed defence planning and
capability development process.
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ANNEX A
In their present abridged form, the Futures are a framework for discussion.
They are not final, and will be revised continuously through workshops, and
from feedback gained during forums like the SMPC. Similarly, the implications
are preliminary. The implications tables illustrates the logic used to generate
them and are presented here as a draft framework for discussion. They will be
revised continuously through workshops and through engagement forums
like the SMPC.
Preliminary Future #1:

Dark Side of Exclusivity
Risk Conditions, Threats and Implications

Preliminary Future #2:

Deceptive Stability
Risk Conditions, Threats and Implications

Preliminary Future #3:

Clash of Modernities
Risk Conditions, Threats and Implications

Preliminary Future #4:

New Power Politics
Risk Conditions, Threats and Implications
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Preliminary Future One: Dark Side of Exclusivity
Drivers: Climate change, resource scarcity, economic integration, values and worldviews
Climate change and resource scarcity significantly affects the capacity of states outside
the globalized world to function effectively and meet the needs of their populations. Weak
and failed states generate instability in areas of interest, and the states of the globalized
world are faced with strategic choices on how to react.
This future is focused on the friction between the developed or ‗market‘ states, highly globalized
and technological, and developing states – those left behind during the decades of
advancement and innovation that now dominate the market in 2030. It is further imbalanced by
an influx of immigrants fleeing devastated regions to seek improved opportunities and
conditions in developed globalized areas. Market states have little interest in states that lack
the resources, educated work force and culture of innovation necessary to fuel globalisation.
This friction between market and developing states is exacerbated by nationalism, misallocation
of resources, poverty, frustration, demographic pressure, and deteriorating environmental
conditions.
Market states have become increasingly self-sufficient by reducing their dependency on oil and
natural gas and by increasing their use of alternative energy. Dependent on the global
economy, these states promote, protect and dominate financial, information, commodity and
technology markets. Those states that derived wealth primarily from resources like oil and
natural gas, and who failed to invest in education, diversification, technological infrastructure
and a culture of innovation, have witnessed a systematic decline in their economic viability.
Determined to protect their fragile economies and promote their cultural identity, some nations
have adopted autocratic means of national control while others gradually fail, chained to their
collapsing economies. Thus, the landscape in 2030 is characterized by high asymmetry and
friction as market states struggle to balance continued growth and development against the
needs of those nations with large populations, scarce resources and weak governance.
As a result of the population and workforce deficit and the deteriorating climatic conditions in
equatorial areas, an increasing number of immigrants migrate to developed countries, which
has a direct impact on the demographic and societal structure. Developed states struggle to
integrate and accommodate the mix of cultural, religious, and political views and values, which
increasingly divides and segregates society.
While global technological innovation continues at a rapid pace, most developing nations lack
the infrastructure and educated workforce to make the leap in innovation required to diversify
and strengthen their economies. Market states that possess a highly educated workforce, more
developed infrastructure and a commitment to technological innovation continue to advance –
further widening the gap between ‗market‘ and developing states.
In response to this globalized commercialization, some developing states promote and export
nationalism, terrorism and criminal networks through a sophisticated array of global cells. This
export of terrorism becomes the dark side of globalisation, the mimic of modernity: devolved,
decentralized, privatized, outsourced and networked. In employing this advanced model of
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terrorism, regimes benefit from the technological advances of the past twenty years, cobbling
together a brand of hybrid warfare that relies on a range of conventional, asymmetric and
nuclear capabilities to threaten and blackmail their opponents. Criminal and terrorist networks,
empowered by the globalized access to information and fuelled by innovations in the market,
merge in a twisted nexus of opportunism and the wilfulness of power.
To protect their cultural and increasingly vulnerable way of life, like-minded market states have
formed regional and associated federations and alliances that promote their primacy.
International organizations play a major role in defending and enforcing a system based on a
globalized rule of law. Failing states see such law as invasive and representative of ‗market‘
arrogance and challenge and rebel in violent, asymmetric dissent.
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RISK CONDITIONS

Failed Governance

Proliferation of Radical
Ideologies
Potential spill-over of ethnic,
religious, ideological conflict
Vulnerability of strategic
chokepoints and
infrastructures in
ungoverned spaces
Potential disputes over
previously uninhabited and
resource rich territories
Consequences from
environmental
catastrophes/changes
Proliferation of WMD/WME
Spreading of radical
ideologies
Challenge of state authority
Uncontrolled migration
Shifting of population mix

































PRELIMINARY FUTURE #1: Dark Side of Exclusivity
THREATENING ACTIONS/EVENTS
SECURITY IMPLICATIONS
Disruption of access to critical resources
Disruption of flow of vital resources
Human trafficking
Human security, ethnic cleansing, genocide
Attack on population or infrastructure abroad
Violation of territorial integrity (mass migration)  Negative impact on economy
Disruption of access to critical resources
 Illegal immigration
Violation of personal liberties
 Human exploitation
Attack on computer networks
 Issue of right/obligation to
Attack on population or infrastructure
intervene
Violation of territorial integrity
 Danger to citizens
Attack on population or infrastructure
 Liberal-democratic values and
Violation of personal liberties
ideas at risk
 Negative impact on critical
Disruption of access to critical resources
infrastructure
Disruption of flow of vital resources
 Diffusion of national identity
 Destabilization of previously
Violation of territorial integrity
stable governments
Disruption of access to critical resources
 Increasing number of potentially
Disruption of flow of vital resources
hostile states
 Challenges to dominant values,
Natural disasters
 Undermining of rule of law
Environmental degradation
 Population hostility and unrest
Attack on domestic population or infrastructure  Domestic disorder
Attack with WMD/WME
 Decisions by multinational
industry challenges international
Subversion
order
Terrorism
 Asymmetric security
Civil unrest
environment
Contested political legitimacy
Stress on societal structures and rule of law
Ethnic tensions
Mass welfare and health stress
Challenging values and world views
Unassimilated population
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MILITARY IMPLICATIONS
















Increased enemy capability
(Night vision, PGM,
Conventional Nuclear Arms)
Deploy to protect lines of
communication
Protect citizens
Conduct expeditionary
operations
Deploy to secure flow of
vital resources
Support counterproliferation efforts
Deploy to secure access to
critical resources
Secure critical
infrastructure
Secure territorial integrity
Support of human security
Aid to civil power
Support civil-emergency
response
Increasing role of
contractor security forces
Protect high value assets
against asymmetric attacks

Preliminary Future Two: Deceptive Stability
Drivers: asymmetry, demographics/urbanisation, resource scarcity, and values and worldviews
Managing the demographic shift from aging populations and young migrants
preoccupies states with social cohesion and transnational issues related to diasporas.
The relatively benign stability results in over-attention to domestic concerns which leave
the states in a weak position to react to geopolitical risk.
This future is focused on a general sense of deceptive stability throughout the developed world,
where over-attention to internal concerns may leave states open to various geopolitical risks.
There is a marked asymmetry between the developed and developing worlds. The developed
world struggles to integrate labour markets as a result of changing demographics from
increased immigration, as people migrate from poorer to richer countries in unprecedented
numbers. As their own populations experience rapid aging, attracting young workers from
relatively stable neighbouring countries becomes an economic necessity.
Large migration flows are facilitated by low birth rates in developed countries combined with a
youth bulge in undeveloped countries, giving access to education and wealth to those leaving
their poorer states of origin. The youth bulge refers to societies that have a greater proportion of
younger people who later have enormous difficulty finding employment. This has enhanced
economic growth in the developed world, while the same selectivity of migration has
exacerbated a ‗brain drain‘ in poorer areas. As the income gap between states continues to
widen, there is an increased incentive to migrate to the developed countries.
Resource allocation is both effective and efficient as the resource-rich parts of the world
become part of the dominant system. This leaves a wide range of festering problems in the
resource-poor parts of the developing world, which are exacerbated by the lack of intervention
by the liberal democracies absorbed in domestic concerns – real or imagined. At the same time,
new non status-quo powers are emerging in this area, partially unnoticed by the developed
states – that are intent on gaining an advantage wherever they can, when necessary even
outside of the international legal framework.
A number of emergent powers are also major migration destinations, which has altered
traditional migration patterns. Demographic changes entail issues of conflicting values and
worldviews and include concerns about social cohesion. Ensuing tensions and poor economic
and cultural integration gives rise to domestic and transnational security issues such as crime
and terrorism. Managing the domestic challenges of major demographic change is a primary
focus both in terms of practical labour market issues and in terms of political and cultural
integration.
In addition to increased immigration and urbanization, this future is shaped by marked resource
scarcity, competing values and worldviews, and increased friction in the international system.
States in the developed world are overwhelmingly focused on managing internal concerns, such
as providing social services, developing infrastructure, and promoting a higher standard of
living. This attention to internal concerns may leave NATO states vulnerable to geopolitical risk
as opponents eye the opportunity to gain advantages in the international system.
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PRELIMINARY FUTURE #2: Deceptive Stability
THREATENING ACTIONS/EVENTS
SECURITY IMPLICATIONS

RISK CONDITIONS

Inability to anticipate,
sense and shape external
security environment

Transnational criminal
flows














Strategic inattention






Potential spill-over of
ethnic, religious, ideological 
conflict




Systemic inability to quickly

respond to external effects



Uncontrolled migration
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Violation of territorial integrity
Disruption of flow of vital resource flows
Disruption of access to critical resources
Attack on computer networks
Attack on population or infrastructure
Attack with WMD/WME
Piracy
Human trafficking
Drug trafficking
Attack on population
Violation of territorial integrity
Spill-over from unanticipated
humanitarian catastrophes and regional
wars
Rise of new and unknown adversaries
Undermining of defence preparedness
Unanticipated large scale terrorist attacks
Violation of territorial integrity
Attack on population or infrastructure
Human security issues, ethnic cleansing,
genocide
Violation of personal liberties
Attack on computer networks
Disruption of access to critical resources
Attack on population and infrastructure
Attack with WMD/WME
Piracy
Stress on societal structures and rule of
law
Ethnic tensions
Mass welfare and health stress















Negative impact on economy
Danger to citizens
Social disorder
Human exploitation
Black markets
Danger to private property
Liberal-democratic values
and ideas at risk
Issue of right/obligation to
intervene
Illegal immigration
Negative impact on critical
infrastructure
Failing migrant integration
policies
Reduced will to use military
power
Reduced self-defence
posture
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MILITARY IMPLICATIONS









Identify emerging foreign
security threats
Aid to civil power, including
support to police operations
Secure territorial integrity
Protect citizens
Support of human security
Support shaping of security
environment
Adapt recruitment processes

Preliminary Future Three: Clash of ‘Modernities’
Drivers: worldviews, culture, urbanisation and technology
A strong belief in rationalism coupled with technological innovation has enabled
advanced networked societies to connect horizontally across the globe. This network is
challenged from the outside by the impoverished and authoritarian regimes of the
hinterlands, and from within by a precarious balance between civil liberties and the
system‟s surveillance capacities.

The principal tension in this future is between advanced networked societies amassing wealth
and advancing civilisation, and the instability of hinterlands ruled by impoverished and
authoritarian regimes.
Globalisation and technology have helped drive urban centres in the developed world to
become mega-hubs of wealth and culture. These urban centres promote highly efficient living.
The well-functioning segment of the world economy is wholly interdependent, global and a
magnet for resources – informational, human and physical. The need for resources has been
addressed through better use of formerly inaccessible territories such as the high north as well
as through innovation.
Across the globe, middle and upper classes both work and exchange information seamlessly.
Access to these classes is regulated through meritocratic and universal education systems.
Populations residing within mega-cities enjoy extended life spans and high standards of living.
Technology enables the formation and resilience of new social, cultural and political structures.
The governance of this developed world is highly functional – though not exclusively
democratic. Governance evolves away from the Westphalian model to a more diffuse, multilayered and network-centric model, in which problems are solved – and created – by virtual
networks in real time. However, this devolution of socio-political power is brittle and critically
vulnerable to attack, both manmade and natural. Innovative technologies facilitate ubiquitous
surveillance throughout urban centres, something that continues to be resisted fiercely by
networks within civil society.
These same technological advances have decoupled the economies of the developed and
developing worlds. Tensions persist at the edges, where the global network of cities comprised
of steel, glass and suits, gives way to impoverished hinterlands that are home to authoritarian
regimes fuelled by radical extremism, frustration, and resentment towards the well-functioning
urban centres. Authoritarian regimes presiding over hinterlands interpret ‗modernity‘ as
austerity, civil and religious discipline, and increasingly reject the worldviews and cultural
precepts embraced by urban networks. These regimes continue to wield real power through the
active manipulation of the enormous resource needs of vast urban networks.
National allegiances have weakened and a corresponding growth in loyalty to shifting groups
creates opportunities for non-state actors to increase in strength and importance. International
norms shared by liberal democracies have facilitated the development of governmental entities
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both above (supranational) and below (local) the state level. The state is both ubiquitous
because of increased technological surveillance and eroded as a result of more distributed
networks of decision making.
Frontier areas – where cities meet hinterlands and modernities clash – suffer the greatest
tension. Further destabilising these regions are organised criminal elements that engage in
human and narcotic trafficking, intellectual and technological piracy, and illegal arms trading.
Authorities within developed states are focussed primarily on keeping ‗outsiders‘ at bay. They
manage flows of trade, information, resources, and immigrants that traverse the borders
between the urban cores and outlying areas.
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PRELIMINARY FUTURE #3: Clash of Modernities
THREATENING ACTIONS/EVENTS
SECURITY IMPLICATIONS
Attack on computer networks
Disruption of access to critical resources
Attack on domestic infrastructure




Abuse of panoptical surveillance
Attack by civil liberty groups





Disruption of vital resource flows

















Attack on population or infrastructure
Disruption of access to critical resources
Violation of personal liberties
Attack on computer networks
Violation of territorial integrity
Disruption of access to critical resources
Disruption of flow of vital resources
Attack on population or infrastructure
Violation of personal liberties
Attack on computer networks
Espionage
Attack on population or infrastructure (asymmetric
attack)
Attack through electromagnetic spectrum

RISK CONDITIONS
Complex interdependent
computer networks
Internal tension between
technocratic efficiency and
civil liberties
High dependency on constant
flow of vital resources
Extremism of marginalized
groups
Territorial and extraterritorial border disputes
Technical exploitation by
criminal / rogue elements
Vulnerability of complex
interdependent systems
Meeting of incompatible
belief systems



Tension and instability within and between different
political systems fuelled by challenging belief systems

Shifting loyalties (state vs.
non-state actors)



Information operations by networks with strong nonstate identity
Disruption of access to critical resources
Disruption of flow of vital resources
Violation of territorial integrity
Attack on population or infrastructure
Violation of territorial integrity
Attack on population or infrastructure
Ethnic cleansing
Violation of personal liberties

Alliances of Authoritarian
States

Potential spill-over of ethnic,
religious, ideological conflict
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Negative impact on
critical infrastructure
Police state
Unbalanced security vs.
liberties perception
Danger to citizens
Negative impact on
economy
Liberal-democratic
values and ideas at risk
Exploitation of corporate
and state secrets
Challenged state forces
Escalation of hostilities
Loosening of statesociety cohesion
Exploitation of
communication systems
Loss of communications
systems
Decisions by
multinational industries
challenge international
order
Disruption of vital
resource flows
Uncertain allegiance of
PMCs

MILITARY IMPLICATIONS
















Protect military
computer networks
Secure flow of vital
resources
Protect lines of
communication
Secure access to critical
resources
Secure critical
infrastructure
Protect citizens
Secure territorial
integrity
Protect sensitive military
technologies
Ensure unity of
command
Change in the definition
of and tasks for military
organisation
Protect high value assets
against asymmetric
attack
Protect electromagnetic
spectrum
Train indigenous security
forces
Increasing role of
contractor security
forces

Future Four: New Power Politics
Drivers: friction in international decision-making, values and worldviews including nationalism,
resource scarcity and (lower) economic integration
Growing absolute wealth including widespread proliferation of WMD has increased the
number of major powers, between whom there is now a tenuous deterrence.
Globalization through trade integration and internationally shared standards of
interaction is undermined as they compete for access to resources and spheres of
influence.
This future is focused on power politics, but the world is not dominated by one or two
superpowers; it has become truly multi-polar. The world‘s geopolitical framework is shaped by
the emergence of large and powerful states, or unions of states, whose relations have become
more antagonistic and competitive due to absolute increases in wealth. This future is unstable
as a number of states with comparable power wield significant influence in the international
system as a result of their large populations, resource allocation, technological innovation,
geographic location and cultural dominance.
The states that comprise the major poles of power may not be global, but regionally they play a
significant role in shaping world politics by promoting their strategic interest and competitive
advantage. Regional spheres have emerged around the most powerful of the poles in this new
multi-polar system. Competition and demand for resources, particularly in ungoverned spaces,
continues unabated as the most powerful states continuously strive to improve their economies.
Realism is the dominant international relations paradigm, where states share a belief in the
sanctity of sovereignty and are primarily motivated by the desire for military and economic
power, and to a lesser extent by ideals. There is little incentive to build, support and improve
international institutions. The role of international organizations is reduced substantially in this
future and without their paternity inter-governmental and non-governmental organizations have
little influence in the international system.
Global governance – including international law – has weakened significantly. States pursue
their own interests and shifting bi-lateral agreements flourish, as states, both large and small,
prefer direct relationships. Nationalism flourishes in those states that demand cultural
homogeneity over an integrated society, which has successfully integrated diverse groups with
different cultural, religious and political values and beliefs. Strong historic narratives influence
political agendas, encourage power politics, and attempt to maintain cultural traditions and
values in the face of continued globalisation. With strained international relations and
dysfunctional cooperation at the international level, states cannot come to accommodation and
lack forums to solve mutual problems.
Advances in technology continue as the competition between states intensifies. States seeking
to join the club of most powerful states use nuclear technology to attain international stature,
energy independence, deterrence and improved military capability. The result is an increasingly
tenuous world where a ―show of force‖ has less deterrent value and where it has proven to be
harder to intervene or credibly pressure governments within their dominant spheres of influence.
With few shared international standards for resolving disputes, interstate conflict is a risk.
18/31

24 October 2008
B - 18

PRELIMINARY FUTURE #4: New Power Politics
THREATENING ACTIONS/EVENTS
SECURITY IMPLICATIONS

RISK CONDITIONS
Competition for
ideological supremacy

Competition for resources

Proliferation of nuclear
and other WME
capabilities

Ungoverned spaces

Interstate rivalry

Potential altering of
spheres of influence

Inability of international
system to handle large
power fluctuations





Disruption of access to critical resources
Violation of personal liberties
Attack on population and infrastructure



Disruption of access to critical resources




Attack on population or infrastructure
Attack, accidents with WMD/WME







Disruption of access to critical resources
Disruption of flow of vital resources
Human trafficking
Human security, ethnic cleansing and
genocide
Attack on population or infrastructure





Violation of territorial integrity
Attack on population or infrastructure
Violation of personal liberties



People of the state interested in
returning to previous sphere of influence
over state’s wishes




















Global and regional security instability
and challenges to standards of interaction

MILITARY IMPLICATIONS


Inter-state conflict
Negative impact on economy
Negative impact on critical
infrastructure
Danger to citizens
Liberal-democratic values and ideas
at risk

Illegal immigration
Human exploitation
Issue of right/obligation to
intervene
Uncontrolled migration
Devastation caused by
WMD/WME
Reduced influence of individual
nations or International
Organizations to influence or
manage crisis/events
Asymmetric security
environment
Eroded cohesion of existing
alliances

















Shifting state alliances
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Nation state switching alliance
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Conventional warfare, nuclear and
conventional deterrence
Deter, detect, prevent and manage
consequences of WMD/WME
Secure critical infrastructures

Support counter-proliferation
efforts
Secure territorial integrity
Deploy to support human
security
Deploy to secure access to
critical resources
Deploy to protect citizens
Deploy to protect lines of
communication
Deploy to secure flow of vital
resources
Deploy to prevent genocide
Protect military computer
networks
Protect sensitive military
technologies
Loss of GPS/SATCOM/Radio
Communications
Protect high value assets against
asymmetric attacks
Train indigenous security forces

ANNEX B
Risk Conditions – Working Definitions
Challenge of state authority- Subversive actions and activities to undermine the legitimacy of
the government system in a state.
Competition for ideological supremacy- and ardent nationalism lead states to try to increase
their sphere of influence supported by sophisticated information warfare. The international
system is dominated by the most powerful nations that impose their views and use their
instruments of power to create acute asymmetries resulting in a high friction environment. Broad
interpretations of existing national and international laws in favour of nations‘ strategic interests
create a ―lawfare‖ environment.
Competition for resources- leads to the creation of loose and flexible coalitions and new bilateral agreements as states try to protect the security of their resource supply chain. This
competition is extended into formerly ungoverned areas (polar regions, deep sea, space) and
exacerbates the already high level of friction in the international system.
Complex interdependent computer networks- attacks on networks have the potential to
achieve catastrophic effects in a highly-advanced and technologically-driven society. The
acceptance of the internet as a legitimate environment within the battle-space remains
debatable for publics who enjoy largely reliable service networks. Questions abound whether or
not the information environment has become the most important in which to wage wars.
Consequences from recurrent environmental catastrophes- driven largely by climate
change; have the potential to not only destroy critical infrastructures and wreak havoc among
civil population centres, but to also drive weakened states into failed ones.
Extremism of marginalised groups- continues to foster discontent and instability. Such
groups continue to conduct acts of terrorism and want for WMD. Low-technology warfare (guns,
suicide bombers, dirty-bombs) will continue to have a large ―bang for the buck‖ effect on morale
of the technocratic society.
Failed Governance- leads to civil war and/or authoritarian rule; makes the region a zone of
instability. Criminal and disenfranchised elements of society find sanctuary in failing or failed
states.
High dependency on constant flow of vital resources- within the technocratic centres, and
between the technocratic centres and the frontier regions, can devastate highly interdependent
trade infrastructures. Vital resources are defined to include information, energy, minerals,
foodstuffs, water, labour etc.
Inability of international system to handle large power fluctuations- international system is
too slow or unable to adapt to changes in the relative distribution of global power, resulting in
tensions while system slowly adapts.
Inability to anticipate, sense, and shape the external security environment - Domestic
overemphasis created a risk of overlooking emerging geopolitical risks. As a consequence,
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primary attention is on internal affairs and efficiency of the security apparatus with declining
focus on defence and defence budgets.
Internal tension between technocratic efficiency and civil liberties- Increased capabilities
of the state to survey and control society creates risks of abuse and may provoke counterresponses from civil groups or vice versa.
Interstate rivalry- In the international system states compete for absolute wealth and power as
well as relative status.
Meeting of incompatible belief systems- Tensions may arise from meeting between widely
different and incompatible belief systems whether between or inside states.
Potential altering of spheres of influence- changes of existing spheres of influence creates
regional instabilities.
Potential disputes over previously uninhabited and resource rich territories- resource rich
territories, especially in Polar Regions potentially place powerful nations in competition with
each other. Viewpoints espoused by different nations constituting prudent exploitation cause
friction has implied risks ranging from pollution to search and rescue.
Potential spill-over of ethnic, religious, ideological conflict- threatens region-wide stability.
Internally displaced people place overwhelming demands on other nations‘ state infrastructures.
Poverty and disease spread can spread. Political leadership in neighboring countries is
affected. Economic stability in the region is prone to collapse as fear permeates the markets.
Groups become hardened in their identities and become more sympathetic/vulnerable to
extremist beliefs.
Proliferation of nuclear and other WME capabilities- as a result of technology development
caused by the nations‘ need for sustained energy production as well as their desire to exercise
more influence on the global arena. This technological competition led to the introduction of new
WME (pulse weapons, chemical & biological weapons, etc.).
Proliferation of radical ideologies- enables further decay in troubled countries/regions.
Promotion of rigid, dogmatic and oppressive administrations within already unstable areas
breed further extremism, cripples economic development, hampers institution-building and
destabilizes entire regions.
Proliferation of WMD/WME- inability to maintain control over weapons grade nuclear material
enables non-nuclear entities to strengthen their cause and wreak havoc on unsuspecting
populations.
Shifting loyalties (state vs. non-state actors) - Diffusion of identities and loyalties across
various networks diminishes the traditional role and ability of the state to manage events.
Shifting of population mix- Significant alteration of the existing social fabric (ethnic, cultural,
ideological, and demographic).
Spreading of radical ideologies- dissemination of extreme ideas/ideologies challenges the
established values in a society.
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Strategic inattention- Misplaced or excessive focus on internal issues causes lack of attention
to external security developments.
Systemic inability to quickly respond to external threat- super-empowered individuals, nonstate actors, or states can create large effects by limited action (blocked trade routes, compnetwork attack, EMP, cyber attack, etc.). Furthermore, focus on small operations may lead to
loss of domain dominance (maritime, etc.).
Technological exploitation by criminal/rogue elements- challenges police and security
forces. Police forces prove incapable of handling such multi-faced actors, thereby fostering
further blurring between police and military roles.
Territorial and extra-territorial border disputes- among socio-political layers cause tensions
as each entity competes for resources. (The dispute surrounding space exploitation creates
tense, highly competitive, but peaceful, interaction across all affected areas of society.) Civil
society proves unable to administrate effectively ungoverned territorial and extra-territorial
regions.
Transnational criminal flows- including narcotics, human trafficking, intelligence, and terrorism
exacerbate existing domestic security issues as a result of the openness of the developed
countries. Additionally, domestic tensions are exacerbated by dual allegiance of migrant
populations on the political and social agenda of host countries. International criminal elements
and violent extremists take advantage of civil liberties within developed countries and use urban
populations for fund raising, radicalization and recruitment to conduct illegal activities.
Uncontrolled migration- Unmanaged flow of migrants across state borders or large
displacement of population within an area.
Ungoverned Spaces- areas where no state or non-state actor have established control such as
Polar Regions, deep sea, space and failed states are increasingly becoming objects of
competition.
Vulnerability of complex interdependent systems- the complexity of macro-level
infrastructures increases vulnerability to attacks-which are exacerbated by the fact that most
systems are standardised and interconnected (e.g. financial networks, public utilities,
communications, etc.)
Vulnerability of electromagnetic spectrum-with the ever increasing day-to-day dependency
on the electromagnetic spectrum (GPS, SATCOM, Communications, etc), any
interruption/disruption of the electromagnetic spectrum will have a compounding effect.
Vulnerability of strategic chokepoints and infrastructures in ungoverned spaces- increase
in importance as climate change continues. Diplomatic mechanisms designed to mitigate
conflict are tested in ungoverned territories and states return to more realist expressions of
power in these newly-valuable territories. Economic development increases as resource and
lines of communication are unlocked.
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ANNEX C
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ANNEX D
List of organizations and institutions engaged by the MFP or represented at MFP events
through 30 September 2008.
Organisation (no level of effort or priority reflected)

Nation

International Organizations
European Union Institute for Security Studies
European Union/European Defence Agency (EDA)
Geneva International Centre for Humanitarian Demining
Global Humanitarian Forum
International Committee of the Red Cross (ICRC)
International Labour Organization
Organisation for Economic Cooperation and Development (OECD)
Quaker United Nations Office
Sovereign Military Order of Malta
The Global Fund to Fight Aids Tuberculosis and Malaria
The International Strategy for Disaster reduction
UN Educational, Scientific and Cultural Organization
UN High Commissioner for Refugees (UNHCR)
UN Institute for Training and Research
UN Office of Director-General (Geneva)
UN Organization for the Coordination of Humanitarian Affairs (OCHA)
World Health Organization (WHO)
World Meteorological Organization (WMO)
World Trade Organization (WTO)
Institutions
Atlantic Council of the United States
Baltic Defence College, Tartu, Estonia
Center for Naval Analysis
Center for Strategic and International Studies
Center for Strategy and Technology (CSAT)
Centre for EU Enlargement Studies, Central European University
Centre for Security and Defence Studies Foundation
Centre for Strategic and Budgetary Assessments
Centre for Strategic Defence and Security Studies, Carol I National Defence
University
Centro Superior de Estudios de la Defensa (CESEDEN)
Clingendael Institute
Danish Institute for Military Studies
Demos
Department of International Relations, University of Bucharest/ Romanian
Diplomatic Institute
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USA
EST/LAT/LTU
USA
USA
USA
HUN
HUN
USA
ROU
ESP
NLD
DNK
GBR
ROU
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Dept of Politics and International Relations, University of London
Dept. of International Law, Faculty of Law and Political Sciences, Eötvös
Loránd University
Dept. of International Relations and European Studies, Central European
University
Doctrine and Development Centre, Doctrine, Development, Training and
Education Command
Eötvös Loránd University

GBR

Foreign Policy Research Institute

USA

Geneva Centre for Security Policy
Geneva Centre for the Democratic Control of Armed Forces
Hague Centre for Strategic Studies
Hungarian Atlantic Council
Hungarian Institute of International Affairs
Institut des Relations Internationales et Strategiques (IRIS)
Institute for International Relations, Corvinus University
Institute for Plant Protection, Szent István University
Institute for Regional and International Studies

CHE
CHE
NLD
HUN
HUN
FRA
HUN
HUN
BGR

Institute for World Economics/Hungarian Academy of Sciences

HUN

Institute of International Relations / Columbia University

CZE

Institute of Sociology, Hungarian Academy of Sciences
Instituti Affari Internazionali, Rome
International Centre for Defense Studies, Tallin
International Centre for Democratic Transition
International Institute for Strategic Studies (IISS)
Israeli National Defence College

HUN
ITA
EST
HUN
GBR
ISR

King‘s College

GBR

Marshal Andrej Hadik National Defence Academy
National Defence Academy
National Defence Academy
National Defence University
New Atlantic Initiative
Old Dominion University

SVK
POL
AUT
USA
HUN
USA

Petar Zrinski Croatian Defence Academy

HRV

Polish Institute of International Affairs

POL

RAND Corp.

USA

Research Centre of the Slovak Foreign Policy Association
Research Institute for Soil Science and Agricultural Chemistry
Royal Danish Defence College, Copenhagen

SVK
HUN
DNK

Royal United Services Institute

USA

Royal United Services Institute

GBR

Security & Defence Agenda

BEL

Serbian Military Academy

SRB

30/31

HUN
HUN
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HUN
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St. Anne‘s College, University of Oxford
Stato Maggiore della Aeronautica Militare
Stato Maggiore della Difesa, Rome
Swedish Institute of International Affairs
TNO Defence, Security & Safety
Ukrainian National Defence Academy
University of Calgary
University of Defence
University of Tartu

GBR
ITA
ITA
SWE
NLD
UKR
CAN
CZE
EST

Zrinyi Miklos National Defence University

HUN

Additionally, all NATO and Partner National Liaison Representatives at HQ SACT have been
involved in this project and invited to provide input.
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Appendix C: Data Collection Worksheet
Security Implications Data Collection Worksheet
Instructions:
STEP 1 (Optional): If you feel that any Security Implications suggested by one or more of the Futures are
missing from the list below, please add them in the spaces provided for your input (z. through bb.).
STEP 2: Rate each Security Implication (including any that you added on to the list) in terms of its Likelihood
(i.e. how likely is that Security Implication to become an issue for NATO by 2030). Circle a number to rate
the Security Implication, where 1 = Unlikely, 2 = Somewhat Unlikely, 3 = Somewhat Likely, and 4 = Likely.
STEP 3: Rate each Security Implication (including any that you added on to the list) in terms of its Impact (i.e.
how large an effect that Security Implication would have on NATO if it occurs). Circle a number to rate the
Security Implication, where 1 = No Impact, 2 = Little Impact, 3 = Some Impact, and 4 = Large Impact.
STEP 4: Rate each Security Implication (including any that you added on to the list) in terms of its Stretch
(i.e. how extensively would NATO have to transform to deal with that Security Implication). Circle a number
to rate the Security Implication, where 1 = No Transformation Required, 2 = Minor Transformation Required,
3 = Significant Transformation Required, and 4 = Major Transformation Required.

Ref

Futures

Security Implication

Likelihood

Asymmetric security environment

1 2 3 4

1 2 3 4

Impact

1 2 3 4

Stretch

a.

1,4

b.

1

Organized crime

1 2 3 4

1 2 3 4

1 2 3 4

c.

3

Challenged state monopoly on the use of force (PMC)

1 2 3 4

1 2 3 4

1 2 3 4

d.

1,2

Challenges to dominant values (poor integration)

1 2 3 4

1 2 3 4

1 2 3 4

1,3

1 2 3 4

1 2 3 4

1 2 3 4

1 2 3 4

1 2 3 4

1 2 3 4

f.

1

Challenges to international order (actions taken by
multinational corporations)
Destabilization of governments

g.

4

Devastation caused by WMD/WME

1 2 3 4

1 2 3 4

1 2 3 4

h.

3

Disruption of vital resource flows

1 2 3 4

1 2 3 4

1 2 3 4

i.

3

Exploitation of corporate and state secrets

1 2 3 4

1 2 3 4

1 2 3 4

j.

1,2,4

Massive Illegal immigration

1 2 3 4

1 2 3 4

1 2 3 4

k.

1

Increasing number of potentially hostile states

1 2 3 4

1 2 3 4

1 2 3 4

l.

4

Large-scale warfare

1 2 3 4

1 2 3 4

1 2 3 4

m.

1,2,4

Issue of right/obligation to intervene

1 2 3 4

1 2 3 4

1 2 3 4

n.

1,2,3,4

Liberal-democratic values and ideas at risk

1 2 3 4

1 2 3 4

1 2 3 4

o.

3

Eroded state-society cohesion

1 2 3 4

1 2 3 4

1 2 3 4

p.

1,3,4

Negative impact on critical infrastructure

1 2 3 4

1 2 3 4

1 2 3 4

q.

1,2,3,4

Negative impact on economy

1 2 3 4

1 2 3 4

1 2 3 4

r.

1,2

Population hostility and unrest

1 2 3 4

1 2 3 4

1 2 3 4

s.

4

Reduced influence of nations or IOs to manage crises

1 2 3 4

1 2 3 4

1 2 3 4

t.

2

Reduced self-defence posture

1 2 3 4

1 2 3 4

1 2 3 4

u.

2

Reduced will to use military power

1 2 3 4

1 2 3 4

1 2 3 4

v.

3

Overemphasized security vs. personal liberties tension

1 2 3 4

1 2 3 4

1 2 3 4

w.

3

Uncertain allegiance of Private Military Companies

1 2 3 4

1 2 3 4

1 2 3 4

x.

1

Undermining national & international law

1 2 3 4

1 2 3 4

1 2 3 4

y.

4

Eroded cohesion of existing alliances

1 2 3 4

1 2 3 4

1 2 3 4

z.

1 2 3 4

1 2 3 4

1 2 3 4

aa.

1 2 3 4

1 2 3 4

1 2 3 4

bb.

1 2 3 4

1 2 3 4

1 2 3 4

e.
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Appendix D: Abbreviations and Acronyms
A
ACT

Allied Command Transformation

B
BRIC

Brazil, Russia, India and China

C
C2

Command and Control

CA

Comprehensive Approach

CC

Contact Country

CHOD Chiefs of Defence
CM

Consequence Management

D
D

Driver(s)

DP

Defence Planning

E
EU

European Union

F
G
GPS

Global Positioning System

H
HQ

Headquarters

I
ICI

Istanbul Cooperation Initiative

IO

Information Operations

IO

International Organisation
D-1

J
K
L
M
MD

Mediterranean Dialogue

MFP

Multiple Futures Project

N
NATO North Atlantic Treaty Organisation
NGO

Non-Governmental Organisation

NNA

Non-NATO Actor

NNPA Nuclear Non-Proliferation Authority
NSA

Non-State Actor

O
P
PC

Partner Contributions

PERMREPS

Permanent Representatives

PF/RC Preliminary Future and Risk Conditions
PCP

Prevent, Cure, Protect

PfP

Partnership for Peace

PMEC Political, Military, Economic and Civil
PMC

Private Military Corporation / Private Military Company

PRT

Provincial Reconstruction Team

PSO

Peace Support Organisations

Q
R
R&D

Research and Development
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S
SA

Survey Analysis

SACT

Supreme Allied Commander—Transformation

SI

Security Implication

SIM

Security Implication Mitigation

SI&C

Security Implication and Challenge

SMPC Strategic Military Partner Conference
S&R

Stabilisation and Reconstruction

T
TM

Trademark

TV

Television

U
UK

United Kingdom

U.N.

United Nations

US

United States

USNR United States Navy Reserve

V
W
WMD Weapons of Mass Destruction
WME

Weapons of Mass Effect

X
Y
Z
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Appendix E: Best Quotes
“I would personally vote for you for president.”
Directed to participant after he made a very poignant observation regarding the MFP.
“As I look at this, I sometimes have a hard time understanding it, and English is supposed to be my
primary language.”
Senior officer on the difficulty of conveying the very complicated concepts of the MFP.
“We cannot predict the future; but, we can prepare for it.”
“We won’t have it perfect, but we want to have the fewest regrets.”
“If we have four futures, the real future will be number five.”
“We know we won’t get this perfectly correct, but we don’t want to get it completely wrong.”
“Thank you very much for this future, even though it is a very sad picture.”
On the worst-case scenario approach taken by the MFP.
“You all look delightful, but we can’t see you very clearly.”
On stage lighting and the difficulty of the head table to view the participants.
“I never thought that we’d be here in Albania twenty years ago.”
“I will still want to drink brandy or Coca-Cola with you tonight even if we disagree here today.”
“From my personal background, I have never fought alone in the world.”
“This is an example where PowerPoint makes us stupid.”
“Climate change is positive. We will have new sea lines of communications and be able to grow
grapes.”
From analyst notes: Different view (which turned out to be the same view stated differently)
“...concerning the relevance of states; drug cartels own submarines; Wal-Mart has much more
money than states budgets—this affects the way they approach states...”
“As the future unfolds it is a true statement that one needs to consider both the power of
intimidation and the power of inspiration.”
“This project requires us to think. I can’t wait to start thinking.”
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